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TDM, Wireless, and VolP Protocol Analysis

* GL Communications provides a host of protocol analyzers for testing a variety of protocols

* Analysis may be done both in real-time and off-line
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Supported Platforms
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Overview

 GL's GPRS Analyzer performs real time (and offline) analysis across the Gb (T1 E1) interface. The GPRS Analyzer

when connected between SGSN and BSS elements of a GPRS network permits the monitoring of Gb interface
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ﬂGPRS Analyzer over T1 E1
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Supported Protocol Standards

Supported Protocols

LAPF
BSSGP
LLC
GMM
SMS

TOM

SNDCP
SMG
NS

IP

TCP
UDP
LLC
MAC
ICMP

GTP/GTPv2 / GTP

Specification Used

Q.922
3GPP TS 08.18 V8.10.0
3GPP TS 04.64 V8.7.0

3GPP TS 04.08 V7.19.0

3GPP TS 03.40 V7.5.0 / GSM 03.38
version 7.2.0

3GPP TS 04.64 v8.7.0 (2001-12)-
Annex B

3GPP TS 04.64 V8.7.0

3GPP TS 04.08 V7.19.0

GSM 8.16 ETSI TS 101 299 V8.0.0
RFC 791

RFC 793

RFC 768

3GPP TS 04.64 V8.7.0

IEEE 802.3

RFC 792

3GPP TS 09.60 V7.9.0/ 3GPP TS
29.060 V6.5.0 / 3GPP TS 32.005
V3.7.0 and 3GPP TS 32.015 V3.12.0
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Features

Summary View displays GB Interface information such as DLCI, FECN, BECN, SAPI, CTL, Session Mgmt Message etc in a tabular

format
Summary view (Call Quality Matrix) displays complete summary of call information in graphical format, along with a summary of alerts

Supports filtering and search based on Gb Interface parameters such as Data Link, Network Service, BssGp, LLC, Gprs
Mobility/Session Mgmt, SMS, TOM and SNDCP

Detail View displays packet by packet statistics for particular call information in tabular format

Any protocol field can be added to the summary view, filtering, and search features providing users more flexibility to monitor required

protocol fields
Option to combine data from multiple columns under one column

Option to create multiple aggregate column groups and prioritize the groups as per the requirement to display the summary results

efficiently
Advanced filtering and search based on any user selected protocol fields
Allows the user to create search/filter criteria automatically from the current screen selection

Remote monitoring capability using GL's Network Surveillance System



Real-time Analysis

\ 4

Summary View ]

\ 4

Detail View ]

\ 4

Hex Dump View

Statistics View

\ 4

Call Trace View

\ 4

EZ GPRS PR GB Protocol Analysis GB Interface 64-bit — O X
Eile \iew Capture Statistics Database Call Detail Records Configure Help
=) B S| Awm[w|@| =[] WO 2|8[¥[#] [0 L[ %[ ] coro
Dev TSlot SubCh Frame# TIME [Relative] Len Error TLLI value THSI IMSI Identity Mobile A
BssGp BssGp BssGp G
G P Do0000548866 71| | 3780573050
L2 0-23 4 00:00:00.586213 19 2699313018
2 0-23 5 00:00:00.764218 19 3779520830
2 0-23 B 00:00:00.878963 26 37804523986
Wi 0-23 7 00:00:01.091817 71 3780475770 466921304859061 «E15CEQ ¥
< >
Card2 TimeSlot==0-23 Frame=3 at 00:00:00.548666 QK Len=71 *%% Right click to SHOW/HIDE layer a
HDLC Frame Data + FCS
============ LAPF Layer ============ =
0000 EAD S 0 (0)
0ooo Cs/R = e 0. Command{User), Response(Network)
0000 DLCI = 172 (001010.. 1100....)
0001 EAL P s 1 (1) -
< >
Hex Dump of the Frame Data A
éB C1 00 00 60 74 00 E1 és F7 74 00 60 21 16 82 :{A 't é‘;’+z '! 1
03 E8 13 88 13 33 82 24 09 89 28 00 0D 88 49 66 e | 31* 1( 1If
29 21 10 12 03 67 OE 9D 41 CO 15 08 09 00 49 &4 3! g Ak Id v
TC 770 N7 T N2 19 NN NN NN 19 NCcC T©A4 Cm Thd 72 -~% 5 A Y
|58 Device# | Frame Count{Device #) |
2 192
total 2 192
Call ID Call Status | DevNo| TS| Call StartDate & Time | Call Duration| BvCl| TLU| IMSI|  Call Type A
al active 2 2004-03-03 20:08:19.885645 00:00:27.521911 116 3780... PTMSI Re...
Al active 2 2004-03-03 20:08:20.428796 00:00:26.978760 384 3780.. PTMSI Re...
Al active 2 2004-03-03 20:08:22.184479 00:00:25.223078 72:| 3779:.. PTMSI Re...
A3 Aartive ? 2NN4-N3-N3 2N-NR-23 NRANR? NN-NN-24 343494 an2  270hR PTHMSI Re w
IC:\Program Files\GL Communications IncyUs| 192 Frames | 4
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Different Views

« Summary View displays GB Interface information such as DLCI, FECN, BECN, SAPI, CTL, Session Mgmt Message

etc. in a tabular forma

» Detail View: This pane displays in detail about a frame in order to analyze and decode by selecting it in the

summary view
* Hex Dump View: This pane displays the frame information in HEX and ASCII format

« Statistics View: This pane displays various statistics that are calculated based on the protocol fields
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Offline Analysis

Off-line analysis is equivalent to capturing a file in pre-defined timeslots

Captured frames or only the filtered frames can be exported to *.HDL file for the further off-line analysis

Trace file for offline analysis can be loaded either through analyzer GUI or through simple command-line arguments

Look in: | ) GPRS

<
Recent places
-

D:ﬂkiop

Network

M5! Tdeniity
BssGp

466921304859061

*E15CE0° v
>

Open
~| e ®ekE
- .
Marne Date modified Type
|| Gprs_Gb_Capt1.hdl 22-03-201310:22  HDLFile
| Gprs_Gb_Capt2. HDL 22-03-2013 10:23 HDL File
|| GPR5_Gb_Test1.hdl 22-03-2013 10:23 HDL File
B2 GPRS PR GB Protocol Analysis GB Interface 64-bit
File View Capture 3Statistics Database Call Detail Records Configure Help
2 023 4 00:00:00.586213 13
2 023 5 00:00:00.764218 13
2 023 3 00:00:00.878963 2
2 023 7 00:00:01.091817 7 3780475770
<
[Card2 TimeSlots=0-23 Frame=3 at 00:00:00.548666 OK Len=71
(HDLC Frame Data + FCS
< ============ LAPF Layer ============
0000 EAD ...0 (0)
0000 C/R = ..0. Command(User). Response(Network)
X 0000 DLCI = 172 (001010 1100....)
File name: o001 EAaL - 1(1)
<
Files of type: |HDLC Fies (") [Fex Dunp of the Frame Data

™ Open as read-only

### Right click to SHOW/HIDE layer a

C:\Program Files\GL Communications Inc\Us| 192 Frames

28 C1 00 00 00 74 00 E1 56 F7 74 00 00 21 16 82 (A tav=z 11

D3 E8 13 88 13 33 82 2A 09 89 28 00 0D 88 49 66 e 31w 0l NIf

29 21 10 12 03 €7 OE 9D 41 CO 15 08 09 00 49 64 ) gk Id .
8 Device# IE Frame Count{Device #) [

2 182

total 2 192

CalllD_ | CallStats| DevNo| TS| Call StantDate & Time | CallDuration| BvCI| Til|  MSI|  Call Type| ~
Al active 2 0 2004-03-032008:19.885645  00.0027521911 116 3780. PTMSI Re...

Al active 2 0 2004-03-032008:20428796  00:00:26.978760 384 3780. PTMSI Re...

A2 active 20 2004-03-032008:22.184479  00:00:25.223078 72 3770, PTMSI Re...

NE Active 2 N 20N4NANIZNNAPANANA?  MNNNP4343494 402 270R PTMSI Re v
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Filtering and Search

Isolates required frames from all frames in real-time, as well as offline

The frames can also be filtered after completion of capture based on Frame Number, Time, C/R, SAPI, CTL and

more. Similarly, search capability helps user to search for a particular frame based on specific search criteria

{SmD*MLMMIuEM
|57

Exchude FISU | [Exchade LSSU]

Clear ALL

— Filter Selection

| GB
SR 4

Indesface

Doata Link

W Frame Length(s)
@ Ermor Frames Orniy
& 0K Frames Only
& Frame Numbesz]

© Card Timeslot Subchan | | W

[+ Q Metwark Service[Frame Re

—'Walue

& @ Network Service -
[+ 9" BssGp
@ @ LLC
[+ Q Gprs Mobibty Mgt -
1| | Lctivale Deactivate
— Al Selected
Layer | Field | Fiter Value
Drata Link Frame Length{z) [
BssGp BSSGP Pdu CREATE-BSS-PFC
<| | |
—Jﬂmﬂim: fou all :du:hun: -
" AND & OR | I * Inchude & Exchude |‘ Deactivate Sel Deactrvate Al
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Allows the user to create filter criteria automatically from the current screen selection

Filtering Criteria From Screen Selection
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NNNNHN

023 00.00:00.000000 3780682106
__I_ 3747714426
023 2 00:00:00.350083 3779291258
023 3 00.00:00548666 71 3780573050
023 4 00.00:00586213 19 2693313018
023 5 00:00:00.764218 19 3779520890

S 7Yy —
Search Selected Value

Set Search Critenia as Sel Values
Set Filter Criteria as Sel Values S

BissGp:: IMSI Idenkity
= |BssGp:TLLI value

Use Ctrl, Shift for Extended Selection

Select Al

Cancel

B Analyzer GUIl and Protocol Configuration

Save Load Default

B Select surnmary columns to di...

ﬁE Menu checked options

sl)?kb Protocol standard selection
\% Network/User side selection
4::E3'|'|me Format

S View Filter

M\Iiew Search

@D_: TCP Connection Options
Periodic Trace Saving Options
IL\J Startup Options

@Data Link Groups

E}-‘F\iiew Font Size

@ INI Decode Options

Y Define Surmmary Columns

._\_:_
L5

> Aggregate Summary Columns
-‘\(.__,ﬁ Capture Options

[ Filter Selection

[ Walue Selection

|8 GB Interface
-8 Data Link
B LAPF
2 NS
E3} g BssGp
LLC
@ GMM >
-8 SM
-8 SMS
- TOM
& SNDCP

All Selected

Layer | Field I Search Yalue

BssGp IMSI Identity 466921304023437

<

i~ Conditions for all selections -
& AND (" OR

@ Include  Exclude Deactivate Sel

Deactivate Al

11



oGL

Communications

Search Options

| | Analyzer GUIl and Protocal Configuration

I
| Sawe Load Default

Search features helps users to search for a particular frame based on specific search criteria

(| X

¥

= elect summary columns to di..

Menu checked options
‘yﬂ'\ Protocol standard selection
ST

%NEMDkaUSEF side selection

E:E}Tlme Format
S5 iew Filter

ﬂﬂ*u’iew Search

@D:TCF‘ Connection Options
Periodic Trace Saving Options
f‘:?Startup Options

@Data Link Groups

P;‘:'F*u’iew Font Size

IMI Decode Options

Z Define Summary Columns

Z'%:.ﬂxggregate Summary Columns

‘@ﬁlﬁapture Options

— Filter Selection

| 0.93x

— Jze Crl#Sift for capture ermar selection

/ CRC
EV Data Link, Frame
-4 Frame Length(s] Undermn
----- ¥ Capture Errors E_f;::;e'j
----- 2 Praotocol Decade Ermrors Phyzical
e ¢ Frame Mumber(z] Capture
b i Card. Timeslot Subchanmel] *‘ Other
- LAPD
- (.93«
£ - S I I Activate Deactivate
— Al Selected
Layer | Field | Filter ¥ aluie
Drata Link Capture Errorz CRC.Frame
£ >
— Conditiong for all selections
" AND & 0OR ¥ Include ¢ Exclude Deactivate Sel Deactivate &l
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Search Criteria From Screen Selection

« Allows the user to create search criteria automatically from the current screen selection

. . \ . . \ . . \ , Use Ctrl, Shift for Extended Selection n
S 2 0-23 0
/i : Search Selected Val H L
/2 023 2 00:00100.350083 18 3779291258 arch Selected Value BssGp:: TLLI value
2 0-23 3 00:00:00.548666 | 3780573050 Set Search Criteria as Sel Values
2 0-23 4 00:00:00.588213 13 269331308 Set Filter Criteria as Sel \Values
2 0-23 5 00:00:00.764218 14 3773520830

| QK I Select all Cancel

B Analyzer GUI and Protocol Configuration

Save Load Default
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B Select summary columns to di... | _ Filter Selection- [~ Walue Selection-
?E Menu checked options ¥ GE Interface

) . & Data Link

g’?ko__ Protocol standard selection | © LapF
/}% Metwork/User side selection % NS
B -4 BssGp

b Time Format Q LLC
S View Filter -8 GMM g
% SM

M‘Jiew Search -8 SMS
@D: TCP Connection Options -~ TOM

8 SNDCP

Periodic Trace Saving Options
ICJ' Startup Options

@Data Link Groups -All Selected- : :

Fo . Layer Field Search Value
Ey View Font Size BssGp IMS! Identity 466921304023437
INI Decode Options

Z Define Surmmary Colurnns (
=5 Aggregate Summary Columns ~ Conditions for all selections
:i(;:a Capture Options & AND " OR @ Include " Exclude Deactivate Sel
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Statistics

 Statistics is an important feature available in GPRS analyzer L i il*"z”;':’ri,,(wem,
=¥ Physical Link
. - - , evice # ?I?I’d
and can be obtained for all frames both in real-time as well ¥ e |

N StatTsOrTsSe - Statistic Typefs) (calculated, multiple selection)

{©) Time Stamp
1 & & Network Service(Frame Relay) Erame IEW"‘ . g
as offline mode @ Notwak Sonis e
29 BssGp Byte Percent ;]

A5/1 enciyption algorithm 5
If A5/2 enciyption algorithm  Range List
A5/3 enciyption algorithm
A5/4 enciyption algorithm
A5/5 enciyption algorithm I
A5/6 enciyption algorithm
A5/7 enciyption algorithm

Access Technology T ype_'j
K | 2

[~ Selected Statistic Inf

PA‘GPRS PR GB Protocol Analysis GB Interface i =101 x|
File View Capture Statistics Database Call Detail Records Configure Help
[
BS.. Il:l SAPI CTL .|
|

TIME (Relative) Len| DLCI
2 023 0 00:00:00.000000 19 172 0 0 NS-.. FL.
2 023 1 00:00:00.155843 121 172 0 0 NS-.. DL.. Res.. LL3 Ul For...
2 023 2 00:00:00.350083 18 172 0 0 NS-.. FL.
2 023 3 00:00:00.548666 7172 0 0 NS-. DL.. Res.. LLGMM UlFor. _
Stoe ; rnaEa THErS e LI_I

Frame Count(PDU

2 SUSPEND-ACK (12) 6

2 FLOW-CONTROL-MS-ACK (41) 55

2 FLUSH-LL (42) 39

otal 2 Total 189

call ID Call tatus | Dewho| 18| Call Start Date & Time Call Duraion | Bvel[  Tiu| ".":l
AO active 2 0 2004-03-03 20:08:19.885645 00:00:27 521911 116 37805...

al actve 2 o 2004-03-03 200820428796 000026978760 334 37804..

A2 active 2 0 2004-03-03 20:08:22.184479 00:00:25 223078 72 377%...

A3 actve 2 0 2004-03-03 200823064062 000024343494 402 27063.

Ad active 2 0 2004-03-03 20:08:23.166442 00:00:24 241114 116 27071..

A 5 actve 2 o 2004-03-03 200823 656895 00:00:23 750661 I 29 27064.. _I:J
4 »

[D:\Program Files\GL Communicat [192 Frames [ Iz
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Define Summary Golumns

Required protocol fields can be added through Define summary column option

User can remove the protocol field which is not required

F ‘ésa«t Summary columns to deplay
T Merws chedked options

I Protocal standard selecticn

(¥ ) Tiene Formar

Y View Filer

ﬂﬁs\ewSeach

ﬁg TCP Connection Options
gP«n«TvueSavngOpmns
/~\-:aatw0um
:“.....“oaam;om

F, view Font sz

&= 1N Decode Options
: Define Summary Columns
(.':"thueoum

Defined Protocol Summary Fields for GB Interface

= [ Natwork Service(Frame Relay)
BN eecn

Elcm

c

0/C

DE

oLl

= DI GB Inkerface Layers/Fiokls j

—

(
(

NEE000

E

D1 Moddier Function
ON nR)
aN ws)
ON e
ET supervisory Function
= O Network Service
DET Active
ON s
D151 Call Referance Flag
D=1 CollReference Length
ON Call Reference Vaue
OE! Cause name
ON o
01 Delete
D=1 1€ 1denthier(BVCE)
D=1 i€ 16entfier(Cause)
0151 1€ 1dentifiar(Link integrity verification)
DIET 1€ 1dentfrer(NSED)
=1 i€ 1dentfier(NSPOU)
=1 1€ 1dentfier(NSVCI) ~|

HE N

0
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Aggregate Summary Column

« The user can use this option to combine the two or more summary columns and remove unnecessary empty columns

into a single Aggregate Summary Column

B Aggregate Summary Calumns — O X
Save Load Default

5 Select surmmary columns to di.,
p— add | Delete | HAliases | Reorder | Reverse Use ' in the name For mulkiline headers
Menu checked options
4 i -
z;_)}lk Protocol standard selection Name Display Format Summary Columns Separator
Metwork /User side selection Message Type Concat Message Type_NS &
= E] S |MSl Identity_BssGp
@ Tirne Format -
? View Filter % GPRS PR GB Protocol Analysis GB Interface 64-bit -
ﬂﬁ iew Search File View Capture Statistics Database Call Detail Records  Configure Help
P » == C|-D
@D:TCP Connection Options 'lil jl = ol l..'l.]‘[-l ‘l “l“]“ll“tl SY|L}|ip|*l | | ""‘| +| GoTo I
i Dev TSlot SubCh Frame# TIME (Relative) Message Type Error TLLI value TMSI IMSI |dentity
;@ﬂ. Periodic Trace Saving Options BssGp BssGp BssGp
J startup Options nuw 00:00.00,000000 | [3780882106 N
) / 023 1 00:00:00.155843 121| 466921304023437 3747714426 466921304023437
£ Data Link Groups / 2 023 2 00:00:00.350083 18 3779291258
f}; View Font Size ;£ 2 0-23 3 00:00:00.548666 71| 466921201213076 3780573050 466921201213076
/2 023 4 00:00:00.586213 19 2699313018
INI Decode Options 2 023 5 00:00:00.764218 19 3779520830
Z Define Surmmary Calumns /2 0-23 13 00:00:00.878962 26 3780452986
¥ 2 023 7 00:00:01.091817 71] 466921304859061 3780475770 466921304859061
z%: Aggregate Sumrmary Columns /2 023 8 00:00:01.100932 18 3780475770
@ c i 2 023 9 00:00:01.328770 19 2700901242
apture Uptions 2 023 10 00:00:01.451817 121| 466321304023437 747714426 466921304023437
/2 023 1" 00:00:02.073760 48] 466921304610519 2706494330 466921304610519
2 023 12 00:00:02.081062 18 2706494330
f 2 n.22 17 NN:NNN2 152458 18] I7NRAGRUR
<
Card2 TimeSlots=0-23 Frame=0 at 00:00:00.000000 OK Len=19 #%% Right click to SHOW/HIDE layer details or cop
HDLC Frame Data + FCS
======s=s==== LAPF layer ============ =
0000 EAO = 0 (0)
0000 C/R = 0. Cnmmand(User) Response (Network)
0000 DLCI - 172 (001010.. 1100.
0001 EAl = 1 (1 )
0001 DE = ... 0. (0)
0001 BECN = ... 0 (0)
0001 FECN = 0 (0)
=zzzzzs=z===zz 5 Layer ===s===az=== =
<
Off-line Viewing. 'C:\Prugram Files\GL Communications Inc\Usb E1 &n [ 192 Frames
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Aggregate Summary Golumn Group

» The user can create multiple aggregate column groups and prioritize the groups as per the requirement to display

the summary results efficiently

B Aggregate Summary Columns
Save  Load Default

B Select surmmary colurnns to di.,

'—m Menu checked options
B P
Jg?lk Protocol standard selection

%Networkaser side selection

@ Time Farmat
S Wiew Filter
ﬂjj Wiewr Search

@D: TCP Connection Options
—

Perindic Trace Saving Options

j[:;Startup Qptions
@Data Link Groups

E

Fy Wiews Font Size

IMI Decode Options

Z Define Surnmary Columns

E%: Aggregate Surmary Columns

@ﬁ(:apture Qptions

Add I Delete | Aliases I Reorder | Reverse Use'_'in the name For multiine headers
Mame Display Format Summary Celumns Separator
Group-~0 Concat TMSI_BssGp —--ex

El e Mehbile ldentity_GMM
Group-~1 S| Overlay = IMSI Identity_BssGp &
rﬁ <Col_Alias=VYalue f’g Message Type_NS

<

% GPRS PR GB Protocol Analysis GB Interface 64-bit — [m] X
File View Capture Statistics Database Call Detail Records Configure Help
|| ‘B S| ||z o Bvew s 8w 0] N %] 0 GoTo |
Dev TSlot SubCh ‘ Frameft TIME (Relative) Len Group™0 ‘ | Enror I TLLI value TMSI IMSI Identity A
BssGp BssGp BssGp
/1 7Y I Y IV AT [ —— T[S ]
/2 023 1 00:00:00.155843 121 466921304023437 3747714426 466921304023437
2 0-23 2 00:00:00.350083 18 3779291258
/2 023 3 00:00:00.548666 71| =E15CD474 3780573050 466921201213076
2 023 4 00:00:00.586213 18 2699313018
2 023 5 00:00:00.764218 19 3779520890
2 0-23 6 00:00:00.8783963 26 3780452986
2 0-23 7 00:00:01.091817 71| =E15CEQ7A 3780475770 466921304853061
2 0-23 g 00:00:01.100932 18 3780475770
2 023 9 00:00:01.328770 18 2700901242
/2 0-23 10 00:00:01.451817 121 466921304023437 3747714426 466921304023437
2 0-23 1 00:00:02.073760 481 4660521304R10019 | 2706434330 466921304610519 v

>

HDLC

Frame Data + FCS

======z====== LAPF Layer ===

Off-line Viewing.

Card2 TimeSlots=0-23 Frame=0 at 00:00:00.000000 OK Len=19

00000000 NS-UNITDATA

00000000 (0)
0 (x0000)

C:AProgram Files\GL Communications Inc\Usb E | 192 Frames

*x% Right click to SHOW/HIDE layer details oia
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Save/Load All Configuration Settings

Protocol Configuration window provides a
consolidated interface for all the settings required
in the analyzer such as protocol selection, filter

criteria, search criteria, and so on

Configuration settings can be saved to a file,
loaded from a configuration file, or user may just
revert to the default values using the default

option

Eid:tt summary colum s bo display
77 Menu checked options

. Protocol standard selection
Fjﬂmmuhn_mer side sedaction
_"' Tirme Format

" View Fiker

ﬁ_ﬁ\ﬁewﬁemh

(. 1cP Connection options
F‘c-rin:h: Trace Saving Options
= startup options

T Data Link Groups
f'.:.-,_wm Size

L::-l IN1 Decode Options

' Define Summary Columns
;gﬂ’c.aptuaope_m

¥ Wiews Latest Frame/Packed

F Enable Periodic Trace Saving

E Lo Samples

My Recent
Diocuments

€ |emen

Deskicp

My Docuiments

g I | s

My Compuber 1|

21l
Savein: |3 Usb E1 Analyzer = « @ c¥EB-
CFrameRelay Difpp
_JARP o e CiPrafieSamples
atm CGprs iProtocol Classiier Faw
e CGraa CProtoooklassifier
CGEM iR eleasehictes
Cihdic_isdn C5abits
Jcaldata hip i signaling transitions
icapdata I IsdrEmalator 551
. Eycoma EaMaC £3ss7
_iDigkal Echio Canceller IMAPS i StripThart
Jdocs CMeee Cabest
_ydkmf Ckd Files CATRAL
ibetwork Survedlanoe I TRy
| 2]
'ﬁ File name: I aprsFilabAnalun ﬂ ISLE
Saveastype:  |Conliguralion Files [ ACF] =] cwes |

Py M bk
=
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Thank You!
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