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PacketScan™ HD All-IP Signaling and Traffic Analysis
(2G/3G/4G/5G/VolP/RTP, RTCP/Fax Analysis)
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PacketScan™ HD Features

* Signaling — Protocol analysis: SIP, MGCP, MEGACO, H.323, SCTP, SCCP (Skinny), SS7 SIGTRAN, ISDN-SIGTRAN, GSM A
over IP, GPRS over IP, UMTS over IP, LTE, Diameter

* \Voice/Fax - Captures, segregates, and monitors packets; perform voice quality testing in real-time over VolP network. G.711,
G726, GSM, GSM EFR, GSM HR, G729/B, G.722, G.722.1, ILBC, SPEEX, SMV, T.38

* Video Calls - Video quality statistics such as MDI (Media Delivery Index), Packet Lost, Duplicate, out of sequence and Frame
Rates are provided for each video session

* 5G Analyzer - Captures, decodes, and collects statistics over NIN2, N4, N8, N12 and N13 interfaces of the 5G network

* NetSurveyorWeb - Can be deployed as a Probe for a centralized monitoring system connected to an Oracle database

OGL
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Why this product?

* Lossless wirespeed capture of IP traffic across high speed (1, 10, 25, 40, and 100 GigE) links
* Non-intrusive capture and record over Ethernet (Electrical and Optical) interfaces at nano-second time precision
* Filter on inner layer of GTP tunnel traffic like inner IPv4/IPv6 addresses

* Ability to capture and analyse high volume calls with traffic. Process up to 20000 simultaneous calls with bidirectional RTP traffic.

Up to 50,000 calls can be achieved by scaling with higher configurations

* PacketScan™ HD available in both Portable as well as 2U rack mounted Network Monitoring Appliance w/ 4x 1GigE (PKV120) or
2x 10GigE (PKV122) network interface cards

* Create up to 10 user defined hardware filters to filter-out traffic based on MAC, 802.1Q (VLANS), IPv4, TCP, UDP, SIP, and RTP

parameters
* Supports almost all industry standard IP and Wireless Protocols (from SIP to LTE)
* Supports all RTP traffic — Voice, Video, Fax T.38, Digits, Tones, Impairments
* Capture and Call processing is enhanced to handle different Tunnel traffic (VXLAN, GRE and GTP) and multiple tunnelling

e Support for eCPRI decode
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Key Features

* User can create their own filters using custom filter option which provides flexibility to check the fields and use the logical

conditions more efficiently
* Supports decoding of eCPRI protocol
* Long-Term activity reporting
* Captures, Segregates, Monitors, Build CDRs, and Collects Statistics on all IP calls
* In-depth real-time and post-process data investigation using Packet Data Analysis (PDA) feature
* Complex Filtering and Search capabilities to record all or filtered traffic into a trace file

* Supports TCP Analytics application analyzes TCP connections between both internal Local Area Network (LAN) and external
Wide Area Network (WAN) computers including servers and clients. The application helps troubleshoot large bandwidth

consumption, failed TCP sessions, packet loss, poor TCP throughput and more
* Provides Call Quality Scores like MOS, R-Factor, Delay, Jitter, Packet Loss and more

* Supports Centralized Remoter Network Monitoring with NetSurveyorWeb™ - a web-based client that can connect to

PacketScan™ probes through a web server that facilitates display of call data records using a web interface

oaL
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Supported Protocols and Codecs

Supported Codecs Supported Protocols

« G.711 Alp-law * SIP, SIP-I, SIP-T, H.323, MEGACO, MGCP, Diameter, Skinny
- G.722,G.722.2 (AMR-WB), G.722.1, G.726, G.729A/B (SCCP)
« GSM (EFR, FR and HR) - LTE
* AMR (Narrowband and Wideband) * 5G N1IN2, N4, N12, N13
 EVRC, EVRCB, EVRC-C, iLBC, Speex, SpeexWB, RFC 2833, and user- * SIGTRAN - SS7, ISDN

defined codecs for voice and tones. * GSM A and Abis over IP
« EVS OPUS *+ GPRS Gb and Gn over IP

Visit Voice Codec webpage for more details ° SIS MES el 013 el

* T.38 Fax and Video calls

Visit Supported Protocols for more details

For more information on other features, refer to PacketScan™ Basic (PKV100) presentation.
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http://gl.com/voice-codecs.html
http://www.gl.com/packetscan-protocol-support.html

PacketScan™ HD
(4x1 GigkE, 2x1/10 Gigk, 2x25 Gigk, 8x10 Gigk, and 2x40/100 Gigk)

2x40/100 GigE
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- - X
©GL
Al L 7
nications

Communi



PacketScan™ HD with 2 x 25/40/100 GigE or 8 x 10 GigE

8X10 GigE

Smart SW|tch W|th
monitor ports

The above setup could manage rates as below:
* 2 x 25/40/100 GIigE card can also be used as 8 x 10 GigE (with Breakout)
* System can also be outfitted with multiple cards with easy switching
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PacketScan™ HD 2U Rack Appliance

Front Panel 'UL‘

© N

PetScan ™ HD Hardware + Softare
4 or 8 x1G / 2x1/10G / 2x25G [ 2x40G / 2x100G

Back Panel




PacketScan™ HD Systems

- PacketScan™ HD appliance is also available in three systems “Low End”, “Medium End” and “High End”

Low End Medium End High End

Data Rate 4x1GigE 4x1/10GigE Or 8x10GigE, 2x10/25GIigE, 2x40GigE,
2x1/10GigE 2x100GigE

RAM 16 GB RAM 32 GB RAM 128 GB RAM

NVME 2TB 4x SSDs 8x SSDs

Storage user configurable disk size user configurable disk size

[SSD] (4x 1.92 TB in the base (8x 3.84 TB in the base configuration)
configuration)
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RTP Traffic Capabilities and Performance

Product Version

PacketScan 1G (4x 1GigE)
SIP 64-bit

Max Simultaneous Calls

Signaling + RTP Voice Traffic

20000 calls with bi-directional RTP traffic
Extracting/recording voice

« 2500 simultaneous calls (maximum)

« Option to record filtered calls of interest only

PacketScan 10G (2x
10GIgE) SIP 64-bit

30000 calls with bi-directional RTP traffic
Extracting/recording voice

« 2500 simultaneous calls (maximum)

« Option to record filtered calls of interest only

** The above performance is evaluated on a high-end Core i7 system with typical 12GB RAM
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Wirespeed Filtering

= &P

\\\ / / Wirespeed lossless capture and filter

* Filtering can be based on the following:
Hardware
» Pattern match Filter » Checksum errors
> Protocol information p , \ > Port number
» Frame size Capture > |IP address and address ranges
Filter
( View R PacketScan™
Filter

oGL
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3 Stages of Filtering

Hardware Filter (HWF) — “Special NIC” with hardware filtering - very fast
Capture Filter (CF) — Powerful software filtering but a little slower

View Filter (VF) — applies on the captured frames to filter only frames of interest
PacketScan™ HD captured files to/from Wireshark®

PacketScan™ HD PDA — for detailed voice, fax, and video analysis

14



3 Stages of Filtering (Gontd.)
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PacketScan (Al-n-Gne) - ol
e View Capture Sttistics Database CalDeted Records Configure Help |

anag % [0 | GoTa |

TIME Rolatve) L-wmuowvm l PaaTie [ommw[ e l S ]Dw‘;h
2 0 P 1921681103 1921681200 o 5080
2 1 000000NER £ P 1921681200 1221681103 5408 5080
2 2 0000000ESY » W 1921681.200 121681103 5400 080
2 3 1321681.200 03
— 4 1
2 S oomouseon 1821681103 1921681200
2 6 DDO004SERIS 2 RIP 1921681103 1221681200 024 1024
2 7 000004 ST 2 AP 1921681103 1921681200 1024 024
2 8 000004607167 2 ATP 1921631103 1221681200 024 1024
2 3 00004168 m RIP 1921681200 121681103 024 1024
2 10 0000462685 an RIP 1921681103 1921681200 024 LTI

Filter only SIP —— — > |
Filter Passed s T e 20 00T T O Tt ‘
(10 out of 100 Frames) e

Hardware

X0011116AFSD7
e S 0006 Source Address 001676122661
Filter 000C LengthProtosol Type %0800 Internet IP(IPvd)
r e o —
RAAA L 000E Yersion 0100.. .. (4)
0101 (5)

000E Internet Header Lemgth (In 32 bit words)
ifferentisted Sanu:m Field
000F Differentisted Services Codepoint
00DF Explicit Congestion Notification
0010 Total Length

Teiane i fication

000000, Defsult
00 Not-ECT (Not ECN-Capable Transport)
371 (x0173)
&04_f¥n2sC v

Filter Not
Passed

PacketScan™ HD
Hardware

Off-ne Viewing Ci\Program Fies GBBVGL Communicatior 2 550 Frames

Filter Passed

e Packets

Filter Passed C :
apture
Discarded P

Buffer

PacketScan PDA View

Filter Not
Passed

Settings
Capture Saved to Files o mM > = 4= ¥ [spcus <][Show Al Seasions Fl

Ex: SIP, RTP

[ ot Summary | Regeiaton Suammaey | At Suammary |

Mal 2]
Jiter

MO z D | Jites A 3
g'slnmm Colec 0001 @152 1681231 Caloe 0001@1S2 168 1 237 Calld GLPG1 3407127763362 Ca StaTime 20090305 16 1457 444 Cal Draton: 00 0041 000638
%1 s

POMU. 1889 34/ 14/ 47019 194/ 0/000 0/000 2208 000 400 3 19¢ 018 Q120 38/
95778 POMU. 34 34 0/000 194/ 0/000 0/000 2207 000 200 3 127 8449 48 R
s (100 Frames) i e 1 s 5 A e T a0 e e 0
PaCketS 2 95897 POMU. 1647 287 i3 37014 M5/ 0/000 07000 2544 000 400 3 s 1M828. 43/2% 94/
95681, POMU 1646 287 282/ 0/000 445/ 0/000 0/000 254 000 200 5 2 128088 12/9

Discarded

EWVITE sip: 00MAS2.068. 1:297. €10/1.0
via: 92.168.1.231: 5060;branchezIhC4bKLI42556776-3993
S rervacdor 0

[Aliow: INVITE,BYE,CANCEL,ACK,INFO,PPACK,CONET,OPTIONS, SUBSCRIDE,NO

1321681.231 1921681.237

X [Prom: 0003 168.1.231> ;e ageCLPG_]
Standalone NIC e B St L
lcars-10: cLrcizezsserreass:
SiP/20 180Ri [CSeq: 1 INVIT)
AISIPRTP  faoon mo fomommme | ERTSRTIE
(Concenc-Type: appiicacion/sap
(100 Frames) Ll o e Icont ant -Lengeh: 351
0000003 54058 Ll 5080
e o-ono;' 44454868 44434972 TH TP4 192.169.1. 251
000038 e (Do) | g
—— c.u 104 152.168.1.231
0000100 1028 ——5"’—'———’—) 1028 &
e audio 1028 TP/AVD 0 8 10 104 3 101
» cepaap:0 PCHU/8000/1
0o L 8050 repmap: 8 PCMA/8000/1
e T = .
| ;l"
Ackve Cols Gragh )\ Average I Disibion ) EModel )\ RTP Packets Giagh ), 1,30 Anabas_) Coll Graph { Cal Sunnary /

15

Communications



oGL

Communications

Demo

~ MAPS™ SIP ~ MAPS™ SIP

Pa_ckefSE‘asn;;" HD |

Generate VolP calls (SIP signaling and RTP traffic) with MAPS™ S|P
Connect PacketScan™ HD to a mirror port

Capture and analyze the VoIP calls

Remote Access

16



Link and Ports Interface Testing
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Ethernet Frame Structure

RTP
Protocol - UDP

/

RTP ports — even
RTCP ports - odd
1024-65534
RTP Version
SIP Port 5060
TLS 5061

/

Destination Address

Destination Address (cont) ] Source Address

Source Address (cont)

Type/Length Priority/VLAN

Version

IHL

£
Type of Service] Total Length

Identification Flags Fragment Offset

Time to Live

Protocol Header Checksum

Source Address

Destination Address

Source Port Destination Port
Length Checksum
v=2|pP|x]cc|M pT Sequence Number
Timestamp

Audio Data (6 to 1480 bytes)

Check

Layer 2 -

Layer 3 -

Layer 4 -

Layer 5 -

Data

Layer 2 -

Ethernet

UDP

Real Time Protocol

Ethernet




Open System Interconnection

Cables, NIC Basic Network
Hardware 10BASE-T, 100BASE-T,
1000BASE-T

Routers Internet layer - packet
forwarding path determination,
logical addressing IPv4, IPv6, MPLS

Session/Port Layer — interhost
connection. SIP, RTP, HTTP, DNS

Network process to application
E-mail, Database

oaGL
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Layer

Physical
Data Link
Network
Transport
Session

Presentation

Application

Switches Link Layer — physical
addressing MAC, ARP, L2TP

Transport layer — End-to-end connection
and reliability UDP, TCP, SCTTP

Presentation layer — Data
representation Encryption



Layer 7
Layer 6
Layer 5
Layer 4

Layer 3

Layer 2
Layer 1

03I TGP Model

The Transmission Control Protocol/Internet Protocol (TCP/IP) suite was created by the U.S. Department of Defense (DoD) to
ensure that communications could survive any conditions and that data integrity wouldn’t be compromised under malicious attacks.

05! model Protocols TCP/IP Model

Application FTP | | SMTP | | POP3 | | Talmst | | SNMP

Fresentation S5L ASCI Application
Session Sockets
Transpaort UopP TCP Host-to-Host
Metwork IP ! Internat
Data Link . I Network
Physical Physical Interface

oGL
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Layer 4

Layer 3

Layer 2

Layer 1

Application (layer 4): Acts as final endpoints at either end
of a communication session between two network hosts

Host-to-host (layer 3): Manages the flow of traffic between two
hosts or devices, ensuring that data arrives at the application on
the host for which it is targeted

Internet (layer 2): Contains all functionality that manages the
movement of data between two network devices over a routed network

Network interface (layer 1): Deals with all physical components
of network connectivity between the network and the IP protocol

20



Ethernet Frame (FCS)

[
Preamble ﬁ Destination MAC Source MAC E'“E{few Payload CRC / FCS Inter Frame Gap
1 S[aJs5]6l7|8|i1J2]3TaJ5]efiJ2]s[als]elal2) o] -0 [ -[alil2[3]al1[2]3[a[5]6]7 8]0 t0[11]17]
n = 36-1500
EtherType/
Preamble [SFD Destination MAC Source MAC 802.1Q Header Size Payload CRC | FCS Inter Frame Gap
[ 2 4ls5]6]7]8]1] 3]a]5]6li1]2]3[al5]6 s 1 1 2 [ 31 a1 12 T13]als5]e6]lz70eloliolnnlaz]
M0 =(reBL00] PCRDEIAID n = 42-1500

Insertion of 802.1Q VLAN fag (32 bit) into Ethernet-ll frame. A typical VLAN arrangement with a TPID EtherType value of 0x8100. A QinQ arrangement would add another 32-bit =
tag containing 16-bit TPID using various EtherType values. Triple tagging QinQinQ has three 32-bit tags besides the original 16-bit EtherType field.

* Frame Check Sequence (FCS)
» The FCS field contains a number that is calculated by the source node based on the data in the frame
» TRUE/FALSE

oGL
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Ethernet Frame (VLANS)

] EtharType/|
Freamble FD Destination MAC Source MAC Size Payload CRC [ FC5 Inter Frame Gap
123l alslells| 12 3[als]elalalalelslslalla b Inlil2]3]al1]o 3 a]s]el 7 8]otolul
n=40-1300
] EtherTypel
Preamble FD Destination MAC Source MAC 802.10 Header Size Payload CRC / FCS Inter Frame Gap
1]2[3J4|5]ef]7]a]1]2[3[4fcs]ef2f2]3[4d4[5]¢6 11003 | b Infij2]3]a]1]2]3]4]s]e6[7]afoflofli]ld
Pi=0xB100| PCP/DENVID n= 42-1500
| EtherType/
Preamble Destination MAC Source MAC 802.10 Header | 802.10 Header | sim Payload CRC J FC5 Inter Frame Gap
1[afafalsfelafa]1T2]3Talcsfelafalafalsfelafafafalafafalafafafal I - InfaJ2fafaflafo]zlafsTelrlalofioful
[PID=0x9100) PCA/DEVVD [1PID= 0810 PCPIDERD A = 38-1301

Insertion of 802.1ad double tag in an Ethernet frame

&

IEEE 802.1Q is the networking standard that supports virtual LANs (VLANS) on an Ethernet network

Tag Protocol Identifier (TPID)

3 1
i 16 bits 12 bits
Tag Control Information (TCI) bits | bit
The TCI field is further divided into
Priority code point (PCP) TCI
Drop eligible indicator (DEI) TPID
PCP | DEI VID

VLAN identifier (VID)
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Internet Protocol |Pv4

Internet Differentiated IPv4 Header Format Explicit
Header Services Code Congestion
Offsets Octet |Length 0 Point 1 Notification 3

Octet  Bit |0/ 12 3 /4|5 6 7 8 9/(10 11 12 13 14 15 16 17 18 19 /20 21 22|23 24|25 26|27 28 29 30|31

0 0 Version IHL DSCP ECN Total Length
4 32 Identification Flags Fragment Offset
8 64 Time To Live Protocol Header Checksum
12 96 Source |IP Address
16 128 Destination IP Address
20 160 Options (if IHL > 5)
Protocol Number Protocol Name Abbreviation
1 Internet Control Message Protocol | ICMP Identification — Used for uniquely identifying the group of
2 Internet Group Management Protocol | IGMP fragments of a single IP datagram.
Transmission Control Protocol TCP . .
Flags — Used to control or identify fragments.
User Datagram Protocol UDP
41 IPv6 encapsulation ENCAP
: Fragment Offset — 13 bits long and specifies the offset of a
89 Open Shortest Path First OSPF particular fragment relative to the beginning of the original
132 Stream Control Transmission Protocol | SCTP unfragmented IP datagram.

oGL
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UDP Port

FTP — 20 Data Transfer
FTP — 21 FTP Control
SSH - 22

Telnet — 23

SMTP — 25 E-Mail

HTTP — 80

HTTPS — 443

RTP — even 1024 - 65535
RTCP — odd

SIP — 5060 (Destination Port)
SIP over TLS — 5061

UDP Frame

B0 00 20 7A 3F 3E 80 00 20 20 3A AE 08 00 1P, ARP, st 00 20 20 34
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)
Og——
it
sl 0-3 L 8-15 16-18 19-31
, Header . :
0 Version Differentiated Semces Total Length
length
3 [dentification Flags Fragment Offset
I b4 Time to Live Protocal Header Checksum I
9 Source Address [
128 Destination Address
160 Oplions ( if Header Length > 5 )
160
of Data
192+ \ /
bits 0-15 16 -31
0 Source Port Destination Port
32 Length Checksum
64 Data
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Real-time Analysis

R PacketScan (IpProt) HD 64-bit — X
File  “Wiew Capture Statistics Database Call Detail Records  Configure  Help
|| -B| S| %3] =[] W00 [ 78| =510 Sl M 2 GoTo |
Device Frameft TIME [Felative] Length [Butes] Error Packet Tupe Source IP Address Destination IP Address | Source Address | Destination Address|  Source Port | Destination Port]  Source Port | Destination Port Fs
MALC IP IP IP+6 IP+E UopP UopP TCP TCP
¥ | 0 S I TN KCATRR I B [ B - R B IR 1
L2 1 00:00:00.001 552000 354 SIP 1921681103 1921681200 5060 o0
e 2 00:00:00.001 663000 355 SIP 192.168.1.103 1592.168.1.200 54098 5060 180
2 3 00:00:04. 487535000 820 SIP 192.168.1.103 192.168.1.200 54098 5060 200
2 4 00:00:04.488933000 385 SIP 192.168.1.200 192.168.1.103 54098 5060 AC v
< >
Device? Frame=0 at 00:00:00.000000000 OK Len=836 #x* Right click to SHOW-HIDE laver details or copy **= ~
Ethernet Frame Data
0000 Destination Address = ®0011116AF6D7
0006 Source Address = =x001676122661
000C Length-Protocol Type = =0800 Internst IF(IPwvd) v
============ TP Tawer ============ =
< >
Hex Dump of the Frame Data M
60 11 11 A EI'E‘ 0?7 00 16 ?I"E 12 26 61 ﬁB a0 45 00 I jé’nx xl;vg IE
03 36 02 3E 00 00 80 11 BO F9 CO A8 01 CB CO A8 B > & "nhT EAT
01 67 D3 52 13 C4 03 22 FA SF 49 4E G5f 49 54 45 gOR & "u_INVITE
20 73 69 70 34 30 30 30 31 40 31 39 32 2E 21 3¢ sip:0001@192 16 w
T Device # £ Error Code == Length | =5 Protacal Flag = Time Stamp = Destination Addrass $= Source Address |zE ~
2 0 55 RTF(3) x5818989F839E9AB3 x0011116AFED7T x0016761 22661 1921
total 2 total 0 total B5 total RTF (3) total x6818989FG39E9AB3  total x0011116AFEDT? total x0016761 22661 total
2 0 B0 RTF(3) x40D39FAZEIIEIARS 001676122661 x0011116AFEDT 1921
total 2 total 0 total GO total RTF (3) total x40D99FAIEIE9ABS  total x0016761 22661 total x0011116AFBDT total
2 0 122 RTCF () *704BREEZ7FIESARS *0011116AFED? 001676122661 1921
total 2 total 0 total 122 total RTCR (21 total x7046REEZVFIESARS  total x0011116AFED? total x001 676122661 total ¥
< >
Call ID Call Status Protocol Call Originating (Number / Address) | Call Destination (Number / Address) | Call Start Date & Time Call Duration Protocol Specific Info
] Terminated SIF 0001{=2192.168.1.200 0001{=2192.168.1.103  54736-11375-00 00:00:00.9... 00:49:657 772500 <SIPCalllD> GLPG-48363...
Off-line Wiewing. C4Prograrm Files\GL Communications InchPacketScan'E: |2 550 Frames

> Summary View

— Detail View

— Hex Dump View

—> Statistics View

— Call Detail Records View

* Default panes - summary, detail, and hex dump of the frame data views
* Optional panes — statistics and call trace views

oGL
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TCP Frame

Capture Filkers  Hardware Filters

Filter Type I.ﬁ.dvanced "I

[ Packet Slici
= FieldlD | Pro
Lengml o
Filters |
HTTP and HTTPs —>
[IFilter - 2
[IFilter - 3
[CIFilter - 4
[CIFilter - 5
[CIFiter -6
[CJFilter - 7
[CIFilter - &
[CIFiter - 9
[ Filter - 10
Add
[T Custom Expres
—Selected Filter Ex
Final Configured E
Clear All Filters I

Add Filter

- Protocol Type

- Header Lenagth

- Differentiated Service
D5 _ECN

- D5_CodePoint

- Total Length

- IP DatagramID

- Fragmentation Offset
- Flag_DontFragment
- Flags_MareFragments
El-IPvE

- Mext Header

- Pavload Lenagth
E-TCP

- Source Port

- Destination Port

=l UDP

- Source Port

- Destination Port

- JOP Length

- Payload

- SCTP

- Source Port

- Destination Port

[ VELAN

£ XLAN Network ID
[=- TUMMEL1

- Tunnel Type

TN Peatbame] Tome

Operators

-Value (Dedmal Value)

| 80,443

Examples :

Ex1: 6000
Ex2: 5060,2000,4235
Ex3: 1024-2000

Predefined Values

FTP Data
FTP_Contral
Telnet

SMTP

DS

HTTP

SMHMP
SMMPTRAP
HTTPS
POP3

Add Filter

26



Filtering HTTP Traffic

—Value (Dedmal Value)

|sn

Examples :

Ex1: 65000
Ex2: 5060,2000,4235
Ex3: 1024-2000

Predefined Values

FTP Data
FTP_Control
Telnet
SMTP

DMS

HTTP

Capture Filters  Hardware Filters
Filter Type |Advanced -
[ Packet Slici
= Field ID | Protocol | Field Name | Operator | Value | Condition Cperators |
Length| 0 F1  TCP Source Port — 80 ==
1=
F2 TCP Destination Port == 80
Filters
HTTFP
[CIFilter -2
[CIFilter - 3
[CIFilter - 4
[CIFilter - 5
[CIFilter -5
[CIFilter -7
[CIFilter - 8
[CIFilter -3
[CIFilter - 10
Add Insert Delete | Clear All I Update
v Custom Expression
F1lIF2 validate & Update
—Selected Filter Expression
Assign[StreamId = 10] =({mTcpSrcPort == 80) OR (mTcpDestPort == 80))
Final Configured Expressions I Final Applied Expressions |
Assign[Streamld = 10] =({mTcpSrcPort == 80) OR (mTcpDestPort == 80))
| Clear All Filters
O©GL
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Hardware Filters for Ethernet Fields

Capture Filters

Hardware Filkers

Filter Type |Advanced  +

—Value (Hex Valug)

|nsnn

Examples :

Mote:Supports single & multiple value only
Ex1: 0309
Ex2: 8100,9000,AF02

Predefined Values | ~

AARP (0%80F3)

AppleTalk (0x5038)

ARP (0x0306)

ATA over Ethernet(0%3342)

Audio Video Transpart Protocol (0x22f0)

CFM Pratocal [ OAM (0x8902) v

[ Packet Slicing FieldID | Protocol | Field Name | operator | value B I
Length | 0 F1 MAC Ether Type == 0800 ==

=I- Filters MAC (Ether Type)
__ MAC « 802.1Q (VLANS)
+- WLAMND
. IPv4
- WLANL
[ YLAMZ IPv6
- TPt
" IPvE Add Insert Delete | Clear all I ipdate
" ARF [ Custom Expression
" TCP Yalidate & Update
- LIDP

5 <Ip —Selected Filter Expression
Assign[StreamId = 10] =({mMacTypelength == 0x0300))
[-RTP
Final Configured Expressions I Final Applied Expressions
| Clear all Filters I
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Ethernet Frame Structure

Ethernet Frame Format

IPG Header Payload
(12 Bytes) ,...cccccee...en.
Destination
F;;e::::: MAC So:;;er::?c IL vnpetllc Information CRC
Address &
Bytes 6 6 2 46-1500 4 Filtering using fields in IP frame
Ethernet Frame (Packet)

MAC: Media Access Control
IPG: Inter Packet Gap
CRC: Cyclic Redundancy Check

Layer | Preamble

7 octets

Layer 2
Ethernet
frame

Layer 1
Ethernet
packet

—
i s
.

Communications

64-1518 Bytes

802.3 Ethernet packet and frame structure

Ethertype
Start of Frame check
MAC MAC | 802.1Qtag (Ethernetll)or Interpacket
frame L ) Payload sequence
o destination source A (optional) length ] gap
delimiter (32-bit CRC)
(IEEE 802.3)
1 octet Goctets  6octets | (4 octets) 2 octets 46(42)P1-1500 octets =~ 4 octets 12 octets

— 64-1518(1522) octets —

« 72-1526(1530) octets —



oGL
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Filtering SIP and RTP Traffic

Capture Filters  Hardware Filters

Filter Type I.ﬁ.dvanced - I

Layer4 Protocol

v uDp
[~ Tcp

[~ scte

Update

—Value (Dedmal Value)

5060

Examples :

Ex1: 5060
Ex2: 5060,2000,4235
Ex3: 5060-5070

[ Packet Slici
nd Field ID | Protocol | Field Mame | Cperator | Value | Condition |
Length | 0 Fi SIP SIP Port == 5060
F2 RTP RTF Packets == TRUE
Filters
SIP RTP
[CrFilter - 2
[CIFiter -3
[CIFilter - 4
[CIFilter - 5
[CIFiter -5
CIrFilter - 7
[CIFilter -8
[CIFilter -5
[CJFilter - 10
Add Insert Delete | Clear All I
v Custom Expression
I Fi||F2
—Selected Filter Expression
HashMask[mHashMaskSrcPort = 0xFFFE; mHashMaskDstPort = 0xFFFE] = HashSTuple
Assign[StreamId = 10] =({{{Layer4Protocal == UDP}) AMD {mSrcPort == 5060 OR mDestPort == 5060)) OR ({mUdpSrcPort != (0..1023)) AND (mRipVersion==2}])
Final Configured Expressions I Final Applied Expressions |
HashMask[mHashMaskSrcPort = 0xFFFE; mHashMaskDstPort = 0xFFFE] = HashSTuple
Assign[StreamId = 10] =({{{Layer4Protocol == UDP}) AND {mSrcPort == 5060 OR mDestPort == 5060)) OR {{mUdpSrcPort = (0..1023)) AND (mRipVersion==2)])
| Clear Al Filters

Validate & Update
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Packet Data Analyzer (PDA) Summary View

* Summary View displays -

» Summary of data transmission in
each direction including calling
number, called number, call id,
start time, duration, missing
packets, etc.

» Includes separate statistical
counts on total packets, calls,
failed calls, captured frames, etc.,
for SIP, H323, MEGACO, and
RTP based calls

» Provides various graphs to view
active calls, average jitter
distribution, E-model based
measurements for R-factor /
MOS/ Packet discarded, RTP
packets, T.38 fax analysis, and
call signaling, Gap, Jitter,
Gapl/Jitter Distribution, Wave and
Spectral Display for media stream
analysis, VolIP calls and more

oGL

Communications

o4 Packet Data Analyzer - Summary View - O *
File View Call Summary Protocol Configurations GUI Configurations  Help
VEO UMM T e 3 4 |SIP _~||Shaw All Calls - Call Count: 824

Call Surnrnary l SIP Registration Summar}l] Alert Summar_l,.l]

Call# Caller Callee StartTime Duration VoiceQuality L VoiceQuality R Cor

0001@192.168.12.92 0001@192. 168, 12,94 2023-06-01 15:01:34.419 00:01:00.023 e

2 0002@192.1658.12.92 0002@192.168.12.94 2023-06-01 15:01:34.432 00:01:00.033
3 0003@192,168.12.92 0003@192,168.12.94 2023-06-01 15:01: 34,533 00:01:00,045
4 0o04@192,168,12,92 0004@192,168.12.94 2023-06-01 15:01: 34,583 00:01:00.037
5 0005@192,168.12.92 0005@192,168.12.94 2023-06-01 15:01: 34,623 00:01:00,049
& 0006@192,168.12.92 0006@192,168.12.94 2023-06-01 15:01: 34.684 00:01:00,041
7 0007@192.168.12.92 0007@192.1658.12.94 2023-06-01 15:01:34.715 00:01:00.043
8 0008@192.168.12.92 0008@192.168.12.94 2023-06-01 15:01:34. 786 00:01:00.024 v
<B I [, S P, -
GraphDuration [1day | |2023-060115:01:34 | Goto | save Caunter Type | Counters
Total Calls az4
Active Calls 1}
||||||||||||||||||||||||||||||||||||||||||| Eompleted Ea”S ?58
Graph Start - (2023-05-31 15:02:16) Graph End - (2023-06-01 15:02:15) Purged Calls(cleared) 0
Failed Calls ]
CallzPerSecond Calls Per Second i}
- tan Purged Call: az4
|T|me=2023-06-01 -15:02:13 CPS=18 [v|lAttempted Calls [v]llPassed Calls [vIlFailed Calls
Tatal Frames 5496
Last Frame Proceszed 5496
Total Proceszed Frames 5496
20 v—"\ Frames Purged Before Processing 1}
Queue ToDecode:Decoded [R1}
TimeT oFrocess(mm:ss)
g 15 4 FrameProcess/Sec - Rate(tbps) 0000
%_ Hdbreritelirop< frm: bytes
= 104 -
"-‘ WOIP B andwidth 0.o0
SIP B andwidth 0.00
54 H323 Bandwidth 0.00
MEGALCT Bandwidth 0.00
0 RTP Bandwidth 0.o0
T 3
IWCS Bandwidth 0.00
01-15:02:00 -
Gzma Bandwidth 0.00
Tims: SCCP Bandwidth 0.00
Calls Reief< RTP Packets Graph Average Jitter Distribution E-Model T.38 Analysis Call How Call Summary OverAll { SIF }\ RTP )\ ED137
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Displaying Filtered Calls using Expressions

« Filter CDRs (Call Detail Records) based on parameters such as caller, time, message count, etc.

* The expression supports the following mathematical operators: ==, <=, >=, I=, <, >, &&, ||

» For example, the filter expression "Error Code==400||Error Code>600" will display calls with Error Code equal to 400 and calls
with Error Code greater than 600

o4 Packet Data Analyzer - Summary View — O >
File View Call Summary Protocel Configurations GUI Configurations  Help
GELO UMW G | || ¥ SIP ~|[show Filtered Calls -] Call Count: 6
ErrorCode==400 || EnorCode> 500 Ed |
Call Surnmmary l S|P Reqistration Surmmmany ] Alert Summar_l,l]
Payload_R. ErrorCode FailureCause | CallID EndTime PostDialDelay SessionDisconnectDe

o GL 32
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Save Call in *.hdl, *.pcap, and *.pcapng Formats

Calls Rate / RTP Packets Graph 3  Average Jiter Distrbution % E-Model % T.38 Analysis % Call Flow 3 Call Summary /

s Packet Data Analyzer - Summary View — O x
File View Call Summary Protocol Configurations GUI Configurations  Help
T .
oMW T r w2y x| & % AP ~||Shew all Calls -] Total : 824
Call Surimary | 5P Fegistration Summary | Alert Summany
Call # Caller Callee StartTime Duration VoiceQuality_L I VoiceQuality_R I Cor A
1 0001@192, 165, 12,92 0001@192.168,12.94 2023-06-01 15:01:34.415 00:01:00,023
2 0002@192, 168, 12,92 0002@192, 168, 12,94 2023-06-01 15:01: 34,432 00:01:00.033
0003@192.168.12.92 0003@192. 168.12 2023-06-0115:01:34.533 [ !l .. .. | |
4 0004@192, 168, 12,92 0o04@192. 168.12.94 2023-06-01 15:01:34.583
5 0005@192. 168,12.52 0005@192.168,12.94 2023-06-01 15:01:34.623 Copy Cell Value
& 000e@192, 165, 12,92 Qoo0ge@192, 168, 12,94 2023-06-01 15:01:34.634 onoTonoa]
7 0007@192, 168, 12,92 0007@192. 168, 12,94 2023-06-01 15:01: 34,715 00:01:00.043 \ 4
8 0003@192,168.12.92 0008@192.168.12.94 4 Save Call - CallMum_2 e v
[ ANAN&AANT 180 47 N7 ANMA&EANT AZ0 17 NA
< >
Export Graph Duratid File Type Counters
I HDLFie [ PCAPFie W PCAPNG Lirf 7o |0 5
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 = ?55
Graph Start - (2023-05-27 1 eared] 0
F'athlE:'\F'n:ugram FilezhGL Communications InchPacketScan' | G
Calls Per Second d ]
v Owenwrite Files  Save Calllz | | Al 524
At v (=]
5496
Tame Frocessed 5496
Total Processed Frames R 456
20 4 Frames Purged Before Proceszsing I
VJ\ (Queue ToDecode:Decoded 1]
TimeT oProcess(mnm: 2]
o 15 1 FrameProcess/Sec - Rate[Mbpsz) 0000
,g_ Hadafribel rope fron: bykezs
= 10 _
‘-‘ ) YOI Bandwidth 0o
1 SIP Bandwidth n.an
5 H323 Bandwidth n.on
1 MEGACD Bandwidth n.an
0 | : RTF Bandwidth n.an
UCS Bandwidth 000
01-15:02:00
- Gsma Bandwidth 0.0o
e SCCP Bandwidth 0o

OverAll £ SIP % RTF 3 ED137 /
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Copy Cell Value to Clipboard

s Packet Data Analyzer - Summary View — a *
File View Call Summary Protocel Configurations  GUI Configurations  Help
T . 0
(R MW S| w2 x| % % WP ~|[show anl calls ~ Total : 824
Call Summary | 51P Fiegistration Summary | Alert Summary
Call # Caller Calles StartTime | Duration | VoiceQuality L | VoiceQuality R | Con A
1 0001@192,168.12.92 0001@192,168.12.94 2023-06-01 15:01:34.419 00:01:00.023
2 0002@192.168.12.92 0002@192,168.12.94 2023-06-01 15:01:34.432 00:01:00.033
0003@192.168.12.92 0003@192. 168.12.94 2023-06-01 15:01:34.5: Save Call ]
4 0004@192,168.12.92 0004@192,168.12.94 2023-06-01 15:01:34. 5% Coov Cell Val
5 0005@192,168.12.92 0005@192,168.12.94 2023-06-01 15:01:34.6] Py He E *Unitled - Not d _ 0 %
5] 0000@192,168.12.92 0005@192,168.12.94 2023-06-01 15:01:34.684 00:01:00.041 - nite otepa
7 0007@192,.168.12.92 0007@192,168.12.94 2023-06-01 15:01:34.715 00:01:00.043 File Edit Format WView Help
3 0008@192.168.12.92 0003@192.168.12.94 2023-06-01 15:01:34. 730 00:01:00.024 2023-06-01 15:081:34.533 v
( m [alalala bR Faba N Fat= RN Bn B o b | AMMMNSANT 1€0 47 MNA N NS N ACGNY.TA O MMM AT 99:91:99-945 }
8003@192.168.12. 92|
: - - - I3
Graph Duration [5days _v| [2023-06-01 150134 ~| _Goto | save ||| 100 Windows (CRLF)  UTF-2
Active Calls a
1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 1 E‘Dmpleted I:a"S ?55
Graph Start - (2023-05-27 15:02:16) Graph End - (2023-06-01 15:02:15) Furged Calls(cleared) 0
Failed Call: =t
Callz Per Second Callz Per Second 0
Hion Purged Calls a24
[l Attempted Calls [#]MPassed Calls [+ lFailed Calls
Total Frames 5456
Last Frame Processed 5436
Total Processed Frames 5436
20 Frames Purged B efore Processing 0
V-A Oueue ToDecode: Decoded o0
TimeT oProcess(mm: sz
2 151 FrameProcess/Sec - Rate[Mbps) 0 000
!g_ HdrafriteDrops fron: bytes
= 10 .
‘-‘ YOIP B andwidth 0.00
SIP Bandwidth 0.00
5 H323 Bandwidth 0.00
MEGACD Bandwidth 0.00
0 : RTP Bandwidth 0.00
IUCS Bandwidth 0.00
01 - 15:02:00
- Gsma Bandwidth 0.0o
e SCCP Bandwidth 0.00
Calls Rate / FTP Packets Graph 3 Average Jiter Distibution 3 E-Model 3 T.38 Analysis 3 Call Flow 3, Call Summary / OverAll {SIF  RTP % ED137 7
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Packet Data Analysis (PDA) Call Graph — SIP Call

* Displays the message sequences of captured VolP calls

* Decodes of the selected SIP message is displayed on the right pane

oGL

Communications

A Packet Data Analyzer - Summary View - ]
File View CallSummary Protocol Configurations GUI Configurations Help
& @ -
¢80 \. WD w s s X % |(W[se ~|[show all calls ~ Call Count: 824
Call Summary I SIP Registration Summary | Alert Summary |
Call# Caller Callee StartTime Duration L Voi ity R Pa L Payload R Result ErrorCode A
0001@19 68 e 0001@19S o8 S 0 06-0 0 S 00:01:00.0 P s000 P 8000 Pa 0
2 0002@192.168.12.92 0002@192.168.12.94 2023-06-01 15:01:34.482 00:01:00.033 MuLAW_2/8000 MuLAW_2/8000 Pass 0
3 0003@192.168.12.92 0003@192.168.12.94 2023-06-01 15:01:34.533 00:01:00.045 PCMA /3000 PCMA /8000 Pass 0
4 0004@192.168.12.92 0004@192.168.12.94 2023-06-01 15:01:34.583 00:01:00.037 ALAW_2/8000 ALAW_2/8000 Pass 0
5 0005@192.168.12,92 0005@192.168.12.94 2023-06-01 15:01:34.623 00:01:00.04% G729/8000 G729/8000 Pass 0
6 0006@192.168.12,92 0006@192.168.12.94 2023-06-01 15:01:34.684 00:01:00.041 G7298/8000 G7298/8000 Pass 0
7 0007@192.168.12,92 0007@192.168.12,94 2023-06-01 15:01:34.715 00:01:00.043 GSM/8000 GSM/8000 Pass 0 v
<
ColumnWidth _——————" [~ Absolute Timing | Show Latest
Time Framett 1921681292 1921681294 | _Find || conpiete staci]
MAC Layer === = A
Destination Address = x€CE2€D3EEB30
. Source Address = xS4BEF737BC79
00.00.020 9 5060 ‘ SIP/2.0 100 Trying 5080 Length/Protocol Type = %0800 Internet IP(IPv4)
et IPv4 Layer =
SIP/2.0 180 Ringing Version = 0100.... (4)
00.00.023 2 5060 ‘ 5060 Internet Header Length (In 32 bit words) = ....0101 (%)
SIP/2.0 200 0K Differentiated Services Field =
00.00.153 9 5060 < 5060 Differentiated Services Codepoint = 000000.. Default
ACK Explicit Congestion Notification = AN S 00 Not-ECT (Not ECN-{
00.00.163 1 5060 ’ 5060 IP Hdr No TCP SegmentationOffload =
BYE Total Length = 7€l (x02F9)
01.00.177 3984 5060 ’ 5060 Identification B = 15592 (x3CES8)
SRR AR Reserved Bit Dlsplays =0....... Not Set
- Don't fragment Ll S Not Set
01.00.187 3985 5060 ‘ 5060 Move Traimance decoded s e Net Sei
Frag e » information of =9 (...00000 00000000)
Time To Live = 128 (x80)
Protocol the selected SIP = ooo10001 uop
Header Check Sum = x0000
Source IP Address message = 152.1€8.12.92 (xCOA80CSC)
Destination IP Address = 152.1€8.12.94 (xCOABOCSE) w
< >

«| b|>\ Average Jitter Distribution

)\, E-Model ) T.38 Analysis ) Call Aow { Call Summary /

35



Key Performance Indicators (KPIs) Report for SIP Calls

Call Success Ratio KPI

The SIP Call Summary KPI chart includes
KPIs for the following:

«  Call Success Ratio: Displays graph for
"Successful" and "Unsuccessful Calls,"
including counts and percentages (%)

«  Calls Per Second: Shows graph "Total,"
"Passed," and "Failed Calls per second.”

. Post Dial Delay: Shows delay counts in
milliseconds (0-250ms, 251-500ms, etc.)

. Error Code Distribution: Lists Top 10
Call Failure Causes with counts and
percentages (%)

. Answer Seizure Ratio: Shows
"Answered" and "Unanswered Calls," with
counts and percentages (%)

. Call Duration Distribution: Provides call
counts for different durations (0-1 sec, 1-

10 sec, etc.)

oGL

Communications

t? SIP-CALL KPI CHART

ICEHSUCCESSREtiD Calls Per 5econd Post Dial-delay Error Code Distribution  Answer Seizure Ratio  Call Duration Distribution

Call Success Ratio

Save as PDF

Total Call(s): 8§24

Call Status
successful Calls - 758 (91.990%)
InProgress Calls - 0 (0.000%)
B Unsuccessful Calls - 66 (8.010%)

36




Calls Per Second and Post Delay KPIs

f? SIP-CALL KPI CHART = O x
Call Success Ratio Calls Per Second Post Dial-delay Error Code Distribution Answer Seizure Ratio  Call Duration Distribution
Calls Per Second Save < PDE
207 \/\
—— Total Calls
—— Passed Calls
15 —— Failed Calls
I? SIP-CALL KPI CHART — O X
= Call Success Ratio Calls Per Second Post Dial-delay Error Code Distribution  Answer Seizure Ratio  Call Duration Distribution
T 10 1 Post Dial Delay Distribution
874 Save as PDF
800
. 700 4
600
- 500 -
04 c
=
T T T T T 8 400
15:01:35.35 15:01:40.40 15:01:45.45 15:01:50.50 15:01:55.
Time 300
-— ]
"f’ Q= 200 A
i 100
0 . g L 9 9 9
o o
& <& & & & &
D ] O Q Q "
o) 8} ) ) “ o)
Q'lr «;’ _\:\ .\9 N \"1-'
3V & ey & 7
My
Time Intervals (ms)
=

oGL
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Error Code Distribution KPI

t? SIP-CALL KPI CHART

Call Success Ratio Calls Per Second  Post Dial-delay Error Code Distribution Answer Seizure Ratio  Call Duration Distribution

$Q=08

Top 10 Call Failure Causes

Total Call Failures: 68
Error Codes

Error 410 - 3 (4.412%)
Error 501 - 3 (4.412%)
Error 513 - 2 (2.941%)
Error 600 - 2 (2.941%)
Error 606 - 2 (2.941%)
Error 400 - 2 (2.941%)
Error 402 - 2 (2.941%)
Error 403 - 2 (2.941%)
Error 404 - 2 (2.941%)
Others - 48 (70.588%)

Save as PDF
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Answer Seizure Ratio and Call Duration Distribution KPIs

t? SIP-CALL KPI CHART

Call Success Ratio Calls Per Second Post Dial-delay Error Code Distribution Answer Seizure Ratio Call Duration Distribution

Answered Call Seizure Ratio

= O X

Save as PDF

& Distribution Answer Seizure Ratio Call Duration Distribution

Observed Call Durations

oGL

Communications

756
Total Answered Calls: 756
Total Call(s): 824 |
Call Status
Answered Calls - 756 (91.748%)
W Unanswered Calls - 68 (8.252%)
200
100 ~
0 0 0 0 0 0 0
0 T T T T T T T
e~ o o 0% 05 oe© o o
o8> o 00~ 5 o% 0:500 3 > o
» » B & o0 oY L

Save as PDF




Triggers and Actions

Voice Quality Packet Signaling

Measurements Statistics Information

Triggers / Filters

Signaling  Packet Average \V[oN Call
Parameter Loss Jitter Scores Events

/4

Y ‘48 Take Action
4 N

Save Record Send Export to
Trace Audio Email CSv

oaGL

Communications

* Triggers can be:

> Calling/Called Number, Pass/Fail Calls, Voice/SMS/Fax Calls,

Call Duration, MOS, SIP Error Code

* Follow on actions can be performed:

>

>
>
>

Saves call in HDL or Wireshark file format

Export selected call detail records to CSV file

Record audio to file and send email alerts

Extracts fax image in the TIFF format from the selected fax

call

40



Voice Quality Settings
File
—Codec based MOS Distribution
Codec | Poor MOS Value | Average MOS Value [ Good MOS Value
PCMA 0.00-3.00 3.00-4.00 4.00-4.50
PCMU 0.00-3.00 3.00-4.00 4.00-4,50
G726-40 0.00-2.60 2.60-3.90 3.90-4.18
G726-32 0.00-2,40 2.40-3.70 3.70-4.09
G726-24 0.00-2.00 2.00-3.10 3.10-3.44
G726-16 0.00-1.50 1.50-2.60 2.60-2.92
G729 0.00-2.40 2.40-3.70 3.70-4.01
G729B8 0.00-2.40 2.40-3.70 3.70-4,01
G5M 0.00-2.20 2.20-3.30 3.30-3.68
GSM-EFR 0.00-2.60 2.60-3.90 3.90-4.16
AMR 0.00-2.20 2.20-3.30 3.30-4. 16
GEM-HR. 0.00-2.20 2.20-3.30 3.30-3.53
EVRC 0.00-2,20 2.20-3.30 3.30-3.95
ILBC 0.00-2.40 2.40-3.70 3.70-4,01
SPEEX 0.00-1.30 1,80-2.90 2.90-4.14
ILBC-13-33 0.00-2.40 2.40-3.70 3.70-4.01
G722 0.00-2.40 2.40-3.70 3.70-3.91
SPEEX-WE  0.00-2.90 2.40-3.70 3.70-4,14
AMR-WB 0.00-2.00 2.00-3.10 3.10-4.18
EVRCE 0.00-2.20 2.20-3.30 3.30-3.95
EVS-MNB 0.00-2.60 2.60-3.90 3.90-4.20
EVS-WE 0.00-2.60 2.60-3.90 3.90-4.20
EVS-SWE 0.00-2.60 2.60-3.90 3.90-4,20
EVSFB 0.00-2.60 2.60-3.90 3.90-4.20 o
gl I L N | =] N An_S Aan 7 AM_T W 3 W_A NS
L 4 >
~Voice Quality Settings 1
Sample MOS Every| 10 secs Voice Quality Range | 75-90% o
Poor%::0-75
Average%e::76-89
Good%%::90-100
QK Default

oGL

Communications

Voice Quality Metrics
(Sample based)

MOS is calculated periodically throughout the call which can help to mark the calls

with Good, Average and Poor voice quality

A Packet Data Analyzer - Detail Wiew - O X
File  View Detail Wiew Protocol Configurations  GUI Configurations  Help
VB u
HEEE I EE R ~|[Show Al Calls EN
Call Summary I Registraton Summar_l,ll Ailert Summar_l,ll
Packet # | Sequ... | RTF Tim... | Papload ... | F'.| FPacket Sequence | Gap(msz) | Gaph ..~ Packet # | Sequence # | RTF Tim... | Payload... | Fa... | Packet Sequ... | Gap[ms) | Gap b, A
48269 42170 3B823z28..  PCMU/E.. 1. Jump 'within Limit 55.05 £0.00 48310 34420 3693202.. PCMU/.. 160 InSequence 200 20.00
48272 42172 3BB2329..  PCMU/E.. 1. Jump Within Limit 43483 40.00 48911 34421 3699202, PCMUY.. 160 InSequence 20.0m 2000
48277 42176 3B82329.. PCMU/E.. 1. Jump 'within Limit 7696 30.00 48312 34422 3693202.. PCMU/.. 160 InSequence 1393 20.00
48280 42178 3B82330..  PCMU/E.. 1. Jump Within Limit 4294 40.00 48913 34423 3699202, PCMUY.. 160 InSequence 20.0m 2000
Mean Opinion Score (Mos) During Call
4.0
@
a
=30
o
g
w3
s
£ 2.0
=
<
=
a
=
1.0+
D'D T T T T T T T T T T T T T T
15:42:38 15:42:43 1514248 15:42:53 1514258 15:43:03 15:43:08 1543113 1543118 15143123 15143128 15143133 15:43:38 1514343 1514348
Time in Seconds
[ ESHlNE [ RightMOS
4 | » Iin. Gap Graph )\ Jitter Graph )\ Gap Dighribution Graph )\ Jitter Digtribution Graph )\MIJS Elaph/< Inband Events )\ RTP Events )\ wave Graph >\ Spectral Display )\ R-Factor Statistics /
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e Capture, Decode, and Analysis of Calls in 5G

Network

5G Protocol Analyzer

Real gNB

E ((()))
=

* Supported protocols - Non-Access Stratum (NAS), -
Next Generation Application Protocol (NGAP), a

UE

Packet Forwarding Control Protocol (PFCP), XnAP, | - NIN2

SCTP, UDP, TCP, and IP

* Following interfaces are supported in Packet Data

Analyzer:

» N1 N2, N4, N8, N10, N11, N12, and N13

5G Core Network

» Packet Data Analyzer feature in Packetscan™

HD provide a complete call flow of a 5G

session

—
i s
.

Communications

—._ SMSF_—

N6

IMS Core

‘ Data

'} Network
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Decode View - 5G NGAP Layer

E= PacketScan 64-bit

File View Capture Statistics Database Call Detail Records

Configure  Help

(| 0] ct|O| B W|R| =] B(000[H | [ G- dua| o] [2605 oo |

Device Frame# ‘ TIME (Date) ‘ Length (Bytes) Emor ‘ Length/Protocal Type ‘ Packet Type ‘ Source IP Address Destination |P Address Source Address
MAC MAC IPvd IPvd IPv6

1 2609 2023-06-13 15:02:20.229319000 158 Intemet IP(IPv4] 192.168.13.181 192168.13.184
1 2610 2023-06-1315:02:20.2293931000 277 Intemet IP(IPv4] 19216813184 19216813191
1 2611 2023-06-1315:02:20.2293931000 162 Intemet IP(IPv4] 19216813184 19216813191
1 2612 2023-06-1315:02:20.229391000 169 Intemet IP(IPv4] 19216813184 19216813191
1 2613 2023-06-1315:02:20.229436000 162 Intemet IP(IPv4] 19216813184 19216813191
1 2614 2023-06-13 15:02:20.229601000 169 Intemet |P(IPv4) 19216813184 192168.13.191
1 2615 2023-06-13 15:02:20.229706000 318 Intemet |P(IPv4) 19216813191 192168.13.188
1 2616 2023-06-13 15:02:20.229706000 1593 Intemet |P(IPv4) 19216813191 192168.13.188
1 2617 2023-06-13 15:02:20.229706000 176 Intemet |P(IPv4) 19216813191 192168.13.188
1 2618 2023-06-13 15:02:20.22981 2000 1593 Intemet |P(IPv4) 19216813191 192168.13.188
1 2619 2023-06-13 15:02:20.22991 7000 176 Intemet |P(IPv4) 19216813191 192168.13.188
1 2620 2023-06-13 15:02:20.230022000 393 Intemet |P(IPv4) 19216813188 192168.13.191
1 2621 2023-06-13 15:02:20.230022000 82 Intemet |P(IPv4) 19216813188 192168.13.191
1 2622 2023-06-13 15:02:20.230022000 365 Intemet |P(IPv4) 19216813188 192168.13.191
1 2623 2023-06-13 15:02:20.2301 27000 82 Intemet |P(IPv4) 19216813188 192168.13.191
1 2624 2023-06-13 15:02:20.230232000 365 Intemet |P(IPv4) 19216813188 192168.13.191
1 2625 2023-06-13 15:02:20.230336000 [51] Intemet |P(IPv4) 19216813191 192168.13.184
4 APAr A0TA AR 47 4 E.ATLAR NS AN can [T TP T RS [T RET

<

0o Paylosd Protocol Tdentifier ®0000003C HGAP

= HGAP layer =

A2E—=FLI
Extensibility Marker
Choice Index
InitiatingMes=zage
ProcedureCode
Contentes
procedureCriticality
Contents
Valu=
Length
InitialUEHes=sage
Exten=zibility Harker
ProtocolIE-Container
Iteration Count
Protocol IE-Container
FrotocollE-Field
ProtocolIE-ID
Contents
procedureCriticality
Contents
Valus
Length
RAN-UE-HGAP-ID
Length Determinant
Contents
Protocol IE-Container
FrotocollE-Field
ProtocolIE-ID
Contents
procedureCriticality
Contents
Valus
Length
HAS-FDU
Length Determinant
HAS PDU Dunp
Protocol IE-Container
FrotocollE-Field
.

b mmm 1 TE TTY
<

Capture Rate: 0.15 Mbps

CHOICE

]

0

SEQUENCE
INTEGER

15 id-InitialUEHessage
ENUHERATOR

0 reject{0)
Open Type

92

SEQUENCE

0

SEQUENCE OF
3

Inztance 0

SEQUENCE

INTEGER

85 1d-RAN-UE-NGAP-ID
ENUHERATOR

0 reject{0)

Open Tvpe

2

INTEGER
1

2

Inztance 1
SEQUENCE
INTEGER

38 1d-NAS-FDUO
ENUHERATOR

0 reject{0)
Open Tvpe

44

OCTET STRING
43
x7E00417100000100F1100000000003214062231001002E02C0E02F0201015200F110000001180100530101
Instance 2
SEQUENCE

TUTTrTD

C:\Program Files\GL Cormmunications Inc\PacketScan'\temp.h|Captured 47 036 frames

Missed Frames: 0
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Call Graph — 5G N1N2

Communications

o4 Packet Data Analyzer - Summary View — O X
File View Call Summary Protocol Configurations  GUI Configurations  Help
bow | x| ¥ ‘?F|. 56 ~||NINZ Interface -] [Show all Calls ~] |
Call Surnrary | Reqistraton Surnmary I Alert Summary I
Call # StartTime AmfleNgapld RrcEstablishmentCause NrCellldenti AmfSetlD AmfRegionID
-07-03 15:13:10.834 “m___“
£
Column width  F—————" [ ahsolute Timing [~ Show Latest
Tirne Framett 19216813181 19216813184 19216813131 152,166 | _find | I Complee Stack
NGAP Layer =——————————— =
NERP-PDU =
POST / auth/l/ herticati Extensibility Marker =
00.00.743 29024 33231 haushauth/v/ue-authenticatiol 6668 Cheice Index =
InitiatingMessage =
POST /rdrn- 1 Asuci-0-001-01-000,. = dureCod =
00.00.758 23023 BEE3 LA =S roseduzetods Z
4 200 procedureCriticality =
00.00.778 29034 BEES B Contents =
201 Value =
00.00.803 29040 332 4 EEGS Length =
] - InitialUEMessage =
00.00.857 o060 412 %wnllnkNASTransport - Authertication A... 2412 Sxtensibility Marker -
ProtocollE-Container =
UplinkMAS Transpart - Authentication Re: Tteration Count =
00.00.870 29051 38412 S’ 38412 ErotocolTE-Container _
PUT /nausf-authd/v] Aug-authentications. ProtocollE-Field =
ETEE ST SEFE] nausf-auth/v1 /ue-authentications. ﬁbl o ;:GSEEGIIE—;: -
200 Contents =
00.00.974 29067 3323 4 BEES procedureCriticality =
Contents =
00,00, 965 072 feea POST /nudm-ueauy 1 Amsi-00101301 20* Value _
Length =
20 -
00.00.989 29077 6669 Ll RAN-UE-NGAP-ID =
Length Determinant =
linkMAST -5 ity Mode C... =
00.01.053 23083 gtz (eeminkNAS Trenspot - Securly Mode 38012 e cemtainer -
f - i Prot 1IE-Field =
00.01.074 Jana7 412 UplinkMASTranzport - Security Mode EDWN 2412 EEDZEEDHE_;: -
FPUT #nudm- A1 fimsi-0071 01 300 404 2632 /registrations/ amf-3gpp- Contents =
00.01.151 29092 33233 Loe - bl UL Y procedursCriticality -
Contents =
2
00.01.178 29108 33233 4 Value =
BET /nuch-sdn/v2/imsij001 013012042832 s g Z
00.01.189 29109 33233 Lo e HEx » NAS-PDT ) =
Length Determinant =
200 NAS PDU Dump =
d
00.01.193 29112 33233 Al ErotoeolTE—Container _
GET nudm-sdm/v2/imsi-001 01301 204 263F ?dataset- =4, SMF_SELSMS_S ProtocolIlE-Field =
00.01.218 29115 33233 LECLESATE TS 2= = L) ProtocolIZ-ID _
200 Contents =
00.01.225 29118 33233 4 procedureCriticality =
o - Contents =
00.01.258 a7 1923 POST /nudm-gdm.v24imsi-00100 301 2042632/ sdm-subscriptions > Value -
Length =
2m o =
00.01.372 29178 Ecrcc O pemrhocsrioninfommerion z
000441 Saiad 20412 IaitialEontextSetupF!equest - Registiation ... 2412 :s_fff.?f:r:il?r:_l_n‘f'?r__-x‘r_n_at_:iuma i v
£ > >
‘d’ G [ Active Calls Graph 3, Call G'mh,( Call Summary /
.
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TGP Analytics Network

* Analyze TCP connections between internal company LAN

connected computers and outside computers on the WAN
* Analyze TCP connections of a particular client server pair
* Analyze TCP connections on a subset of a LAN
* Display top level statistics

* Communicate with PacketScan™ to display packets that

belong to a selected TCP connection

* Export information to CSV files for subsequent Excel or a

database import

* Sort tabular information by column values

-
oGL
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Communications

Application
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oaGL

Communications

TCP Data Processing in PacketScan™ Application

ﬁg.. 3
File View Capture Statistics Database Call Detail Records Configure Help

| B SS] Snm(a] =0 WM F[6[%F] -5 & %[ GoTo
Device | Frame# TIME (Date) Length (Bytes) | Emor Destination Part FIN Finish Data Flag Protocol RST Reset Connection Flag Sequence Number Source P Address Source Port Source Port SYN Synchrar a

UDF TCP IP P TCF IP TCF UDF

A 144 2022.07-2917:23:24 BEE410000 54 - rore data from sender . TCP do hot rezet connection 2753544325 1821681292 54791 ot set
A 145 2022-07-2917:33:24.728730000 85
A 146 2022-07-29 17:33:24.812531000 60
S 147 2022.07-2917:23:25.045551000 105 - more data from sender TCP do not rezet connection 2510704147 152.168.20.155 3393 ot set
e 148 2022-07-2917:33:26.056367000 192.168.30.155 3389
S 149 202207-2917.33:75 056366000 | roCessed 20000000 192.165.30.155 3389
A 150 2022-07-29 17:33:26.056552000 1921681292 54511
A 151 2022-07-29 17 33 25. 056647000 Rogess) rﬂfﬁ;ﬁﬁ; :i:cueulu?ﬁ?fﬁueu':ruoucﬁsfinm 192.166.30.155 3389
A 152 2022407-2917:33:26.07 7041000 192.168.30.155 3389
e 153 2022-07-2917:33:26.077213000 5% 3389 0P 192.168.12.92 54511
A 154 202207-2917.33: 25094835000 54 - more data from sender TCP do niot reget connection 1830036032 1321681292 57522 riot et
A 155 202240729 17:33:26.095795000 60
e 156 2022-07-29 17:33:25.141533000 137 3389 uppP 192.168.12.92 54511
1 167 2022-07-29 17:33: 26186258000 B0
A 188 202207-2917:23:25.473651000 105 - maore data from sender TCP do not reset connection 2131187852 192.169.30.14E 3383 ot set
A 159 2022.07-2917.33:25.5058333000 105 - more data from sender TCP do niot reget connection 3323082360 19216830104 3383 riot et
A 160 202240729 17:33:26.521455000 60 54511 uppP 192.168.30.155 3389
A 161 2022-07-2917:33:25.526555000 54 - more data from sender TCP do not reset connection 3047300261 1821681292 54789 ot set
A 162 2022-07-2917.33:25.5671592000 54 - more data from sender TCP do hiot reset connection 1417565271 19216812592 5E823 hiot zet
A 163 2022407-2917:33:26.723157000 86
S 164 2022-07-2917.33:25.868552000 126 - more data from sender TCP do niot reset connection 267330076 13921681292 43232 riot et
W1 1ES  2022.07-2917:23:25.869158000 126 - rore data from sender . TCP do hot rezet connection 544278709 182168.1.2 445 riot set
W 1BE  2022-07-2917:23:25.869253000 126 - more data from sender - TCP do rot reset connection 267330148 1821681292 45232 ot set
A 167 2022-07-29 17:33: 25869833000 126 - more data from sender TCP - do not reset connection 544278731 192168.1.3 445 niot et
S 168 2022-07-29 17:33: 26870038000 54 - more data from sender  TCP RST 2B7I30220 1921681292 459292 not set
e 163 2022-07-2917:33:26.066672000 60 v
£

Devicel Frame=144 at 2022-07-29 17:332:24.556410000 O Len=%4

*#%% Right click to SHOW-HIDE laver detalls or copy %=

Ethernet Frams Data

============ MAC Layer ============
0000 Destination Address
0006 Source Address
000C Length-Protocol Type

============ JP Layer ============
000E Version
000E Internset Header Length (In 32 bit words)
Differentiated Services Field
Differentiated Services Codepoint
Explicit Congestion Hotification
IF Hdr Ho TCF SegnentationOffload

0010 Total Length
0012 Identification
0014 EReserved Bit
0014 Don't fragment
0014 HMHore fragments
nM1d  Framment Nff==t
£

Off-line Viewing.

=COEAE484BAS2
=54BEF737BC?9
=z0800 Internet IF{IPw4)}

0100. ... (43
...0101 (5}

oooooo. . Default
...... 00 Hot-ECT (Hot ECH-Capable Transport)

40 (=0028)

52172 (=CBCC)

....... Hot Set

B A Set

R P Hot Set

n NNOnn Onnnnnnnt

[=!

EAGL People\Sunil\TCP Analytics\Trace',202202801.hdl

24 704 523 Frames
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PacketScan™ with ESP Deciphering Feature

e ESP deciphered packets as shown

B2 PacketScan 64-bit - O
File Niew (Capture Statistics Database Call Detail Becords Configure Help
|oa| -] < | 39(09(% (¥ (8[| -C[-0 fal %l [0 GaTo |
Device Frame# TIME (Relative) Length (Bytes) Emar Length/Protocol Type Packet Type Source |P Address Destination |P Address Source Address
MAC IPwd IPvd IPvE
-/ K ) i SIF
A 1 (0:00:00.515721000 7E3 InternetIP[IPv4] SIP 1921881288 1921881245
N 2 (00:00:07. 537143000 7E3 Internet [P[IP+4) SIP 192.168.12.86 19216812 45
N 3 (0:00: 03, 558345000 7E3 Internet [P[IP+4) SIP 192.168.12.86 19216812 45
VA 4 (0:00:04. 62631 0000 7E4 Intemeth[IF’vd] SIP 192.168.12.90 19216812 45
B - [ ——— e T s P P
0018 Hesder Checl Sum = x2403
0014 Source IP Address = 192,168 .12 86 (=COAB0CEG)
001E Destination IP Address = 192,168 .12 45 {=COAB0CZD)
============ [DP Layer ============ =
0022 Source Port = G060 (=m13C4)
0024 Destination Port = G060 (=m13C4)
0026 Length (Header + Data) = 735 (=020F)
0028 Checksum = z1&FE
|============ 5IP Layer ============ | =
pzan) = INVITE =ip:0001@192.168.12.45 S5IFP-2.0
HDE = WVia: SIP-2.0-.UDF 192 .16%8.12.86:5060;branch=z9hG4bK-29-103772070-10509-4472
HDE = Max-Forwards=s: 70
HDE = Allow: IHNVITE,LEYE,CANCEL,ACK, INFO,OPTIONS,SUBSCRIEE, HOTIFY,REFER, REGISTER. UFDATE
HDE = From: 0001 <=sip:0001@192 . 168.12 86>, tag=FromTag-26-103772070-10506-4472
HDE = To: 0001 <=ip:0001@192 . 168.12. 45>
HDE = Call-ID: GL-HAPS-28-103772070-10508-4472@192 168.12 86
HDE = CSeq: 1 IHVITE
HDE = Contact: 0001 <=ip:0001@192 . 16%8.12 86:
HDR = Content-Type: application-=dp
HDR = Content-Length: 238
BODY = v=0
BODY = o=0001 31062954 1 IH IP4 192 168.12.90
BODY = ==5IF Call
BODY = c=IN IP4 192 .1g8.12.90
BODY = t=0 10
BODY = m=audioc 1034 RTP-AVE 0 & 101
BODY = a=rtpmap:0 PCHU-2000
BODY = a=rtpmap:8 PCHA-Z000
BODY = a=rtpmap:101 telephone—event-8000
BODY = a=fmtp:101 0-15
BODY = a=ptime:20
BODY = a=sendrecv
i \ <
'O’ Gl Off-line Viewing. C\Users\Sunil\Desktop'\FastRecorderAndPacketExtractor_ |56 Frames
Communications
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Comparison of Before and After Deciphering

& PacketScan 64-bit - (m] X
File View Capture Statistics Database Call Detail Records Configure Help
2|S| dlw[uw B L0 e W] P ] como]
Emror Length/Protocol Type Packet Type Source Address ~
MAC MAC

ol 82l [intemet P(Pvd) 13 1921681245 |atsenaas e |
1 1 00:00:00.515721000 822 Internet IP(IPv4) 192.168.12.86 192.168.12.45
1 2 00:00:01.537143000 822 Intemet IP(IPv4) 192.168.12.86 192.168.12.45
1 3 00:00:03.558945000 822 Internet IP(IPv4) 192.168.12.86 192.168.12.45
1 4 00:00:04.626310000 806 Internet IP(IPv4) 192.168.12.90 192.168.12.45
1 5 00:00:05.143077000 806 Internet IP(IPv4) 192.168.12.90 192.168.12.45
1 6 00:00:06.165570000 806 Intemnet |P(IPv4) 192.168.12.90 192168.12.45 S
h & S e 2o S A R AT .
Devicel Frame=0 at 00:00:00.000000000 OK Len=822 #%% Right click to SHOW/HIDE layer details or copy e
Ethernet Frame Data
==szsssz===z MAC Layer =====ss===== =
0000 Destination Address = xEODSSEADFBFD
0006 Source Address = xFCAA1492AB2F . .
000C Length/Protocol Type = %0800 Internet IP(IPv4) Before DECIpherIng
============ IPy{ Layer ============ =
000E Version = 0100.... (4) “ .
000E Internet Header Length (In 32 bit words) = ....0101 (5) Vil PacketScan 64-bit - o
Differentiated Services Field = y : . y
000F Differentiated Servicss Codepoint = 000000.. Default File View Capture Statistics Database Call Detail Records Configure Help .
000F Explicit Congestion Nof,lfu:atlon = ......00 Not-ECT (Not ECN-Capable Transpoi | sl "_lJ g [ =) |.. . . . (& " “ “. W, ,‘ “lwl*l ,".J,“I hj M 0 GoTo I
IP Hdr No TCP SegmentationOff load = Devi TIME = Bytes) == /Protocol Type Packet Type S Add 7
0010 Total Length = 808 (=x0328) (Relativ Lengt Lengt MAC MAC \Pvé
0012 Identification = 31181 (x79CD)
0014 Reserved Bit LI Nt ‘Set. I — o Y I I 2 S T 1321681245 ————
0014 Don't fragment = 0...... Not Set y 2 -
0014 More fragments G ik Not Set 1 1 00:00:00.515721000 763 Interet IP(IPv4) SIP 192.168.12.86 192.168.12.45
0014 Fragment Offset =0 (...00000 00000000) 1 2 00:00:01.537143000 769 Intemet IP(IPv4) SIP 192.168.12.86 192.168.12.45
0016 Time To Live = 128 (x80) 1 3 00:00:03.558345000 763 Internet IP(IPv4) SIP 192.168.12.86 192.168.12.45
0017 Protocol = 00110010 Encap Security Payload 1 4 -00:04.62631 7 Int IP(IPv4] SIP 192.168.12. 192.168.12.45
0018 Header Check Sum = %2403 - - Emm.ﬁwgg af‘. ' .emefzmv.! e .,\E.M.»\E .3’2..5.—. e Y
0014 Source IP Address = 192.168.12.86 (xCOAB0CS6) <
001E Destination IP Address = 192.168.12.45 xCUASOSZD 5010 Besio: Chock Cun = 53403 =
0022 Y % (x 0014 Source IP Address = 192.168.12.86 (xCOAB0CS6)
0026 Sequence Number = 1 (x00000001) 001E Destination IP Address = 192.168.12 .45 (xCOA80C2D)
ESP Payload Dat = x49F74319A723AF44. . .BFA3074BIC6DS534 (L sessusieasts UDD{Tayer: AxesEnainons 5 i i
SRS = (Tend4022 Source Port = 5060 (x13C4) After Deciphering
0024 Destination Port = 5060 (x13C4)
0026 Length (Header + Data) = 735 (x02DF)
< 002 hecksu = x16FB
— e ———— ==msmmss==s== GIP Layer =e==s=ssss=== ] =
Off-line Viewing. C:\Users\Sunil\Desktop\FastRec ﬁ = INVITE sip:0001@192 168 .12 45 SIF/2.0
HDR = Via: SIP/2.0/UDP 192.168.12.86:5060;branch=z9hG4bK-29-103772070-10509-4472
HDR = Max-Forwards: 70
HDR = Allow: INVITE,BYE,CANCEL, ACK, INFO, OPTIONS, SUBSCRIBE, NOTIFY, REFER, REGISTER, UPDATE
HDR = From: 0001 <sip:0001@192.168.12.86>;tag=FromTag-26-103772070-10506-4472
HDR = To: 0001 <sip:0001@192.168.12 45>
HDR = Call-ID: GL-MAPS-28-103772070-10508-4472@192.168.12.86
HDR = CSeq: 1 INVITE
HDR = Contact: 0001 <sip:0001@192.168.12.86>
HDR = Content-Type: application/sdp
HDR = Content-Length: 238
BODY = v=0
BODY = 0=0001 31062954 1 IN IP4 192.168.12.90
BODY = s=SIP Call
BODY = c=IN IP4 192.168.12.90
BODY =t=00
BODY = m=audio 1034 RTP/AVP 0 8 101
BODY = a=rtpmap:0 PCMU/8000
BODY = a=rtpmap:8 PCMA-/8000
BODY = a=rtpmap:101 telephone-event/8000
BODY = a=fmtp:101 0-15
BODY = a=ptime:20
BODY = a=sendrecv v
4 4 2
. . Off-line Viewing. {C:\Users\Sunil\bsldop\FastRe(orderAndPacketExtvactor_ 156 Frames Vi
Communications ‘ .
7
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Communications

Analysis of eCPRI Decodes in Offline PacketScan™ HD

Over UDP

Devicel Frame=6 at 2022-06-09 06:07:36.711206000 OK Len=112
Ethernet Frame Data

0000 Destination Address =FCAAT149225C4

00d0e Source Addre==s =54BEFYI7CEYA

ooz LengthsFrotocol Tvpe =36DD IFPwhA
============ [Pyh Layer ===========-=

Q00E Protocol Version a1io. ... (&)

Q00E Traffic Cla==s

000F Flow Label

0012 Pavload Length

01014 Hext Header

001% Hop Limit

00le Source Addre==s

00Z6 De=stination Addre=ss
============ [[F Layer ===========-=

0036 Source Port

01038 De=stination Port

1034 Length (Header + Data)

003Z Checl=un

58 (=0034)

64 (x=40)

C8 (=0034)
<7F76

ECPEI I.a'l_;l;rer ============ I

A03E

NA03E eCPRI Protocol Feviszion
003F =eCPRI Me=s=sage Tvpe

0040 =eCFRI Payload Size

1042 Remote Hemory Acces=s ID
1043 Reg-Re=p

28 (=001C)
17 (=11}

0043 Read-Write

1044 Element ID aveEs (=223
1046 Addres=s =050403020100
N04C Length 16 (=0010)

T=er Data

o ¢....0000 0000, .. .3
254513 (....1100 10111011 110100015

00010001 User Datagram Protocol (TDE)

fedl: pdf2: 5284 £f14dbL: 502
fell: :58%=:b2d5: 9074 ; 2bec

64000 (=xFAOQD)
64000 (=xFAOQD)

....0010 Failure
gol1o0. ... Write_No Res=p

xFFEEDDCCEEAAD9G87766554433221100

#%% Hight i

....... 0 eCPEI mes==zage i= the la=t one in=ide the =CFEI FDU
aool. ... (13
Qooon1lo0 REemote Menorwv Access
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Analysis of eGPRI Decodes in Offline PacketScan™ HD (Contd.)
Over MAC

Devicel Frame=0 at 2019-02-13 11:36:46. 000000000 O Len=64 #%% Hight
Ethernet Frame Data
============ MAC Layer ============ =
0000 Destination Address = =00801c000000
0006 Source Address = =008016834EFF
Qe Tenath Protocol Toos = xAEFE =CFPRI
I ============ g_FRE] Layer ===========L =
Q00E C = . 0 eCPRI mesz=zage i= the las=t one inside the =CPRI FLU
Q00E =CPRI Protocol Revision = Qool1.... (1)
000F =CPRI Mez=zage Type = Qoooooon I Data
0010 eCPFRI Payload Size = 20 (=0014)

e_PREI Pavload
============ (-RAN Fronthaul CUS Layer ============ =

0019 =tartSymbolid
0014 =ectionld

L.go1ioo (123
176 (00001011 Qoda. .. .)

n0le =ymIne = 0.. uze the current symbol numnber
101E rhb ..1.. . every other REB u=ed

N01E startPrbu 521 ... ... 10 00001001)

001D numPrbu g (=083

udConpHdr
001E udCompleth
N01E udIgWidth
Dump

....0111 Fe=erved
gooo. ... I and ) are each 16 bit wide
=050403020100

ecpriPocid =

0012 BandSector_ ID = . .010010 (183

nolz DU _Port_ID = 0o0.... .. gy

0013 EU_Port_ID = . ...0100 (43

nol3 CC_ID = 0o11.... (3
ecpriSegid =

0014 Seguence ID = 135 (=87)

0015 Sub=equence ID = 1100101 {101)

0015 E bit =0....... Hore fragment= follow

00le FilterlIndex = . ...1111 Reserved

00le payloadVer=zion = .goo.... {m

00l datalirection =0....... TpLinl

0017 frameld = 14 (=0E)

0013 =ubfram=Ild = Qooo.. .. {m

0018 =lotld = L2 ¢, .. .1101 00, .. .. )

oGL

Communications



PDA - Alert Summary

Il x|
File Wiew Help
STE
v.B
Call Surnrmany I Fegistraton Summany  Alert Summary
Call# | Pratacol | b ezzage | Type | Threshald | Walue | Caller | Calles | Calld |
1 SIP mos value between 3 ta 4 Warhing | 2.00-4.00 357 Q0051921681238 O005=192168.1.234 GLPG143457 205760
2z SIP mos value between 3 ta 4 Warning | 2.00-4.00 339 QO0GE192168.1.2368 O00G=192.168.1.234 GLPG143617205763
3 SIP mos value between 3 ta 4 Warning | £.00-4.00 277 Q008E=192.168.1.236 0003=192.168.1.234 GLPG14361 7205769
3 SIP mos value between 1 to 2.5 Critical 1.00-2.50 236 Q008E192.168.1.238 000&3=192.168.1.234 GLPG14361 7205769
4 SIP mos value between 3 tao 4 Warming | £.00-4.00 3.48 Qo09=1392.168.1.238 00090=192.168.1.234 GLPG14361 7205772
] SIP moz value between 3 tao 4 Warning | 2.00-4.00 3.30 0011@192.168.1.238 00110@192.168.1.234 GLPG14377 7205773
B SIP mos value between 3 ta 4 Warhing | 2.00-4.00 2¥7 001 2=192168.1.238 001 2@=192168.1.234 GLPG143927 205751
G SIP mios value between 1o 2.5 Critical 1.00-2.50 2N Q0121921681236 001 2=192.168.1.234 GLPG143927 205751
7 SIP mos value between 3 ta 4 Warning | £.00-4.00 227 0007 z192.168.1.231 Q007 z192168.1.237 GLPG134071 27763982
7 SIP mos value between 1 to 2.5 Critical 1.00-2.50 227 Q001 =7192.168.1.231 Q001 =192 168.1.237 GLPG134071 2776359582
g SIP mos value between 1 to 2.5 Critical 1.00-2.50 1.47 Q00201 32.168.1 .23 Q00201 321681237 GLPG1341 71 27765987
9 SIP mos value between 1o 2.5 Critical 1.00-2.50 1.04 003E192.168.1.23 Q003=192.168.1.237 GLPG13425567 762992

* Generates alerts when vital parameters go beyond a specified value

* Provides an active list of the alerts for the events in a tabular column

* Displays the summary of call#, user-defined message, threshold value, actual value for which the alert occurred, callee, caller,

and callid

o GL
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* Displays the SIP registration
information in a tabular format
which includes user agent,
registrar, registered time,
status, and so on for each
user agent

* Displays the active
registration graph of the entire
registration summary

* Provides the trace display of
each registration

oGL
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Registration Summary

s Packet Data Analyzer - Summary View — O *
File View (Call Summary Help
ﬁﬁ Iz M IShuw All Registrations jTutaI 115

Call Summary  SIF Registration Summary | Alet Summary

Call # ethod Reagizter Request Ti... | User Agent Regiztrar Result Statug EnorCode Call ID Registered Time | A
a Reqister 2023111511181, 0001@E@192168.12.112 19216812112 Passed Registered 1] GLMAPS-16-33884.. 2023311517081

1 DieRegister 2023111511182 000 @192.168.12.112 19216812112 Paszed De-Registered I GL-MAPS-16-33884.

2 Register 2023111511191, 000 @192.168.12.112 19216812112 F ailed Failed 404 GLMAPS-23-33937. .

3 Register 2023111511152 000E192168.12.112 19216812112 Failed Failed 403 GLMAPS-28-33349..

4 Register 2023111511154 000 &=192168.12.112 19216812112 Failed Failed 423 GLMAPS-33-33971...

] Fiegister 2023-111511:200.. 000192 168.12.112 19216812112 Failed Failed 480 GLMAPS-38-33995. .

A Fieqgister 2023-111511:202.. 000192 168.12.112 19216812112 F ailed F ailed 432 GLMAPS-43-34015...

7 Heg@ster 2023111511205, 0OO1@192168.12112 19216812112 Failed Fa@led 400 GLMAPS-48-34043... v
£ >

Registration Type |Registration * Export Graph Duration [l F | |2023-11-15 11:158:18 ~ Goto Save u te Graph
p

- ——————————————

Reaqizstration Statistics I Count |

Cliert Failures

Tatal Reqgistrations 15
Active Registrations 0
Completed Registration: 5
Failed Registrations 10

Timed Out Registrations 0
InFrogress Registrations 0

Fiegistration Sessions 13
De-Feqistration Sezsion: 2

Registration Meszages 13
De-Registration Mesza.. 2

Failed Registration Cat...

Graph Start - (2023-11-08 11:24:50) Graph End - (2023-11-15 11:24:49)
Registration Per Second
[#]lAttempted [v] Hl Successful [+l Unsuccessful

10+
g 8
2
[
a g4
s
& 4]
o
&

2

S BT W T W W T U O | | [

15-11:18:00 15-11:19:00 15-11:20:00 15-11:21:00 15-11:22:00 15-11:23:00 15 -11:24:00 15 -11:25:00

Time

Registration Graph ,< Registration Trace /

403 Forbidden

404 Mot Found

423 Interval Too Brief
480 Tempoararily Una...
482 Loop Detected

A Other Client Failure
Server Failures

800 Server Internal ...
Buw Other Server Fail...

Global Failures

E03 Decline
B Other Global Fail...

1
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Registration Trace

IR
File Yiew Help
E » .
ﬁ.g |Show All Registrations ﬂ

Call Summary  Registraton Summary | Alert Summary |

User Agent Registrar Status Registered Time TTL (secs) Expiry Time Remaining Time | RRD [msecs] | Registration...
0 0001@192.168.1.115 192.168.1.190 Registered 2011-01-0318:31:03 120 2011-01-03 18:33:08 0 1
1 0002@192.168.1.115 192.168.1.190 Re-Reqistered 2011-01-0318:35:33 120 2011-01-03 18:37:33 246162 2
2 0001@192.168.1.115 192.168.1.190 De-Registered 2011-01-0318:3201 120 2011-01-03 18:34:01 0 1
3 0001@192.168.1.115 192.168.1.190 Registered 2011-01-0318:33:58 120 2011-01-03 18:35:59 1 1

REGISTER sip:192.168.1.1%0 SIPSZ.0
Via: SIP/Z2.0/UDP 192.168.1.115:5060;branch=z%hG4bK3372630384-4779
Max-Forwards: 70

Allow: INVITE,BYE,CANCEL,ACK,INFO,PRACK,COMET,OPTIONS, SUBSCRIBE, NOTI
From: 0001 <sip:0001@192.168.1.115>;tag=GLPG_337Z630384-4780

To: sip:0001@159Z.168.1.115

Call-ID: GLPG-9ZZ3369124778

192.168.1.115 192.168.1.130

K

SIP/2.0 407 Proxy Authentication Required

REGISTER B 5080 CSeq: 1 REGISTER
Expires: 120
SIP/2.0 200 OK 5050 Contact: 000l <sip:0001@19Z.168.1.115>

Content-Length: 0

d | i3 | B | o

Active Registration Graph % Registration Trace /

* Displays the message sequence of registered calls

* Message sequence pictorially displays the messages exchanged for a particular scenario between a user agent and the
registrar

oGL
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The SIP Registration Summary KPI Report includes KPIs
for the following:

Register Messages per Session: Shows a graph for
the distribution of Register Requests

Registrar(s) Distribution: Displays a graph for the
number of Registration sessions per Registrar

Registration(s) vs Deregistration(s): lllustrates a
graph comparing the distribution of Register and
Deregister counts with percentages (%)

Registration(s) Over Time: Show the graphs for
"Successful," "Failed," and "Total Attempts" per second

Deregistration(s) Over Time: Displays a graph for
"Successful" and "Total Attempts"” per second

Registration(s) - Deregistration(s) Over Time:
Shows a graph for overall "Register & Deregister
attempts,"” "Register & Deregister passed,” and
"Register & Deregister failed" attempts per second

oGL
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KPI Report (Registration)

¢ SIP-REGISTER KPI CHART

— O *

Register messages per session Registrar(s) distribution Registration(s) vs Deregistration(s) Registration(s) Over Tirne Deregistration(s) Over Time Registration(s) - Deregistration(s) Over Time

Register Requests Distribution

Save as PDF |—
2500 - 2487 (30.5%)
2150 (26.4%)

2000 4
w
= 1500 4
=]
‘0
n
U
n
I 1098 (13.5%)
e 1028 (12.6%)

1000 -

500 521 (6.4%)
408 (5.0%)
266 (3.3%)
189 (2.3%)
0 T T T T T T T
2 1 3 4 5 6 7 Others

Total Register Message(s): 24063

Q=

Register messages per session

Total Registration Session(s): 8147
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Registrar(s) Distribution, Registration vs Deregistration KPIs

t? SIP-REGISTER KPI CHART

Registration session(s) Per Registrar

Register messages per sessionl Registrar(s) distribution IRegistration(s) vs Deregistration(s) Registration(s) Over Time Deregistration(s) Over Time Registration(s) - Deregistration(s) Over Time

— O X

Save as PDF

one.att.net: 5474 (67.1]
smile.cricketwireless.ng
scsf-attl.imsgroup0-02
scsf-attl.imsgroup0-00
scsf-attl.imsgroup0-03
Others: 1776 (21.80%)

Total Registration session(s): §14]

oGL
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t? SIP-REGISTER KPI CHART

— O

Register messages per session  Registrar(s) distribution IREgiStrﬁtiOﬂ(S:l vs Deregistration(s) IRegistration(sj Owver Time Deregistration(s) Over Time Registration(s) - Deregistration(s) Over Time

Distribution of Register vs Deregister

Save as PDF

Method
Register (8147 - 57.6%)
DeRegister (6006 - 42.4%)

*
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Registration(s) over Time, Deregistration over Time KPIs

§ SIP-REGISTER KPI CHART - O bt
Register messages per session  Registrar(s) distribution Registration(s) vs Deregistration(s)l Registration(s) Over Time |Deregistration(s) Over Time Registration(s) - Deregistration(s) Over Time
REgiSt # SIP-REGISTER KPI CHART
300 Register messages per session  Registrar(s) distribution Registration(s) vs Deregistration(s) Registration(s) Owver Tlmel Deregistration(s) Over Time hegistration(s) - Deregistration(s) Over Time
250 - DeRegistration Attempts Over Time
250 -
—— Total Attempts
—— Successful Attempts
200 —— Failed Attempts
200 -
8
=3 4
= 150
2z
b=
150
100 - 8
o
£
&
=
100
50 A
0 T 50 -
T T T T
23:47:30.30 23:47:40.40 23:47:50.50 23:48:00.00
$ Q= 0+ — M
! = T T T T T T T T T T
23:47:30.30 23:47:40.40 23:47:50.50 23:48:00.00 23:48:10.10 23:48:20.20 23:48:30.30 23:48:40.40 23:48:50.50 23:49:00.00
Time
$ Q=

Save as PDF
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Registration(s)-Deregistration(s) over Time KPI

# SIP-REGISTER KPI CHART - O

Register messages per sessicn  Registrar(s) distribution  Registration(s) vs Deregistration(s) Registration(s) Over Time Deregistration(s) Cwver Tlmel Registration(s) - Deregistration(s) Over T”””EI

Save as PDF
Registration-Deregistration summary

300 4 —— Register & Deregister attempts overall
—— Register & Deregister passed
—— Register & Deregister failed

250 4

50

T T T T T T T T T T
23:47:30.30 23:47:40.40 23:47:50.50 23:48:00.00 23:48:10.10 23:48:20.20 23:48:30.30 23:48:40.40 23:48:50.50 23:49:00.00
Time
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