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Overview

5G is a fifth generation mobile technology for cellular networks. 5G covers three main verticals namely, Enhanced Mobile Broadband
(eMBB), Massive Machine Type Communications (mMTC), and Ultra Reliable Low Latency Communications (URLLC) to support a
wide variety of use cases such as Smart cities, AR/VR, self-driving cars, I0T etc.

GL's 5G Protocol Analyzer offers comprehensive monitoring capabilities for 5G networks. It captures, decodes, and collects statistics
over the NIN2, N4, N8, N10, N11, N12, and N13 interfaces, providing valuable insights into network performance and behavior.

The 5G Protocol Analyzer is an optional application for PacketScan™. PacketScan™ is a protocol analysis software supporting a large
range of protocols and codecs. PacketScan™ is deployed on Windows® PCs and uses the host PC’s network interface card to capture
Ethernet / IP traffic. The PC should be connected to a network tap or a monitor port on a switch. PacketScan™ can also open packet
captures offline and intelligently build call detail records, compute statistics on the calls, create graphs and ladder diagrams and
more.

PacketScan™ includes the Packet Data Analysis (PDA) tool allowing users to monitor live IP/TDM networks including capture,
analysis, and reporting of every phone call in detail. It also provides graphical presentation of analysis, including ladder diagrams of
call flows.

For more details, refer to 5G Protocol Analyzer webpage.
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Main Features

e Capture, decode, and analyze calls in the 5G Network

e Supported protocols include Non Access Stratum (NAS), Next Generation Application Protocol (NGAP), Packet Forwarding Control

Protocol (PFCP), XnAP, SCTP, UDP, TCP, and IP

e Decode Enhanced Common Public Radio Interface (eCPRI) protocol

e Following interfaces are supported in Packet Data Analyzer:

e Following interfaces are supported in Packet Data Analyzer:

— N1N2 Interface - gNodeB (also called Next Generation RAN), and AMF (Access and Mobility Management Function) nodes
— N4 Interface - Session Management Function (SMF) and User Plane Function (UPF) elements

— N8 Interface - Unified Data Management (UDM) and Access and Mobility Management Function (AMF)

— N10 Interface - Unified Data Management (UDM) and Session Management Function (SMF)

— N11 Interface - Mobility Management Function (AMF) and Session Management Function (SMF)

— N12 Interface - Authentication Server Function (AUSF) and Access and Mobility Management Function (AMF)

— N13 Interface - Authentication Server Function (AUSF) and User Data Management (UDM)

e Provides VoNR call statistics such as caller, callee, MOS scores, discarded packets and voice storage

e Save calls to PCAP (Wireshark® format) and in HDL (GL Proprietary format)

e PDA Packetscan™ provides a complete call flow of a 5G session

e Advanced filtering and search based on user selected protocol fields

e Add any protocol field to the summary view, filtering, and search features. This flexibility allows users to monitor the specific

protocol fields they need
e Trigger intelligent actions based on signaling and traffic conditions
e Displays Summary, Detail, Hex dump, Statistics, and Call Detail Views
e Hex dump View displays the frame information in HEX and ASCII format, the contents of this view can also be copied to clipboard
e Statistics View displays statistics based on frame count, byte count, frames/sec, bytes/sec etc. for the entire capture data
e Call Detail View displays called/ calling number, released calls, call status, and more

e Provides a consolidated interface for all the important settings required in the analyzer. All the configuration settings done in any of

these options can be saved to a file, loaded from a configuration file
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Supported Protocol Stack

PacketScan™ supports below 5G stack.
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Supported Protocol Standards

Supported Protocols Standard / Specification
System Architecture for the 5G 3GPP TS 23.501
NG Application Protocol (NGAP) 3GPP TS 38.413
Non-Access-Stratum (NAS) 3GPP TS 24.501

GPRS Tunneling Protocol for User Plane (GTP-U) |3GPP TS 29.281

NR and NG-RAN Overall Description 3GPP TS 28.300

Packet Forwarding Control Protocol (PFCP) 3GPP TS 29.244

UDP IETF RFC 768

IPv4 IETF RFC 791 [5]

IPv6 IETF RFC 2460 [6]
JavaScript Object Notation (JSON) IETF RFC 8259

HTTF/2 ETF RFC 7540/REC 7541
TLS IETF RFC 8446

TCP IETF RFC 793

Figure: 5G Protocol Specifications
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Summary and Detail View of 5G NGAP Layer

User can select a frame in Summary View to analyze and decode each 5G frame in the Detail View. The detail view of 5G call displays

the following:

e MAC Layer
e |Pv4 Layer
e SCTP Layer
e NGAP Layer
e NAS Layer
BS PacketScan 64-bit - m]
File View Capture Statistics Database Call Detall Records Configure  Help
© S Ewn| =Ele Wor | &8 ¥ S0 bl 0 GoTo |
||
Device Frame#t TIME {Relative) Length (Bytes) Emor Length./Protocol Type Packet Type Source IP Address Destination IP Address
MAC MAC |Pvd IPvd
! 54 00:00:04.071183000 =) ARP
0 55 00:00:04.078305000 =) ARP
0 56 00:00:04.53007 0000 217 Intemet IP[IPv4] 19216810210 239.256.255.250
! a7 00:00:04.530250000 217 Intemet IP[IPyv4] 1921681211 233.256.255.250
! 58 00:00:04.679183000 158 Intemet IP[IPv4] 192168.13.1M 152.168.13.108
0 59 00:00:04. 756834000 B0 ARP
0 B0 00:00:04. 763177000 130 Intemet IP[IPv4] 19216813106 1521681310
! 61 00:00:04. 773202000 126 Intemet IP[IPv4] 192168131 15216813106
0030 Length 112 (=0070)
0032 TSH 448 (=000001C0)
0036 Stream Identifier 0 {=00007%
0038 Stream Sequence Humber 448 (=01C0)
0034 Payload Protocol Identifier =0000003C HGAR
21
HGAP-FDU CHOICE
Exten=ibility Marker 1]
Choice Index 0
InitiatingMes=zage SEQUENCE
ProcedureCode INTEGER
Contents 15 id-InitialUEHessage
procedureCriticality ENUMERATOR
Contents 0 rejecti{l)
Value COpen Type
Length 92
InitialUEHes=zage SEQUENCE
Exten=ibility HMarker 1]

Protocol IE-Container
Iteration Count
ProtocolIE-Container

SEQUENCE OF
&

Instance 0

ProtocolIE-Field SEQUENCE
ProtocollE-ID INTEGER
Contents 8% 1d-RAN-UE-HGAP-ID
procedureCriticality ENUMERATOR
Contents 0 reject{l)
Valus COpen Type
Length 2
RAN-UE-HGAP-ID INTEGER
Length Determinant 1
Contents 36

ProtocolIE-Container Instance 1

ProtocolIE-Field SEQUENCE
FrotocollE-ID INTEGER
Contents 38 1d-HAS-PDU
procedureCriticality ENUMERATOR
Contents 0 reject{l)
Valus COpen Type
Length 44
HAS PDU SEQUENCE

HAS-FDU QOCTET STRING

Capture Rate : 0,02 Mbps

C:\Program Files\GL Communications Inc\Packe |Captured 10 242 frames

Missed Frames: 0

Figure: Detail View of NGAP Layer
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Detail View of 5G NAS Layer

E® PacketScan 64-bit - O X
File View Capture Statistics Database Call Detail Records Configure Help
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=

0050 Ezxtended Protocol Discriminator

0051 Security Header Twvpe .

0052 Mes=zage Tvpe = 01000001 Registration Regquest
BG5S Registration Type and HAS Key Set Identifier =

01111110 5G5S Hobility Management Hessages

Device Frame# TIME (Relative) Length (Bytes) Emor Length/Protocol Type Packet Type Source |P Address Destination IP Address
MAC MAC IPvd IPvd

o 54 00:00:04.071183000 B0 ARP
L0 55 00:00:04. 072305000 B0 ARP
L0 56 00:00:04. 53001 0000 217 Internet [P[IPw4] 192.168.1210 239.256.255.250
o 57 00:00:04.530250000 217 Internet [P[IPw4] 1521681211 239.255.255.250
L0 58 00:00:04.673183000 158 Internet [P[IP+4] 1592.168.13.10 15216813106
L0 59 00:00:04. 756824000 B0 ARP
o &0 00:00:04. 783177000 130 Internet [P[IPw4] 1592.168.13.106 152.168.13.101
0 61 00:00:04. 773202000 126 Internet [P[IPw4] 192.168.13.1M 15216813106

Content= = 0 reject{l)

Values = Open Type

Length =1

TEContextRequest = ENUHERATOR

Exten=zibility Harker =0
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..0000 Plain HAS message. not security protected
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00e4 Length
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0065 HO Attach
ao0as LTE Positioning Protocol (LPF) Capability
TUE Security Capability
0066 Informnation Element Id
ooa? Length
oo0gs EGS Encryption Algorithm SG-EA7
aoe6e EGS Encryption Algorithm S5G-E&f
oo0gs EGS Encryption Algorithm SG-EAS
0o0eg 5G5S Encryption Adlgorithm 5G-Eiad

00010000 SGMM Capability
1 (=01}
.. .....0 Hot Supported

.0 Handowver request to transfer PDU se=sion from N1 mode to 51 mode not supported
.0.. 1IPF in H1 mode not supported

oos3 Follow—0On Regquest = ....0.. Ho follow-on Eeque=st Pending
0053 HA45 Key Set Identifier = 111.... (7}
oos3 Type of Security Context Flag (TSC) =0....... Hative security context (for KSIAMF)
EGS Hobile Identity =
0054  Length = 13 (=x000D)
0056 Type of Identity = ool SUCI
0056 SUFPI Format = .000.... IHSI
0057 MCC = 001
oosa MHC = 01
0054 FEouting Indicator Digit = Qooo
0osc Protection Scheme Identifier = ..0000 Hull scheme
aosD Home Hetwork Public Key Identifier = 0 (=00}
Scheme output = 3012041631

00101110 UE Security Capability
2 (=02}
.......0 Hot Supported

.0. Hot Supported
... 0., Hot Supported
.0... Hot Supported

0o06as BG5S Encryption Algorithm 128-5G-EA3 :D ... Hot Supported

oo0gs EGS Encryption Algorithm 128-5G-EAZ ..0.. ... Hot Supported

aoes EGS Encryption Algorithm 128-5G-EAl .1...... Supported

Capture Rate : 0.02 Mbps C:\Program Files\GL Cormmunications Inc\Packe Captured 11 586 frames Missed Frames: 0

Figure: Detail View of 5G NAS Layer
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5G N1N2 Call Analysis in PDA View

Displays 5G N1N2 call graph with decode of the selected message displayed to the right of message sequence.
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Figure: 5G N1N2 Call Flow Ladder Diagram
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5G N4 Call Analysis in PDA View

Displays 5G N4 call graph with decode of the selected message displayed to the right of message sequence.
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Figure: 5G N4 Call Flow Ladder Diagram
. . -
5G N8 Call Analysis in PDA View
Displays 5G N8 call graph with decode of the selected message displayed to the right of message sequence.
4 Packet Data Analyzer - Summary View - O X
File View Call Summary Protocol Configurations  GUI Cenfigurations  Help
+E
Glomu D] » w|a % %M ~|[N8 famtudm) ~|[Show ANl Calls 5]
Call Summary | Registraton Summary | Alert Summary |
Call # AmfInstanceld INssai_sst ServiceMame DN APIR0ot Method  ~
fad66cd Setb-4f49-e6e-1753b. ) | nudmwen | | hiip://192.1
2 1 rnAm-arim htn+ 187 1AR 12 1RR-ARRA FT
£ >

Colume width  F————— [ shsolute Timing I~ Show Latest

Active Calls Graph 3, Call Graph ™ Call Summary /

Time Framedt 19216813184 192.162.12.188 _Find | I Complete Stack
|: method : PUT
path:/nudm—uecm/vl/imsi-001012012042€322/registrations/amf-3gpp-access
:scheme :http
00.00.000 747 23253 < 201 Created fogs ||r=utherity:152 168 13 1s8:6€6e
| | content—-typeapplication/json
accept:application/json, application/problemt+json
content-length:317
J50!
{"amfInstanceld":"5f84€€cd-Belb-4£49-92€5-17533b5324a8e"
"deregCallbackUri™:"http://152_1€2_13.184:€€€8/nudm—uecm/v1/imsi-001013(
"guami™: {"amfId":"21€3"
"plmnId": {"moc™:"00L"
"mne":"01"}}
"imsVoPs™: "HCMOGENEQUS SUPEPORT™
"initialRegistrationInd":true
"ratIype":"NR"}
£ > £ >

Figure: 5G N8 Call Flow Ladder Diagram
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5G N10 Call Analysis in PDA View

Displays 5G N10 call graph with decode of the selected message displayed to the right of message sequence.
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Figure: 5G N10 Call Flow Ladder Diagram

5G N11 Call Analysis in PDA View

Displays 5G N11 call graph with decode of the selected message displayed to the right of message sequence.
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Figure: 5G N11 Call Flow Ladder Diagram

Document Number: PKV112-01 <_Q_; GL Communications Inc.


https://www.gl.com/images/brochures/packetscan-5g-brochure-pda-n10-call-graph.jpg
https://www.gl.com/images/brochures/packetscan-5g-brochure-pda-n11-call-graph.jpg

Page 10

5G N12 Call Analysis in PDA View

Displays 5G N12 call graph with decode of the selected message displayed to the right of message sequence.
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Displays 5G N13 call graph with decode of the selected message displayed to the right of message sequence.
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Buyer’s Guide

Item No Product Description

PKV112 5G Analyzer (Optional with PacketScan™)

PKV113 Offline 5G Analyzer (Optional with Offline PacketScan™ and NetSurveyorWeb™)
PKV100 PacketScan™ (Real-time and Offline)

PKV101 PacketScan™ - Offline

PKV120 PacketScan™ HD — includes PKV100 — Online (not Offline) for temporary audio codec support
PKV301 LAN Switch w/ Mirror Port

PKV104 FaxScan™ - Decodes Fax images in TIFF format from PCAP files

PCD103 AMR Codec for PacketScan™

PCD104 EVRC Codec for PacketScan™

PCD105 EVRC-B Codec for PacketScan™

PCD106 EVRC-C Codec for PacketScan™

PKV170 NetSurveyorWeb™ (Network Surveillance Software) for IP Network

For more details, refer to 5G Protocol Analyzer webpage.
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