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Overview

How does GL simulate real-world IP Networks? What is GL's IPNetSim?

* Lab Testing Solution - application and automation * Real-world network conditions by imposing impairments
* Emulate Full Duplex 1 Gbps and 10 Gbps networks * Multiple streams independently configured

10G/1G 10G/1G

IPv4, IPv6, VLAN,
MPLS, MAC, TCP, UDP

PacketExpert™10GX IPNetSim™

\ |
Audio/Video

Del;_y_‘)ﬂu:ttlin
Jitter .« Reordering
Error  « puplication
Loss Database

10G/1G 10G/1G
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Portable Unit

10/100/1000 Mbps

PacketExpert™ 10GX Standalone

4 x 1 Gbps Optical or Electrical
2 X 10 Gbps Optical or Electrical
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Hardware Overview + Highlights

GL Communications Inc. PacketExpert 1-10
Vs 0000000000000 00000000

PORT 1

CILICIC R,

11!/10911900 Mbp i PQBI

| P e s || e A A A 2] [ 21 A T

1Gbps

Electrical 1 Gbps - Electrical/Optical

{ 10 Gbps - EIectricaI/Optical}
1Gbps Optical

IPNetSim ™ is an optional application available within PacketExpert™ platform (PXN2100).
« IPNetSim operates in both multi-stream and single stream mode.

* |PNetSim acts as a bridge between two network segments. As long as the hardware has power it allows frames to
flow freely.

« IPNetSim allows users to define up to 16 different streams of traffic. Each of these streams can have its own
independent set of impairments applied to them. More to come on streams and exactly how GL defines them.

* IPNetSim is hardware-based...meaning all impairments and timing controls happen at the hardware level.
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Hardware Interfaces

100/1000 Mbps 10/100/1000 Mbps Electrical
Optical OR

10/100/1000 2.5 Gbps/10 Gbps Electrical
Mbps (0] 24
Electrical 1 Gbps/2.5 Gbps/10 Gbps Optical

Front Panel

100 - 240 VAC SA 50-60 Hz
pabSaAhSuisutf)

Back Panel \_

L®D
/

\*a

USB 2.0 &
USB 3.0 Ports Reset

USB Type C
Ports

On/Off Switch USB 3.0 Port

Power Ethernet Port

(100-240 AC Supply)

HDMI Port e

oGL

Communications



-

OGL
. 4

Communications

Application Overview



oGL

Communications

Application Overview

Test Enterprise and Individual-level applications

» Audio and video streaming (VolP, IMS, HDT,
IPTV)

» Storage services (Critical Data Access)

» Cloud and web services

» FTP/HTTP

Simulate backhaul network

» Static and dynamic networks

» Satellite + other long delay networks

Test Quality of Service (QoS) and Quality of

Experience (QoE)

Evaluate the stability of network devices (switches,

VolIP Phones, VoIP PBXs, Set-top boxes and VoD

Servers.

Datacenter

WAN IP Link Emulator

Multi-Stream

Head Office

1/10 Gbps

100/1000 Mbps ) (Optical)
(Optical) OR
10/100/1000 Mbps
10/100/1000 Mbps (Electrical)

(Electrical)
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Port 1

Pl

—

Stream Definition

(MAC, VLAN, MPLS, IP, UDP)

-

L

Y

Ex: Dst MAC Addr

7

)
Ex: VLAN ID

Y

Ex: ANY

Stream Definition 167

~

Stream Overview

J

Port 2
WAN Emulation
Throttling 5
Stream 1 Reordering
Duplication >
P2
Delay —
Stream 2 Error
Loss >
————————— Bypass Stream — — = = — — = =

10
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Define Streams in Packet Mode

[ Stream Definition |"'|I|I"AN Emulation Parameters || 5::heduler|

Filter Mode

P1->P2

{(*) Packet Mode () Raw Mode

[?]mac  [«]vian  [#]mPLs  [w]1P  [JuDp

Layer {Clidk to edit)
MALC
WVLAM
MPLS

Layer Summary

00-00-00-00-01-01 -= 00-00-00-00-01-02, LenType = X¥-KX
VLAMId =0 , VLAMStack =1

MPLS Label =0 , MPLS Stack =1

192,168.1.11 - 192,168.1.156 —> 192.168.2.11 - 192,1568.2.156

®1wpve OIPve

Source IP Address

() Fixed

{E} Range {:} Ay

From | 192 . 168

1 .11 | To | 192.168 . 1 . 16

Destination IP Address

(%) Fixed

{:} Range {:} Any

IF Address | 192 . 168

L2 011

11
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Define Streams in Raw Mode

| Stream Definition |‘I|I|I".A.N Emulation Parameters | Scheduler

P1->P2

Filter Mode

() PacketMode ()Raw Mode  Offeset | 26
Bytes ﬂBYtE5|n|1|z|3|4|5|s|?
Byte 0-7

Byte 8-15 = | value |DD |nn |nn |nn |n1 |u2 |un |DD

Byte 15-23

Byte 24-31 Mask |FF |FF |FF |FF |FF |FF |FF |FF

Byte 32-39

e

Byte 43-55 ||

[l 2]
Bytes Value Mask

0-7 00 00 OO 00 O1 02 00 00 FF FF FF FF FF FF FF FF
8-15 00 00 OO OO OO0 OO 00 OO OO OO 0D OO OO 00 OO0 00
16-23 00 00 OO0 0O OO0 0O 00 OO OO OO 0D 00 OO 00 00 00
24-31 00 0O OO 0O OO 0O 00 OO0 0O OO 0D 00 OO 00 00 00
32-39 00 00 OD 00 OO0 0O 00 OO 00 00 OO0 00 OO 00 OO0 00
40-47 00D 00 OO 0D OO 0O 00 OO 0O 00 OO 0O OO 00 0O 00
43-55 00 00 OO OO OO 0O 00 OO OO OO 0D OO OO 00 OO0 00
56-53 00 00 OO0 0O OO0 0O 00 OO OO OO 0D 00 OO 00 00 00
64-71 00 0O OO 0O OO 0O 00 OO0 0O OO 0D 00 OO 00 00 00
72-79 00 00 OD 00 OO0 0O 00 OO 00 00 OO0 00 OO 00 OO0 00
8087 00 00 OO 0O OO 0O 00 OO 0O 00 OO 00 OO 00 0O 00
88-95 00 00 OO OO OO 0O 00 OO OO OO 0D OO OO 00 OO0 00
95-103 00 00 00 00 OO0 00 00 OO 0O OO0 OO 0O 0D 00 00 00
104-111 00 00 00 0D 00 00 00 OO OO0 00 OO 00 OO OO0 00 0D
112-119 00 00 00 OO0 00 00 00 OO0 OO0 00 00 00 00 00 00 00

12
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Traffic Bandwidth

Traffic which exceeds the stated rate is
silently dropped

UDP Applications will experience data
loss

TCP Applications should adapt via

congestion-avoidance algorithms

Stream Definition | WAN Emulation Parameters | Scheduler

WaN Stream Type ) Symmetrical (%) Asymmetrical

Parameters |p1->P2 P2->P1
8000.00 Mbps
Latency Maone Maone

Packet Loss Mone Mone

Packet Reardering Mone Mone

Packet Duplication Mone Mone

Loqgic Error Insertion Mone Mone
P1-=P2 P2-=P1

Traffic Bandwidth
10000.000000 Mbps |

Traffic Bandwidth
000, 000000

Mbps [V]

14



Traffic Bandwidth (Contd.)

I S W {3 - - - - Max Rate

ST A W Max Rate

* Simulate WAN Applications where Traffic Policing Policies may be in effect, ie Service Level

Agreements between Provider and Customer
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Traffic Bandwidth (Contd.)

Bandwith with no Quality of Service rules applied

Video Streaming Services (Netflix, etc.)

General Internet Use (Browsing, Updates, etc.)

Online Gaming Services (Xbox Live, etc.)

Bandwidth with Quality of Service rules applied

Video Streaming Services (Metflix, etc.)

General Internet Use (Browsing, Updates, etc.)

Online Gaming Services (Xbox Live, etc.)

Simulate QoS settings by setting different bandwidth caps on different ports (or port ranges)

16



Latency / Jitter

* Apply Static Delay, or a Uniform or Exponential distribution between a minimum and maximum

* Delay a packet up to 500 ms in 1ms increments for 10G ports

Stieam Definition | WAN Emulation Parameters | Scheduler

WAN Stream Type () Symmetrical (%) Asymmetrical

Parameters |p1->P2 P2 ->P1

Traffic Bandwidth 10000, 00 Mbps 2000.00 Mbps

Latency Random Exp. , 0.000 msec - 500,000 msec Random Exp. , 0.000 msec - 500.000 msec

Packet Loss Mone MNone

Packet Reordering Mone Mone

Packet Duplication Mone Mone

Logic Error Insertion MNone Maone

P1-»P2 P2->P1
Latency Latency
O single Delay Min| 0.000 msec v (© single Delay Min | 0.000 msec| v |
) Uniform Distribution Max| 500.000 - [v] (") Uniform Distribution Max| 500,000 —_— [v]
(%) Random Exponential Distribution {(*) Random Exponential Distribution

oGL
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Latency / Jitter

Apply a large static delay to simulate backhaul communication (satellite hops,

etc.)

18



Latency / Jitter (Contd.)

=teady stream of packds

Time >

=ame packet stream after congestion or improper gqueuengy

* Apply Variable delay (ie, Jitter) to simulate Traffic Shaping policies and/or Network Congestion

e Jitter leads to packet discard (and therefore data loss) in Real Time UDP Applications

oGL
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Latency / Jitter (Contd.)

Effect of latency on maximum TCP throughput

aNta

Iné

Icont

P
I

—
i
o

L

2

It

E

=
a
a
O
v

o

(.

|—

Intercontinental
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Latency in milliseconds (ms)

Increased Latency causes TCP applications to spend increasing amounts of time idling while waiting

for ACKs from the far side, thereby throttling throughput

20



Packet Loss

Stream Definition | WAN Emulation Parameters |5cheduler

WAN Stream Type () Symmetrical (%) Asymmetrical

Packet Loss

) single Packet (%) Burst Packets

Min| 5 Frames Max | 10 Frames

Rate

WARNIMG:

For PacketLoss rate less than
0.099%, only rates which are multiple of
0.002 are allowed

{*) Periodic ") Random

Rate| 10.000 %o

Parameters |p1->P2 P2->P1

Traffic Bandwidth 10000.00 Mbps 2000.00 Mbps
Latency Single Delay, 100,000 msec Maone

Packet Reordering 1 out of 10 packets 1 out of 20 packets
Packet Duplication 1.000 %% 5.000 %%

Logic Error Insertion 104-2 10-5

P1->P2 P2->P1

Packet Loss

) single Packet (%) Burst Packets

Min| 5 Frames Max | 10 Frames

Rate

WARNIMG:

For PacketLoss rate less than
0.099%:, only rates which are multiple of
0,002 are allowed

(%) Periodic ) Random

Rate | 20.000 Yo

* Randomly drop from 0.01% to 100% of all Packets in the stream

oaL

Communications
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Packet Loss (Contd.)

CMOS vs Loss
] B CMmOos

ChMOS
[

Loss %

 Real Time UDP Applications are resilient to minor loss, but vulnerable to heavy loss
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Packet Loss (Contd.)

Throughput vs Loss
Mathis model =—=New Reno =—=CUBIC

5,000

4500

4,000
~~
a

2 3,500
=

g 3000

a

) 2,500
=3
2

£ 2,000
s

1,500

1,000

500

0

0.0% 1.0% 2.0% 3.0% 4.0% 5.0% 6.0% 7.0% 8.0% 9.0% 10.0%
Probability of packet loss

* TCP Applications are vulnerable to even very minor loss rates as every loss results in retransmissions

and reduced window sizes.
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Packet Reordering

* Reorder 1 out of every X packets.

®* Set a minimum time in ms to hold the
reordered packet

* Seta maximum time in ms to hold the

reordered packet

oGL

Communications

Stream Definition | WAN Emulation Parameters | §5cheduler

WAN Stream Type () Symmetrical (%) Asymmetrical

Parameters |p1->P2 P2->P1
Traffic Bandwidth 10000.00 Mbps 2000.00 Mbps
Latency Single Delay, 100,000 msec Maone
Packet Loss 10,000 % 20,000 %
Packet Reordering 1 out of 10 packets 1 out of 20 packets
Packet Duplication Mone Mone
Logic Error Insertion Mone Mone
P1->P2 P2->P1
Packet Reordering Packet Reordering
(%) Periodic () Random (%) Periodic () Random
Reorder 1 packet out of | 10 packets Reorder 1 packet out of | 20 packets
Delay Offset Delay Offset
{E}'I'lme {:} Frames '@"I'lme {:} Frames
Min | O ms Max| 10 ms Min | O ms Max 20 ms

24



Packet Reordering (Contd.)

P PrPsPs Ps 3 dupacks. reduce cwnd

Sender

== Retransmit P,
(Unnecessary
retransnussion and
window reduction)

Feceiver

P, P, P,

Feorder packet

* When a packet is out-of-order, TCP behaves exactly as though the preceding packets are lost resulting in

duplicate ACKs, retransmissions and window reduction
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Packet Reordering (Contd.)

- —&— TCP Tahoe
; —#— TCP Reno
—4&— TCP Reno SACK DelAck

« 0.70
Q.
L
=
—~ 065
s |
a
X oy
=)}
3 060
=

0.55

0.50

0 3 6 9 12 15 s
Frame Error Rate (%)

* TCP Selective Acknowledgement (SACK) can mitigate this issue by letting the receive side

Acknowledge OOO packets.
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Packet Duplication

Randomly duplicate from 0.01% to 100%
of all Packets in the stream

Emulate WAN applications where multiple
paths are possible and Load Balancing

may be present

Stream Definition | WAN Emulation Parameters | §cheduler

WAN Stream Type () Symmetrical (%) Asymmetrical

Parameters | P1->P2

P2->P1

Traffic Bandwidth 10000.00 Mbps 2000,00 Mbps

Latency Single Delay, 100,000 msec Mone

Packet Loss 10.000 % 20,000 %

Packet Reordering 1 out of 10 packets 1 out of 20 packets

Logic Error Insertion Mone Mone

P1-=P2 P2-=P1

Duplication Duplication

Rate Rate
WARNING: WARNIMNG:

For Duplication rate less
than 0.099%, only rates which
are multiple of 0,002 are allowed

(#)Periodic () Random

Rate| 1.000 Yo

For Duplication rate less
than 0.099%, only rates which
are multiple of 0.002 are allowed

{® Periodic () Random

Rate| 5.000 o

27
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Packet Duplication (Contd.)

Switch A

Broadcast

Switch B Switch (

Duplication can be fatal in broadcast situations (i.e, broadcast storm)

Similarly dangerous in multicast applications where small network misconfigurations can have

disproportionately large consequences

Watch out for this in multipath Spanning Tree networks

28
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Logic Error Insertion

Insert a single bit error every 10”-X frames (-1 <= X <=-9)

Use byte offsets to target particular parts of a frame

Stream Definition | WAN Emulation Parameters | Scheduler
WAN Stream Type () Symmetrical (%) Asymmetrical
Parameters |p1->P2 P2 -=P1
Traffic Bandwidth 10000,00 Mbps &000.00 Mbps
Latency Single Delay, 100,000 msec Mone
Packet Loss 10,000 % 20,000 %
Packet Reordering 1 out of 10 packets 1 out of 20 packets
Packet Duplication 1.000 % 5,000 %
T —
P1->F2 P2-=P1
Logic Error Insertion Logic Error Insertion
Rate Rate
{#) Periodic () Random {(#) Periodic () Random
Packet Error Rate | 10~ -2 [v] Packet Error Rate | 10 -5 [v]
Bytes Offset | 3 Beainning of frame Bytes Offset | 15 Beainning of frame
Bytes Offset | 10 End of frame Bytes Offset | 20 End of frame

29
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Logic Error Insertion (Contd.)

—d>
-

Cellular and WiFi links are very prone to bit errors (as well as latency and bandwidth issues)

30
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Application Examples
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VoIP

#ISU“I‘INH‘I‘I! I
2 RTP
3 Data

Stieam Definition  WAN Emulation Parameters | §cheduler |

P1-»F2

Mode
(*)Packet Mode () Rawe Mode

[Omac [Jwan [meis [Jip [#uoe

Layer (Click bo edit) Layer Summary
uop S060 --= S0&0

* Configure SIP packets to be completely

unimpaired

oGL

Communications

# I Stream Mame I
.
2 RIP | Stream Definition | WAN Emulation Parameters | gcheduler
3 Data
WaN Stream Type (O Symmetrical () Asymmetrical
Parameters |p1->p2 | P1 -> P2 Manual
Traffic Bandwidth 1000.00 Mbps 100.00 Mbps
Latency Mone Mone
Packet Loss None Mone
Packet Recrdering Mone Mone
Packet Duplication Nore Mone
Logic Error Insertion Mone Maone

32



VolP (Contd.)

#lﬂmilnﬂa‘rﬂ |

1 5IF

E I

3 Data

| Stieam Definition | WAN Emulation Parameters | 5 cheduler |

o
Mods
(®)Packet Made () Rew Mode
[(Imac [van [wes [ [#]uce
Layer (Click to edit) Layetr Summary
LIDF 1000 - S000 -5 1000 - 5000

* Apply loss and jitter to RTP streams

oGL

Communications

|

‘Steam Definition  WAN Emulation Parameters | Scheduler

WAN Stream Type () Symmetrical (&) Asymmetrical

Parameters |P1->p2 | P1 -> P2 Marwal

Traffic Bandwidth 1000,00 Mbps 1000.00 Mbps

Latency Random Exp., 0- 120 ms Random Exp. , 0 - 120 m|
Packet Loss 2.000 % 2.000 %

Packet Reordering None None

Packet Duplication None None

Logic Error Insertion None None

33



VolP (Contd.)

# | Skreamn Marne .
1 &IF
> RTP | Stream Definition | WAN Emulation Parameters | Scheduler

1oor2

Mode
() Packet Mode () Raw Mode

[Imac [Iwan [wAs [Jr [Juoe

. Layer (Click bo edit) Layer Summary

#Iﬂrmﬂln I

1 SIP .
3 Data

WAN Stream Type (O Symmetricll  (2) Asymmetrical

* Set an SLA style bandwidth cap on Data

Parameters [P1->P2 | Pt -> P2 Manual
Traffic Bandwidth 200,00 Mbps 200.00 Mops
Latency MNore Mone

Packet Loss Maine Mone

Facket Reordering Mone Mo

Packet Duphcation Mo Mo

Logic Error Insertion Nore Nore

oGL
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VolP (Contd.)

10,000
0% LOSS
g o -
ﬁ-
b
-10,000
~20,000 T T T T T
] 0.z 0.4 0.6 0.8 4.8
. 8% LOSS
2T 0 "
i
£
-10,000
-20,000 -
0 D.I2 U.I“ U.IG D.Iﬁ ]: ‘1‘.‘3
10,000 -
16% LOSS
o
g 0 e Mw
5
-10,000 ~
-20,000
o U-I2 lJ.I1 U,IIS EI.LB 1.‘3
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VolIP (Contd.)

Discard % vs Jitter CMOS vs Jitter
a0 B Discard % (40ms buffer) 5 B CMOS (40ms buffer)
B Discard % (80ms buffer) B CMOS (80ms buffer)
4
60
e 3
T 4 ]
8 =
L) [ ] -
f 2
20
0 0
0 2.5 2 10 20 40 0 25 2 10 20 40
Avg Jitter (ms) Avg Jitter (ms)

* Determine how your application will behave under expected (and

unexpected) network conditions

* Determine what codecs you should use, what jitter buffers, etc.

oGL
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TCP Over Wireless

z4 £
2’ s
525l 5 5
% o

2 ga
a

1.5' 3

1 2t

=
n

o

Packet Error Rate

(b)

TCP was first described in an IEEE paper written in 1974
Ethernet was first standardized by the IEEE in 1983
The first GSM Network went online in 1991

37



TGP Over Wireless (Contd.)

Host A Host B
seq # x1
seq # x2
Seq # x3 \
seq # x4 X Ack-xl
seq # x5 ACK x1
ACK x1
T ACK x1
triple ’
duplicate«— ~~‘
ACKs !
W
—
=
O
Q
£
-

v
time

Loss in a TCP application leads to duplicate ACKs, which lead to retransmissions

oGL

Communications



TCP Over Wireless (Contd.)

A

Window

Size Congestion

Avoidance
Fast Fa

ssthresh1f-------———- Retransmit overy
ssthresh?2 b oo Pocm T n o 2
ssthresh3 F---low oo

b - —— -

» Time

triple dupliclted ACK Timeout

* TCP assumes that Loss i

s due to Congestion

* When Loss occurs TCP automatically cuts throughput to avoid congestion

oGL

Communications
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TGP Over Wireless (Contd.)

Initial
sequence
number

Sequence numbers
(Circumference = 0 to 2"32 slots)

acknowladged,
But nat yet delivered o application

Window
shifts

Receiver's window
{Allocation buffer)
Up to 2*16-1 slots

* TCP uses a Sliding Window mechanism to limit how many unacknowledged bytes can be
transmitted before the sender is forced to idle

* High Latency links slow ACKs, cause forced idle, and limit throughput

oGL

Communications
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TGP Over Wireless (Contd.)

Window
Size

ssthresh1
ssthresh2

ssthresh3 |

A

Congestion
Avoidance

e

triple dupliceIted ACK Timeout

* \When a client moves between cells handoff will cause Loss

* TCP will interpret this as Congestion and cut throughput even if the exact same amount of

bandwidth is still available (even if more bandwidth is now available)!

oGL

Communications

» Time
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TGP Over Wireless (Contd.)

A
Window )
Size Congestion
Avoidance
Fast
ssthresh1 - Retransmit
ssthresh? bo - cvcooe oo 0 T 2

ssthresh3 |- S [T SRETE SRV LSy, FRSSEEE

——

triple duplic;[ted ACK Timeout

TCP has Retransmission Timeout mechanism that attempts to track the RTT of the

connection

If Latency suddenly increases (ie cell handoff), this can easily cause Timeouts to trigger,

immediately cutting throughput to the minimum!

Time

42
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THANK YOU!
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