Ethernet Tester — PacketExpert
10 Gbps, 2.5 Ghps, or 1 Gbps™
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PacketExpert™ 10GX - Portable Unit (PXN100, PXN101)

('GL Communications Inc. PacketExpert 1-10G.
s 0000000000000 00000000

PORT 3 PORT 4

RJ45/SFP RJ45/SFP SFP+ SFP+

Physical Specifications

* Length: 8.45in (214.63 mm)
* Width: 5.55in (140.97 mm)
* Height: 1.60 in (40.64 mm)

* Weight: 1.713 Ibs

External Power Supply

« +12 Volts (Medical Grade), 3 Amps (For portable units having serial number = 188400)

* +9 Volts, 2 Amps (For portable units having serial number < 188400)

BUS Interface

« USB3.0
» Optional 4-Port SMA Jack Trigger Board(TTL Input/Output)

Protocols

* |EEE 802.3ae LAN PHY compliance
* RFC 2544 compliance




PacketExpert™ Software

USB 3.0

Windows 7/8/10 64-bit OS
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PacketExpert™ 10GX — 1 Gbps Mode

PORT 4

PORT 3

Ports Port 1 Port 2 Port 3 Port 4
Interface Type SFP RJ45 SFP RJ45 SFP+ SFP+
Electrical Speeds 10/100/1000 Mbps 10/100/1000 Mbps 10/100/1000 Mbps 10/100/1000 Mbps
Designations 10BASE-T 10BASE-T 10BASE-T 10BASE-T
100BASE-TX 100BASE-TX 100BASE-TX 100BASE-TX
1000BASE-T 1000BASE-T 1000BASE-T 1000BASE-T
Optical Speeds 100/1000 Mbps 100/1000 Mbps 1000 Mbps 1000 Mbps
Designations 100BASE-FX 100BASE-FX 1000BASE-X 1000BASE-X
1000BASE-X 1000BASE-X
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PacketExpert™ 10GX — 2.5 Gbps Mode

£100/1000 Mbps ___

Ports Port 1 Port 2
Interface Type SFP+ SFP+
Electrical Speeds 2.5 Gbps 2.5 Gbps
Designations 2500BASE-T 2500BASE-T
Optical Speeds 2.5 Ghps 2.5 Gbps
Designations 2500BASE-X 2500BASE-X
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PacketExpert™ 10GX — 10 Gbps Mode

m'cations Inc. PacketExpert 1-10G
D 000000000000000000000

PORT 1 PORT 2 PORT 3 PORT 4

Port Port 1 Port 2
Interface Type SFP+ SFP+
Electrical Speeds 10 Gbps 10 Gbps
Designations 10GBASE-T 10GBASE-T
Optical Speeds 10 Gbps 10 Gbps
Designations 10GBASE-R 10GBASE-R




PacketExpert™ 10GX - Optical Ports

----------------

10/100/1000 Mbps

100/1000 Mbps
Optical 1 Gbps/2.5 Gbps/
10 Gbps Optical
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PacketExpert™ 10GX - Electrical Ports

Electrical
SFPs

10/100/1000 Mbps Electrical Ports 10/100/1000 Mbps Electrical Ports
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PacketExpert™ 10GX — Mix and Match

Optical Electrical Optical

Electrical
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High Density 1U Rack option

MTOP™ Rack Units

Stacked High Density 1U Rack option

Physical Specifications

* Length: 16 in (406.4)
« Width: 19 in (482.6)
* Height: 1U/ 2U

External Power Supply

* ATX Power Supply

BUS Interface

* 1U mTOP™ (MTOO01 + 3x PXN100)
»  Rackmount Enclosure can support up to 3 PXN100s
+ 2U Rack Mount (with 6x PXN2100)
»  Rackmount Enclosure can support up to 6 PXN100s
» Optional 4 to 12 Port SMA Jack Trigger Board (TTL Input/Output)

SBC Specifications

* Intel Core i3, Windows® 11 Pro 64-bit OS

+ USB 3.0 and USB 2.0 Hub, ATX Power Supply
+ USB Type C ports, Ethernet 2.5GIigE port

* Min 256GB Hard drive, 8G Memory

* Two HDMI ports
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mTOP™ 1U Rack Option with Built in SBC

100/1000 Mbps 10/100/1000 Mbps Electrical
Optical OR

10/100/1000 2.5 Gbps/10 Gbps Electrical
Mbps OR
Electrical 1 Gbps/2.5 Gbps/10 Gbps Optical

Front Panel

100 - 240 VAC SA 50-60 Hz

Back Panel
— -

L B
\"e /
N\ N N
\_‘_/

USB 2.0 &
USB 3.0 Ports Reset

USB Type C

On/Off Switch Ports

USB 3.0 Port

Power Ethernet Port

(100-240 AC Supply)

HDMI Port <€
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mTOP™ 71U Rack Option with 12 TIL

GL Communications Inc. 1 RIGGER - ‘o .3 &
STATUS ...............‘.... T vo ‘, ﬁ “%
T 1 PORT POAT 3 PORT 4 '

S JLICIC | - | ooee seas

PacketExpert 1-10G

1t012TTL
Programmable 1/0
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mTOP™ Probe with 10GX Hardware Unit + SBC

s Inc. PacketExpert 1-10G |
satus 0 00000000000000000000

PORT 3 PORT 4

~10/100/1000 Mbps. E@h&ﬁ“ﬂ

mTOP™ Probe

Physical Specifications

Length: 10.4 in. (264.16 mm)

Width: 8.4 in. (213.36 mm)

Height: 3.0 in. (76.2 mm)

Optional 4-Port SMA Jack Trigger Board (TTL Input/Output)
External USB based Wi-Fi adaptor

External Power Supply

+12 Volts (Medical Grade), 3 Amps

SBC Specifications

Intel Core i3 or optional i7 NUC Equivalent,

Windows® 11 64-bit Pro Operating System

USB 3.0 and USB 2.0 Ports, 12V/3Amps Power Supply
USB Type C ports, Ethernet 2.5GigE port

256 GB Hard drive, 8G Memory (Min)

Two HDMI ports
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Optical Connectors and SFP Transceivers

850nm /1310nm/1550nm
SFP Modules

LC Connectors

« PacketExpert™ 10GX supports LC connectors and 850nm/1310nm/1550nm SFP (Small Factor Pluggable) modules

Note: In case customer have different type of connectors, then we need converters like LC-to-SC, LC-to-FC and vice-versa.
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Applications

« Test and verify QoS Parameters of network devices like Switches/Routers etc.

« End to end testing of network paths for QoS parameters

* In-depth troubleshooting of the Carrier network in the event of network failures or impairments

* QoS testing of Triple-play services to ensure that they fully qualify SLA parameters

« Terrestrial wireless, satellite, and other WAN technologies network validations

« Test VolP network in real-time conditions to verify if it meets the quality requirements before you deploy
« Testing video on IP networks by emulating the loss and congestion characteristics

« SPF support can be used for Broadband aggregation applications, Metro edge switching, Metro and access multi-service

platforms, and are suitable for Fast Ethernet applications

OGL

Communications
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PacketExpert™10GX-Ethernet / IP Tester

* BERT ® WAN Emulation (Single stream) - IPLinkSim
®* RFC 2544 ® WAN Emulation (Multi-Stream) - IPNetSim
® Smart Loopback ® Wire-Speed Record / Playback

® ITU-T Y.1564 (ExpertSAM™) ® PacketBroker

® Multi-Stream Traffic Generator Analyzer

® RFC-6349 based TCP Throughput Testing (ExpertTCP ™)
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Wirespeed BERT
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OSI| Model

Application

Presentation

Session

Transport

Network

Layer 2.5

Data Link

Physical

Host A

0S| Model

Application Protocol

Presentation Protocol

Session Protocol

Preamble — 7 Bytes
Start Frame Delimiter — (SFD)- 1 Byte

MAC Header —

. Dest/Src MAC Address — 6 Bytes
. Ether Length/Type — 2 Bytes (0x0800)

1P

. VLAN Header — 4 bytes each

Frame Check Sum — (FCS) — 4 Bytes

Ethernet
Payload

1
Pre | SFD MAC VLAN MPLS 1P UbDP BERT Pattern FCS 1
Header Header | Header I
1
MAC VLAN MPLS 1
SFD IP
Pre Header | Header | Header BERT Pattern FCS :
1
MAC VLAN MPLS
1
Pre SFD Header | Header Header BERT Pattern FCS "
1
MAC VLAN I
Pre SFD Header Header BERT Pattern FCS :
1
Pre SFD BERT Pattern FCS 1
1
Framing Representation
MPLS Header — 4 bytes each
IP Header — 20 Bytes
UDP Header — 8 Bytes
Payload — BER Test Pattern

OSI Model

Application

Presentation

Session

Transport

Network

Layer 2.5

Data Link

Physical

Host B
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BER Test Setup at Layer 3 / 4

Layer 3 Testing between PacketExpert™ |ocated in different IP Networks

Source PC Destination PC

Port 1 Port 2
IP address = 192.168.1.100 IP address =192.168.2.100

s 2
L C. jcati : PacketExpert 1 1;0 //a S
5 " eeeecsee000s00000000e [ & o

ol _ | | B |5 o W L ~_Switch

A/ A /
IP address = 192.168.1.1 // IP address = 192.168.2.1/
E h | /

/ - V -
Network 2
~|

Network 1
Router (default gateway)

In this case, Source and the Destination PacketExpert™ applications are located in different IP networks. These 2
networks are connected through a router. A simple example above shows 2 LANs connected through a router.
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BERT Results (with LEDs) and Graph

- Optional Sequence number insertion allows detecting Out-of-sequence packets and packet loss
- Detailed BERT statistics like the Bit Error Count, Bit Error Rate, Bit Error Seconds etc., are provided

- Bit Error Count is displayed in both Tabular and Graphical formats
e

& [“]ReakTime Display  Graph Duration | =

[v] [ clear | [Deselect allegends| [ HideLegend | [ print |

06/20{2018-17:16:42 Graph Start - (06/20/2015-17:24:22) Graph End - (06/20/2018-17:24:31) 06/20/2018-17:24:32

| Portl | ports

-7
1,000,000 -|
] @ @ @ @ @ @ @ @ dg
800,000 - "
7
=
= G00.000 - 4 =2
=2 m
iy g
g L3 i
<
£ 400,000 4
£
-2
200,000
-1
0.000 i
17:24:22 17:24:24 17:24:26 17:24:28 17:24:31

Time
B Throughput{Mbps) WEit Errars
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All Ports Result

Al Parks

i optlons

Tx | Part 1

| Port 2 =
Tokal Frames 43 397 FTE 43 485 000 | =
Yalid Frames 45 398 858 48 456 0F0
Bad Frames 0 1]
Mumber of Bytes T3 27T 416 606 73379 206 032
Lirk, LIEilisation] ) 100,000 100,000
Data Rate{Mbps) 986,621 986,621
Frame Rate{Frames/sec) 214864 214863 —
klom Tect Framas L L
Rx Port 1 | Port 2 =
Tokal Frames 43 414 936 43 435 825 | =
Yalid Frames 45 415 Qg8 48 486 285
Bad Frames 0 1]
rumber of Bytes 73304 535 352 T3 412 173 404
Lirk, LItilisstion] %) 100,000 100,000
Data Rate{Mbps) 9B69,621 986,621
Frame Rate{Frames/sec) 214863 214263 —
hlan Teck Framas n L1}
Bart Status | Port 1 | Port |
R Traffic & &
Sync Status & &
Bit Errors & &
St OF Sequence Packets & &
Bert Statistics Port 1 | Port 2 =
Bert Skatus S Swnic
Test Time 00:00:59 oooos9 |
Blts Recehwad 562 5858 Te9 60 562 895 355 954
Bik Errar Counk 1] o3
Bit Error Rate 0, Q00E-+=000 0, 000E-+000
Bit Error Seconds 1} (1]
Swnc Loss Counk 1] 0
S | mes Sarnnrs i (1} .?
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RFC 2544 Testing
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R

Dual RFC 2544 Testing

Network )
Ethernet, VLAN,
MPLS, IP, UDP

F‘OR o PORT 2 PORT 3 PORT 4 . Transm it

Receive

PacketExpert™ 10GX

FC 2544 test application includes the following tests:

Throughput - Maximum number of frames per second that can be transmitted without any error

Latency - Measures the time required for a frame to travel from the originating device through the network to the
destination device

Frame Loss - Measures the network’s response in overload conditions
Back-to-Back - It measures the maximum number of frames received at full line rate before a frame is lost

o GL

Communications
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Single Port RFC 2544

Tx Time Frame =
Loopback
GL Communications Inc. PacketExpert 1-10G ] \ Network
S 000000000000000000000 >h.o >4
Ethernet, VLAN, / i :
PacketExpert™ 10GX ‘/ MPLS, IP, UDP ™
P Rx Time e PacketExpert™ 10GX

(Latency = Rx Time — Tx Time)

In single port RFC 2544 test,

* For PacketExpert™ 1G, the RFC 2544 test can be done either on Port #2 or Port #3 at a time and it is not possible to
run RFC 2544 test on both the ports (Port #2, Port #3) simultaneously

* For PacketExpert™ 10G or 10GX, the RFC 2544 test can be done either on Port #1 or Port #2 at a time and it is not
possible to run RFC 2544 test on both the ports (Port #1, Port #2) simultaneously

'O GL 24

Communications



Highlights

« Throughput, back-to-back, latency and frame loss testing supporting uni-directional and bi-directional traffic between ports
» Supports RFC 2544 on electrical / optical (1000Mbps) ports and optical only (10G) ports

* Includes various parameter configurations such as Test Selection, Frame Sizes selection, Unidirectional/Bidirectional,

Number of trials, Trial Duration, and many more

« User-defined options to configure various packet header parameters, like MAC addresses, IP addresses, UDP ports, VLAN
ID, MPLS Labels, and more

* Results are displayed in both tabular as well as graphical format

OGL

Communications
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Global Configurations

Global Configuration

Part Selection ([Pl ->= P2 | »
Minirurm Frame Length | 64
Max Frame Length | 16000
Frame Size
Quantity | ENN v
& 352 &40 Q25 1216
136 424 71z 1000 1283
208 4915 Tad 1072 1360
240 Caa tatala] 1144 1432
m
Paort Selection
Eask Part Direction Wesk Port
P1 =£--= W P2

Test Procedure

Throughput
Laktency

Frame Lass

Back-ToBack,

26



Individual Test Gonfiguration Details

Throughput Latency Frame Loss
oo R
Configuration Port Selection | Pork 2 v Configuration

Trial Duration (sec)
Murmber OF Trials |:|
Pl To Pz

Min Bandwidthl 10,00 %, vl
Max Bandwidth | 100.00 & |v|

Pz To Pl

Min Bandwidthl 10,00 % vl
Max Bandwidth | 100,00 %, vl

T Configuration

Trial Duration (sec)
Mumnber OF Trials

IJ=e Throughput Yalue
Pork 2 To Paork 2
Bandwidth | 100,00 | % |

o GL

Communications

Trial Duration (sec)
Mumber Of Trials
P1To P2

Min Bandwidth| 10.00 L |vl
Max Bandwidth | 100.00 o vl

P2ToP1

Min Bandwidth| 10.00 O |vl
Max Bandwidth | 100.00 A |vl

Back-to-Back

Back To Back

Zonfiguration

Trial Duration {sec)
Mumber OF Trials
Pl TaF2

Burst Size | 400 MSeC

Mo OF bursks | 1

P2 ToP1
Burst Size | 400 msec

Mo Of Bursks | 1

27



 Throughput — Both relative

(% of link speed) and absolute

(in Mbps) throughput values

are displayed

« Latency — displayed in

Microseconds

+ Back-to-Back — Displayed in

Frames/Burst

 Frame Loss — Displays the

Frame Loss Rate (in %)

against attempted Frame Rate

(in % of link speed)
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RFC 2544 Results

{FC 2544 Results

Vigw ~| oir|P1->pz

Status | Throughput | Lakency | Frameloss | Backboback

Frame Size P1--=p2 pa--=P1

=&} 100,00% 7619.05 Mbps 100,00%: 7619.05 Mbps
128 100,00% 8643.65 Mbps 100,00%: 8648.65 Mbps
256 100,00% 927536 Mbps 100,00% 9275.36 Mbps
512 100,00% 962406 Mbps 100,00% 9524.06 Mbps
1024 100,00% 9303.43 Mbps 100,00% 95808.43 Mbps
12a0 100,00% 9346.15 Mbps 100,00% 95846.15 Mbps
1518 100,00% 9369,96 Mbps 100,00% 9569,96 Mbps

View | Statistics || Dir PPz

F:_F-:: 2544 Resiilts

view |EEENENE v | o Pi-sPz

Status | Throughput | Latency | Frameloss | Backtoback

Frame Size |p1--=p2 | pz--=p1 |
A 14 850 952 Frames\Bursk 14 850 952 Frames\Bursk
126 @ 445 945 Frames|Burst & 445 945 Frames|Burst
256 4 528 985 Frames\Burst 4 528 985 Frames\Burst
51z Z 349 624 Frames|Burst Z 349 624 Frames|Burst
1024 1 197 318 FramesBursk 1 197 313 Frames\Bursk
1280 961 538 Frames)Bursk 961 538 Frames|Bursk
1518 312 743 FramesBurst 312 743 Frames!Burst

| RF

C 2544 Results

Wiewy | Statistics -2

Dir P1--=p2

Stahis | Thrnnohnot | Latency | Framelnes | Racktohack

Frame Size |F'1——>F'2 (Store And Forward , Bit Forward) |P2——>F'1 {Store And Forward , Bit Forward) |
G4 100.000% 1,306 us, 1,363 us 100.000%: 1,280 us, 1,338 us
1238 100.000% 1,408 us, 1.517 us 100.000% 1.274 us, 1,382 us
256 100.000% 1.299 us, 1.510 us 100.000% 1.267 us, 1.478 us
512 100.000% 1.293 us, 1.709 us 100.000% 1.254 us, 1.670 us
1024 100.000% 1.312 us, 2,138 us 100.000% 1.274 us, 2.099 us
1280 100.000% 1.261 us, 2.291 us 100.000% 1.248 us, 2.278 us
1518 100.000% 1.331 us, 2.554 us 100.000% 1.293 us, 2.515 us

status | Throughput || Latency | Frameloss | Backboback
Frame Size Pl--=P2 PZ--=P1
64 100,00 %% 0,000 % 100,00 %6 0,000 %

90.00 % 0.000 %
80,00 % 0.000 %
70.00 % 0.000 %
60,00 % 0.000 %
50.00 % 0.000 %
40.00 % 0.000 %
30.00 % 0.000 %
20,00 % 0.000 %%
10,00 % 0.000 %
1.00 % 0.000 %
125 100,00 %% 0.000 %
90,00 % 0.000 %
g0.00 % 0.000 %
70.00 % 0.000 %
60,00 % 0.000 %
50.00 % 0.000 %
40.00 % 0.000 %
30,00 % 0.000 %
20.00 % 0.000 %
10,00 % 0.000 %%
1.00 %% 0.000 %
256 100.00 %% 0,000 %
90,00 % 0.000 %
80,00 % 0.000 %
70.00 % 0.000 %
60,00 % 0.000 %%
50.00 % 0.000 %
40,00 % 0.000 %
30.00 % 0.000 %
20,00 % 0.000 %
10,00 % 0.000 %
1.00 %% 0,000 %
512 100,00 %% 0,000 %,

an no el N nnm S

:{ 1itl

90,00 % 0.000 %
80,00 % 0.000 %
70,00 % 0,000 %
60,00 % 0,000 %
50,00 % 0.000 %
40,00 % 0.000 %
30,00 % 0.000 %
20,00 %% 0.000 %
10,00 % 0.000 %
1,00 %% 0,000 %
100,00 %5 0,000 s
Q0,00 % 0,000 %
g0.00 % 0.000 %
F0.00 % 0,000 %
60,00 % 0.000 %
50,00 % 0.000 %
40,00 % 0.000 %
30,00 % 0.000 %
20,00 % 0,000 %
10,00 % 0.000 %
1,00 %5 0,000 %
100,00 %% 0,000 <
90,00 % 0.000 %
80,00 % 0.000 %
70,00 % 0,000 %
60,00 %% 0,000 %
50,00 % 0.000 %
40,00 % 0.000 %
30,00 % 0,000 %
20,00 % 0.000 %
10,00 %% 0.000 %
1,00 % 0,000 %
100,00 %6 0,000 %%

an NN Sl 0onnn s

ol
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Graphs

hroughput

RFZ 2544 Results

Dir |P1-=P2

Wiew

Throughput | Lakency || Frameloss || Eian:ktu:ul:uan:kl

3674 0% SE08.43 9846.15 9869, 96
10,000,0 - 027536
B646.65
7619.05
&,000.0
o
[ ="
=
= §,000.0
=
=9
=
h
=
S
£ 4,000,0
F
2,000,0
£ 126 256 512 1024 1280 1515

Frame Size{Bytes)
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Graphs

Latency

Store and Forward Latency Test Graph

RFC 2544 Results

W iEw

M Dir|F'1——>P2 M Type|5t3re and Forward M
]Ihmuﬂhn].l]‘_m] Eramalnes | Racktnhack |

]
1.2 4
1.1 4
1.0+
0,94
0.6
0.5+
0.4 o
0.3
0.2
01
0.0
&4 128 256 512 1024 12a0 1518

Frame Size{Bytes)

o
=4
1

=1
-
1

Latency(usec)

Bit Forward Latency Test Graph

RFC 2544 Results

view (Graph [ v| Dir|P1->P2 AR Forvard

| Thranahnut | Latency | Eramelnes | Baddohack |

284
25536
2.8+
2.4+

224

2.0

1.8+
16

1.2

1.0

0.5

0.6

0.4

0.2

0.0-

&4 128 256 51z 1024 1280

L atency(usec)
B
1

1518

Frame Size{Bytes)
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Graphs

Back-to-Back

craph ARl vl

| Throughput | Latency || Frameloss | Backtoback

Wiew

16,000,000,0 {1, 45851 e+007

14,000, 000.0 H

Frame Loss

12,000,000.0 H

10,000, 000,10 RFC Results

Port Selection Wiew _

‘Status ” Throughput ” Latency || Backkohack | Frameloss l

5.445958+006
4,52859e+006 30
30
2.34962e+006 a0
1.157326+006 561538 R a0
30
4 128 256 512 1024 1280

30
1518

,000,000.0 4

Fram es|Burst

,000,000.0 4

4,000, 000.0 H

2,000,000.0 4

o.n-

[}

Frame Size{Bytes) 30

30

Frame Loss Rate %

30

30

30

30

30
20.00

30.00
Bandwidth %

W — & | ¥ ¥ — 258 ¥ — =1z W — 1024 | — 1280 |¥ — Series? .
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Port Statistics

» Per port detailed statistics are provided —

>

OGL

Communications

Tx / Rx Frame count

Number of Bytes transmitted & received

Tx & Rx Frame Rate

Broadcast, Multicast, Control, VLAN, Pause Frame count
Frame count for byte lengths 64/65-127

MPLS and VLAN Frame count for various stack level
IPv4/ UDP packet count

Oversized / Undersized Error frame count

FCS error count

IP/UDP checksum error count and others

Part Selection | Part 1

o] (o]

Drescripkion | Tx Rx

Total Frames 104 076 192 104 516 451
Walid Frames 104 076 192 104 516 451
Bad Frames a0 a0
Tumber OF Bytes 12 750 702 144 12778878720
Link Utilisation{%&) 0,000 0,000
Daka Fate(Mbps) 0,000 0,000
Frame RatelFrames sec) i} i}
Mon Test Frames 1] 104 513 878
Broadcask Frames 1] 1]
Multicast Frames 104 078 192 1]
Control Frames 1] 1]
YLAM Frames 1] 1]
Pause Frames 1] 1]
wrong Opcode Frames u] u]
Qut of Bound Frames 1] 1]
Length Twpe Out of Range Frames i} i}
&4 Bybe Length Frames 7h 221 601 7h 661 G360
65-127 Byte Length Frames i} i}
128-255 Byte Length Frames 14 239 206 14 239 206
256-511 Byte Length Frames 7635517 7635517
512-1023 Byte Length Frames 3961 281 3961 281
1024-1518 Byte Length Frames 2018 537 2018 537
COversized Frames i} i}
IUndersized Frames - i}
FCS Errar Frames 1]
1 Lewel Stacked VLAM Frames i}
Z Lewel Stacked WLAM Frames i}
3 Level Stacked VLAN Frames i}
1 Lewel Stacked MPLS Frames i}
Z Level Stacked MPLS Frames i}
3 Level Stacked MPLS Frames i}
IP Checksum Errors i}
IPv4 Packets 104 513 575
IPwE Packets i}
IP in IP Packets i}
UDP in IP Packets 104 513 575
TP in IP Packets i}
ICMP in IP Packets i}
IGMP in IF Packets i}
IGRP in IP Packets i}
Other Protocol in IP Packets i}
IUDF Checksum Errors i}
UDP Packets 104 513 575
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Generate Reports
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Smart Loopback
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2 Ports BERT and Loopback

BERT -

A eeeses000s000sssesses

LIC]

PacketExpert™ 10GX

{MAC Address = aa-aa-aa-aa-aa-aa)

Loopback

O 0886800000000 s00000s

LJIL]

Tx
* Loopback helps in easy test setup, especially in $
end-to-end testing, when the other end is in a M7 Ry
remote place
* In such cases, one PacketExpert™ 10GX can
Ethernet y
be put in constant Loopback at the remote end, Network/ >
and BERT tests can be started / stopped a
anytime at the local end /«\ Ry
’\&y
Switch
Tx

o GL
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PacketExpert™ 10GX
(MAC Address = {bb-bb-bb-bb-bb-bb)
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Layer 2 - Ethernet Loopback Types

Loopback
Ethernet Dst MAC Ethernet Src MAC Ethernet
< Address Address Len/Type Payload FCS
Rx Ex: bb-bb-bb-bb-bb-bb | Ex: aa-aa-aa-aa-aa-aa | Field
T Ethernet Dst MAC Ethernet Src MAC Ethernet
X Address Address Len/Type Payload FCS
Ex: aa-aa-aa-aa-aa-aa | Ex: bb-bb-bb-bb-bb-bb| Field

- PacketExpert™ 10GX has all ports or 2 ports Loopback capability
- PacketExpert™ 10GX supports Layer-wise Loopback as well as Smart Loopback

- The above picture depicts the Ethernet Loopback type, swaps Source and Destination MAC addresses before

sending back the packet

o GL
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Loopback Testing (all ports or 2 ports)

| @ GL PacketExpert10GX - All'Port Loopback

File Wiew System Windows Help

|:| % |:||:| HH ? x ;Applimtiun: |.ﬁJIF‘nrthpbad¢
=+ All Port Loopback

]

= Part1 -—

@ Interface Port Selection . Port Selection -
Loop back . )
Filter Config

Filter Setup Loopback Type Loopback Type
Statistics

Part 2 (%) smart Loopback (&) Smart Loopback
@ Interface CiLayert

{:} Layerl
Loopback
Filter Config OEthernet (O Ethernet

Filter Setup (@) e

Cupp O upp

Supports Loopback on 10G / 1G ports

Loopback Types — Smart Loopback, Layer 1, Ethernet, IP, UDP

General statistics per port (similar to BERT port level statistics)

o GL
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Ethernet Network Testing

—

Frame
Loopback

Tx

Port #2
Rx Port #2

) Network @g—=-9
""""""""" Router

5 Ol B ;
PacketExpert™ = = Loopback

PacketExpert™

* Asingle test to validate service-level agreements (SLAS) as per ITU-T Y.1564 standard.

« ITU-T Y.1564 completes this testing in two phases based on the SLA parameters:

> Service Level Agreement Parameters: Information Rate (IR), Frame Transfer Delay (FTD), Frame

Delay Variation (FDV), Frame Loss Ratio (FLR)
> Service Configuration Test

> Service Performance Test

o GL

Communications
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ITU-T Y.1564 (ExpertSAM™})

« Service Configuration Test - confirms the end-
to-end configuration with the SLA parameters for

all configured traffic streams

« Service Performance Test - transmits all
configured traffic streams simultaneously CIR
confirming all traffic is able to transverse the

network under full load with the above-mentioned

parameters.

o GL

Communications

Service Level Agreement

IR, FLR, FTD, FDV

(SLA)

Service Configuration Test
(SCT)

Time

Service 1

60 sec

60 sec

Service 12

{in sec)

Service Performance Test
(SPT)

Time

Service 1 “ 5 Mbps
Service 2 ) 2 Mbps

Service 3 O 3 Mbps

Service 12 10 Mbps

Video, Data, Voice

{in mins)

Duration: 15 mins — hours

40



Highlights

« Complete validation of Ethernet service-level agreements (SLAS) in a single test
* ITU-T Y.1564 standard compliance
« Service Configuration and Service Performance tests methodology supported

« KPIs like Information Rate (IR) or Throughput, Frame Loss Ratio (FLR), Frame Transfer Delay (FTD) or Latency, and

Frame Delay Variation (FDV) or Jitter, measured simultaneously for multi streams, and Pass/Fail verdict declared.

« Capability to generate traffic at throughput of CIR (guaranteed traffic), EIR (best effort bandwidth), and traffic policing

(dropped bandwidth) rates ensuring Key performance indicators (KPI) validation
« EMIX frame sizes supported per service — up to 7 frame sizes can be defined per service
« Supports multiple services with varying performance requirements that meets full load conditions
« Stacked VLAN supported — C-Tag and S-Tag to simulate Carrier Ethernet traffic

« Simultaneous validation of all the services quality over time

o GL

Communications
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Measurements
Services
Performance

Throughput

Frame Delay

Frame loss

Frame Delay
Variation

o GL

Communications

REC 2544 VS Y.1564 (ExpertSAM™)

Throughput, burstability, frame loss and
latency

Link level

Measuring maximum performance

No separation of the committed and excess
traffic

Tests one frame in every test time and does
not consider any latency variation that might
occur over a longer test period.

Frame loss is measured during rate
distribution throughput test where the frame
loss distribution doesn’t align with committed
rate without complying to the KPI

Frame delay variation is not measured

Throughput, burstability, frame loss, latency, packet
jitter, QoS

Multiple concurrent service levels

Key performance indicators (KPI) validation

CIR, EIR and Traffic Policing constantly ensuring that
KPI are met during the test

Latency is measured during the test on all the
generated frames measuring any deviation out of the
defined range

Frame loss measurement during throughput test

Frame delay variation is measured for traffic
generated up to the CIR ensuring proper traffic
prioritization
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Service Gonfigurations

Service Configuration Expanded View
[Servess ™

Service Configuration Collapsed Summary View serveeservees . [v] [ucopu]
. l Eiame Slze Fed 12 2]
- [ Layer - EthernetVLAN,IPv4,UDP ~]
Service |Services 1 [v] [ e Eilemel S
= = Source MAC Address | 00-21-c2-00-2d-11
[ Frame Size - Fixed,b12 h ] Destination MAC Address | 00-00-00-00-01-01
[ Layer - Ethernet, VLAN,IPv4,UDP - LengthTe 0500 va
[ Ethernet - 00-21-c2-00-2c-80 -> 00-00-00-00-01-01, LenfType[ 08-00 ] - ] [ VLAN -
[¥] VLAN Enable
[ ¥LAN - C-Tag,5-Tag - ] CTag Type 8100 |v| |6 Priority | 6
[ IPv4-192.168.1.101 -> 192.168.1.12 Protocol [UDF] - ] MsTag Type|sg-as  [v| D] 12 Priority | 7
[ UDP-1101 -> 1201 - ] [ IPv4-192.168.1.101 -> 192.168.1.11 Protocol (UDP) -]
[ Payload - Fixed Pattern, 12-34 -] { pa,,.uj::llz1.:_:u::112-34 :}
[ B¥Y Profile - CIH = 60.000 Mbps,.EIH = §0.000 Mbps,Policing Rate = 100.000 ~ ] [ BW Profile -]
[ Color Aware = On, Color Method = VLAN S-Tag PCP - TR e
EIR | 50,00 Mbps
[ SAC Parameters - FLH = 1.000 25,FTD = 5.000 msec,FDY = 5.000 msec v] Traffic Policing Rate | 700.00 Mbps
[ Color Aware = On, Color Method = YLAN 5-Tag PCP -
Color Aware
Color Method | VLAN 5-Tag PCP [v]
Green Frames | 7
Yellow Frames | 3
[ SAC Parameters -]
Frame Loss Ratio | 1.00 oL
Frame Transfer Delay | 5.000 msec [v]
Frame Delay Variation | 5.000 msec [V]

o GL
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Service Result Overview

Service Configuration Results Details

Service Configuration Test Results

Overview o

#  |serviceName  |verdict |cCurrentStep |Max IR(Mbps) |FLR(%) |Max FTD(mseq) |Max FDV({msec)
1 Servicel o - £25.00 0.000  0.0014 0.000038
2 Service2 W - 625.00 0.000 0.0014 0.000033
3 Service3 W - £25.00 0.000 0.0014 0.000033
4 Serviced v - 625.00 0.000 0.0014 0.000033
5 Services v - 625.00 0.000  0.0014 0.000038
6 Services o - 625.00 0.000 0.0014 0000033
7 Service? W - £25.00 0.000 0.0014 0.000038
8 Services W - 625.00 0.000 0.0014 0.000033
g Serviced W - £25.00 0.000 0.0014 0.000033
10 Service 10 v - 625.00 0.000 0.0014 0.000033
1 Service1l v - 625.00 0.000  0.0014 0.000038
12 Service12 v - 625.00 0.000 0.0014 0.000033
13 Service13 o - £25.00 0.000 0.0014 0000033
14 Service 14 o - 625.00 0.000 0.0014 0.000038
15 Service15 W - £25.00 0.000 0.0014 0.000033
16 Service 16 v - £25.00 0.000 0.0014 0.000033

Service Detail Results

Service |Ser'u'i::e1

B] | IR{Mbps), FLR(%), FTD(ms), FOV(ms)

| [[vertical 1111 ] FTD Unit|msec| v  FDV Uit msec|v |

Test  |Verdict | (Curr) |IR(Min) [IR (Avg) |IR (Max) |FL (Count)|FLR (Rate) | FTD (Curr) | FTD (Min) | FTD (Avg) | FTD (Max) |FDV (Curr) | FOV (Min) | FDV (avg) | FOV (Max) |

CIR PASS 624.99
EIR PASS 649.99

624.99 6.25.00 625.00
649.99 650.00 650.00

] 0.000
1 0.000

0.001
0.001

0.001
0.001

0.002
0.002

0.001 < 1lus 0.000 < 1lus < lus
0.001 < 1us 0.000 < 1us « lus

o GL
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Service Performance Test Overall Status

Dverall Status

Cweerall Status o Global Yerdick | PASS v

Service Performance Test

Link. Skakus
IR

FLR

FTD

FOY

E] Culs)




Service Performance Test Results

Service Performance Results

IR(Mbps), FLR{%:), FTD(msec), FOV(msec) | TestTime | 00:00:16 Vertical |11l | FTD Unit msecm FDV Unit USECM

Service  |Verdict  [IR(Cur) [R(Mn) [IR(Avg) [R(Max) [FL(Count) [FIR(Rate) [FTD (Curr) [FTD (Min) [FTD (Avg) [FTD (Max) |FOV (Curr) [FOV(Min) [FDV (Avg) [FOV (Max) |
1 PASS 625,00 £25.00 £25.00 625,00 2 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
2 PASS 625,00 £25.00 £25.00 625,00 2 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.115000
3 PASS £25.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.115000
4 PASS £25.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
5 PASS £25.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
& PASS 625.00 £25.00 £25.00 625.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.128000
7 PASS 625.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  &.115000
B PASS £25.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
g PASS £25.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
10 PASS 625.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
11 PASS £25.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.115000
17 PASS £25.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
13 PASS 525,00 £25.00 525,00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
14 PASS £25.00 £25.00 £25.00 £25.00 3 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
15 PASS £25.00 £25.00 £25.00 £25.00 2 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.122000
16 PASS 624,95 624,94 524,95 624,95 2 0.000 0.018 0.001 0.015 0.021 0.003000  0.003000  0.003000  8.128000

o GL

Communications

46



Test Selection

ITU-T Y.1564 (ExpertSAM™) Graph

[¥] Service Config Test
CIR Configuration Test

O Simple CIR (%) Step Load CIR

EIR Corfiguration Test
Traffic Policing Test

Step Ouration | 1 {1-60 sec)
Step | Rate (% of CIR) |
25

50

CIR

EIR

Traffic Policing

LI R

[ add | [ Delete |

% of CIR
1 1

A Traffic Policing

Seconds

EIR 4 CIR g CIR Steps

I P Dropped bandwidth (everything over EIR)

mmmmm) Best effort bandwidth (everything between CIR and EIR)

— Guaranteed bandwidth (everything under CIR)

+ Committed information rate or CIR is the average bandwidth guaranteed by a service provider. At any given time, the
bandwidth should not fall below this committed figure.

» Excess Information Rate or EIR is the CIR plus excess rate that service provider claims to provide on a 'best-effort’
basis.

o GL
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Multi-Stream Traffic Generator and Analyzer
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Multi-Stream Traffic Generator and Analyzer
(1 Gbps, 2.5 Gbps, or 10 Gbps)

Head Office

Multi Stream Voice, Data, Video Traffic

Multi-Stream Traffic Generator
Multi-Stream Traffic Analysis

=)\

Branch ffice J

- ~
Stream 1 (100 Mbps) ‘
-~ [ Data ,.. SP oy
Stream 2 (500 Mbps) . m—
E > PacketExpert™ 10GX
ream 3 (1000 Mbps) _) .

~ Voice Smart Loopback

Stream 16 (5 Gbps) H Video

o GL
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Multi-Stream Traffic Generator & Analyzer Results

(Horizontal View)

Mulci-Skream Traffic Generakor

& Analyzer Results

IR(Mbps), FLR{%:), FTD{msec), FOM(msec) | Teck Time | 00:00:53

Yertical |||] | FTD Unit | msec ™ FO Unit | msec ] [.ﬁ.ctivate All ”De.ﬁ.ctivate .ﬁ.lll

Stream Mo | Seconds| TxFrames | RxFrames | RxBytes FLcount |FLR |IR(cur) |TR(Miny |IR(Max) [TR(avg) [FTD |FTD |FTD |FTD | FOW (curd | FOV (Ming | POV (Max) | FOY Caveg) |
1 55 1146226 1125387 679852 618 20839 1,618 10405 10403 10406 13378 0002 0001 0003 0002 <lus 0000 0,001 < 1us
2 S5 1276940 1255686 642911 232 23254 1.618 9397 9894  98.97 12724 0002 0001 0003 0002 <lus 0000 0,001 < 1us
3 55 5E3Z149 5725109 7902030420 106040  1.818 118765 1187.30 1187.65 152696 0002 0002 0003 0002 <ius 0000 <lus < 1lus
4 55 1214894 1192804 1646060520 22090 1,818 24740 24733 24741 31808 0002 0002 0003 0002 <ius <tus  <lus  <lus
5 55 155 163 152 342 157 521 628 zg21  1.6818 2379 2379  23.80 3058 0002 0002 0003 0002 <lus <lus  <lus < 1us
3 55 18212176 17881043 2324535590 331133 1,818 39736 39724 39736 51088 0002 0001 0003 0002 <ius 0000 0,001 < 1us
7 55 14585983 14320782 19762679160 265201  1.818  2970.25  2969.39 2970.26 381888 0002 0002 0003 0002 <ius 0000 <lus < 1lus
8 55 5216779 5121928 S244854272 94851 1,818 79220 79LSF 79220 101853 0002 0002 0003 0002 <ius 0000 <lus < 1lus
3 S5 1535124 1507212 771632 544 27912 1618 11879 11876 11878 15273 0002 0001 0003 0002 <lus 0000 0,001 < 1us
10 55 3434715 3372265 674 453 000 62450 1,618 10991  109.88 10891 141,31 0002 0001 0003 0002 <lus 0000 0,001 < 1us
11 55 3176550 3118794 405 443 220 57756 1818 69,31 69.29 69,31 8811 0002 0001 0003 0002 <ius 0000 0,001 < 1us
12 55 9085290 8920101 1159613130 165189  1.818  198.22 19817  198.23 25486 0002 0002 0003 0002 <ius 0000 <lus < 1lus
13 55 9844599 0665605  SE41891682 178994 1,818 89411 89385 89412 114956 0002 0001 0003 0002 <ius 0000 0,001 < 1us
14 55 27539785 27039059 16342406346 SO0726  1.818 250123  2S00.50  2501.23 321584 0002 0001 0003 0002 <ius 0000 0,001 < 1us
15 55 395 501 388 310 793 705 640 7191 1,818 11874 11871  11&74 15266 0,003 0002 0003 0003 <ius 0000 <lus < 1lus
16 55 1090764 1090764 658 606 880 0 0.000 9897 9894 9898 129060 0002 0002 0003 0002 <lus 0000 <lus < 1us
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Throughput (IR) Graph

& [“]Real-Time Display  Graph Duration | S

[ Clear ]|Deselect allLegends | | Hide Legend |[ Erint: ]|I:|5-IZI?-1B 17:19:39 | Gk

07/05)2018-17:01:43 Garaph Stark - (07/05/2018-17:19:57) Graph End - (07/05/2015-17:20:06)

.

07/05/2018-17:20:07

3,000,000

2,500,000

2,000,000 +

Mbps)

= 1,500,000 -

1,000,000

200,000

—— _______ ______ __ __ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ ___]
0,000

17iees7 17:19:59 1720001 1720005 17:20:06

Time
B ctreami P streamz B ctreams Streamd B streams B ctreams B stream? f

[{_-l 1] ] [ﬂ
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Frame Delay Variation — FDV Graph

'FOV Graph

J
04/02/2018-17:48:28 Graph Start - (04/02/2018-17:49:57) Graph End - (04/02/2018-17:50:56) 04/02/2018-17:52:21
(o |
i |

10,0000

g,0000 —

&,0000 —

FO'V (ms)

4,0000 —

2.0000

0.000aa S
17:49:57 17:50:11 17:50:26 17:50041 17:50056
Time
W streaml [ Wstreamz Wctream3 Skreamd Wstreams [v] Wstreams B stream? B s5treams B Stream? : Et‘j

[i] 1l - | |l]
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Frame Transfer Delay — FTD Graph

FTD Graph

& [“]Real-Time Display  Graph Duration 1|:| zec

M [ Clear | |Deselect allLegends | | Hide Legend | [ print |

04/02/2018-17:48:25 araph Start - (04/02/2018-17:50:13) Graph End - (04/02/2018-17:50:22) 04/02/2018-17:50:23

Ea
i

500,000

400,000 -
£ 300,000 -
Q
=
[T

200,000

100,000

0.000
17:50:13 17:50:15 1750017 17:50:19 175022
Time
Wstreamt W streamz B streams Streans [ streams Wstreams Bstream? B =treams Wstreama Eﬂ
£ >

i | [
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Report Generation in PDF and CSV Format

o GL

Communications

= Testpdf - Adobe Reader = =
File Edit ‘iew ‘Window Help *
BEE8E|® [N e0® > HBE |50 2| commm | s
~
Expert Analyzer
Stream - 16 Configuration
[ Framesze - 0
Framesize Type: Fixed . 118
SreubE Port: Home Insert Wiewy Dewel Add-ins @ Tell me.. Paarnima 25}13“’:
Framesizes: Dst UDP Port: 21§
700 H ©- @
Payload: 12-34 [13 - Fe
A B c D E : G H | ] K L M
Layer:  UDP B, | ctreom  TxFrames RxFrames RxBytes  IR(Min) IR(Max] IR(Avg) FTD(Min) FTD{Max) FTD(Avg) FOV(Min) FDW(Max) FDW(&vg)
10 2
e 3 |Streaml 67087646 RTOSTRAE 5232836388 455.876 1007.8e6 392,351 0.001 0,002 0,002 0.000004 0.000004 0.000004
Src MAC Address: 00-21-c2-00-23-93 RateUnit: M9 |Stream2 432739 432739 56236070 4.5 9,93 9,798 0.001 0,002 0,002 0.000021 0.000022 0.000021
Dest MAC Address: 18-1B-18-18-13-18 5 |Stream3 298307 299307 156312868 11.25 24,88 24,4385 0.001 0.002 0,002 0.000026 0.000027 0.000027
Len/Type: 08-00 I & |Streamd 11971 11971 5272804 0.453 0,997 0,983 0.001 0.002 0,002 0.000508 0.000533 0.000528
7 |Streams 6148 6148 5357032 0.455 0,995 0,978 0.002 0.002 0.002 0.000006 0.000008 O0.000007
T wan | SrcIPv4 Address: 192 g |Streame | 17378151 17378151 2253159630 180,748 399,604 393,468 0.001 0.002 0.002 0.000004 0.000005 O0.000004
Subnet Mask : 259 O |Stream7 1358124 135124 191931120 13,507  29.83% 29.4 0.002 0,002 0,002 0.000004 0.000005 O0.000005
VLAN C Tag: Disabled Default Gateway: 192 10 |Streams 4977350 4977550 3097011200 360,322 796,614 784,387 0.002 0,002 0,002 0.000005 0.000005 0.000005
VLAN Type: - VLANID: - Dest IPv4 Address 193 11 |Stream3 1464318 1484318 745833216 54,021 119436 117604 0.001 0,002 0,002  0.00001 0.00001  0.00001
VLAN S Tag: Protocol: 17| 12 |Streamld 118093 118093 23618600 1.8 3,983 3,922 0.001 0,002 0,002 0.00003%  0.00004 0.000039
VLAN Type: 88-aé VLANID: 13 13 |Stream1l 302998 302998 39389740 3,151 £.968 £.86 0.001 0.002 0,002 0.000027 0.000028 0.000028
14 |Stream12 389546 389546 50640980 4,051 8.957 B.82 0.001 0.002 0,002 0.000025 0.000025 0.000025
o O Report 15 [Stream13 1081929 1081929 432771600 31.51 £9.66 68,59 0.001 0.002 0,002 0.000012 0.000013 0.000012
n epol —
16 |Streaml4 834741 834741 626035730 44,568 98,535 97.019 0.002 0,002 0,002 0.000014 0.000015 O0.000014
17 |Streaml3 18118 18118 12682600 0.904 1,999 1,989 0.002 0,002 0,002 0.000133  0.00014 0.000137
18 |Streamle 3039 3039 6341300 0,449 1.002 0,985 0.002 0,002 0,002 0.000318 0.000326 0.000322
19
Test.csv ® 1 3
Ready H mo- | + 100
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PacketExpert™ 1G
ExpertTCP™ Client
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ExpertTCP™ (RFC-6349 Testing)

>

Multi-stream TCP

> = S &

-—

Network under Test

T //

Multi-stream TCP

PacketExpert™ 1G
ExpertTCP™ Server
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¥ GL. PacketExpert10GX

File WView System Windows Help

ExpertTCP™ Main Screen

l:‘ % |:||:| EE ? x ;Applimﬁon: |E)q:|ertTCP(Be13}

= ExpertTCP
=B Config

- Remote

- InterfaceLocal (Portl)

- Interface-Remote(Port1)

- Network Setup

- TCP Setup

Setup

(=) Results
- Overall Status

- Path MTU Results

- Bazeline RTT Results

- Test Parameter Summary

- Overall Results

- RTT Results

- Throughput Results

- Statistics

- Final Results

= Graph

! Throughput
ThroughputysRTT

- ThroughputVsRetransmitted
- Port Statistics-Local (Port1)

- Port Statistics-Remote (Port1)

- Reports

Start

Ready

| Interface - Local (Portl) N TCP Setup |

Details
Hardware MAC address
00-21-C2-00-2C-81 |

Status
Link &

Interface Type | Optical
Auto-Negotiation I:I
Status
et
Duplex Mode | Fyj| Duplex
Flow Control | Enabled

Settings

Interface Type Electrical

Link Speed | 1000Mbps

1111

Client

Network

(Local)

MAC Address
[Juser Defined

00-21-c2-00-2c-81 |

IF Address

IP Address | 192 . 168 . 1 .111
Subrmet Mask | 255 . 255,255 . 0
Default Gateway | 192 . 168 . 1 . 1

Under Test

Link Type
(%) Symmetrical () Asymmetrical

Upstream CIR. | 1000.00  |Mhps
Downstream CIR | 1000.00  |Mbps

I

|Network Setup |

~

Mo of TCP Connection E =
TCP Port Configuration (¥ Automatic () Manual

TCP Connection Mo. Client Port Server Port

1 5000 2000 3

2 5001 8001 1

3 5002 5002

4 5003 5003

5 5004 5004

] 5005 65005

7 5006 5006

3 5007 5007

9 5008 6008

10 5009 6009

11 5010 6010

12 5011 8011

Test Setup

Direction

@Upstream T ODownst'eam ¢ OUpstream and Downstream T¢
==

Transfer Size | 12500.000

Test Selection
Run Throughput Test
Run Path MTU Test

Upstream MTU Bytes
Downstream MTU Bytes

Run Baseline RTT Test

Upstream RTT
Downstream RTT msec

i |

oaL
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Network Setup
All settings configured locally on the client side

Remote X

Remote Server IP Address | 192 , 168 , 1

o GL

Communications

= i [= O d )

Status

Connected \ O

Interface - Remote(Portl)

Details

Hardware MAC address
00-21-C2-00-2C-81 |

Status
Link 4

Interface Type | Optical
Auto-Megotiation |:|
Status
=
Duplex Mode | Fyll Duplex
Flow Control | Enabled

Settings

Interface Type | Cptical

Link Speed | 10000Mbps

Details

Hardware MAC address
00-21-C2-00-2D-11 |

Status
Link 4

Interface Type | Optical
Auto-Megotiation |:|
Status
=
Duplex Mode | Fyll Duplex
Flow Control | Enabled

Settings

Interface Type | Cptical

Link Speed | 10000Mbps
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Status and Results

Overall Status

Path MTU results Test Parameter Summary

Upstream | Downstream |

v e

Test Status | Done ’ 4
Current Direction | - ‘
Current Test| rggt Status Result
Path MTU (Upstream) v
Baseline RTT (Upstream) | v
Throughput (Upstream) 4 v
TCP Connection Status:
Connection No. Source Port Destination Port Status
0 5000 6000 Connection Closed

oaL

Communications

Baseline RTT Results
Upstream | Downstream |

Trial Duration | 81

Average RTT | 50.018 msec
Minimum RTT | 50.015 msec

Maximum RTT | 50.040 msec

L

Baseline RTT Value Selected | 50.015 msec

Upstream ~Downstr_veaml

Baseline RTl" 50.015

l msec

Calaulated BDP\ 625.190

l KBytes

TCP Wlndowl 65535

l Bytes

Path MTU| 1500

l Bytes

MSS Used] 1448

‘ Bytes

No of TCP Connection ] 1

Transfer Size | 100.000

| MBytes
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Statistics and Periodic Results

Statistics are updated every second and includes -
« TCP Transmitted Frames/Bytes
 TCP Retransmitted Frames/Bytes

* Retransmitted Bytes Percentage

Throughput and RTT values are calculated
every second and displayed. Minimum,

Maximum and Average Values are displayed

o GL

Communications

‘ Upstream Downstream |
| TCP Connection1 ]

- Statistics N Values
Time(secs) 78
Tx Frames 285306
Tx Bytes 100000000
Retransmitted Frames 0
Retransmitted Bytes 0
Retransmitted Frames % 0.0000

Throughput Resuls T —

‘~Upstream |m |

iTCP Connection1 |3

Average Throughput 10.37

: Mbps

Minimum Throughput \ 9.15

Maximum Throughput : 10.80

1 Mbps

'Mbps

, Upstream 'lm [

[TcP Comnectiont. [

Average RTF 50.018 \msec

Minimum RTT | 50.008 msec

Maximum RTT| 50.052 ‘ msec
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Final Results

ideal Throughput - the maximum possible TCP

throughput for the given CIR

| Upstream ‘Downstreamf
Ideal Transfer Time - the time taken to transfer the
test data size at the ideal throughput Throughput

Actual Throughput : 10.371 Mbps
TCP Transfer Time Ratio - Measure of how much
Actual transfer time is greater than the Ideal
transfer time

Ideal Throughput : 94. 143 Mbps

Transfer Time

Actual Transfer Time : 77. 136 seconds TCP Transfer Time Ratio

TCP Efficiency - measure of the number of RO
Transmitted bytes compared to the retransmitted Ideal Transfer Time :8.498 seconds '
bytes

TCP Metrics

Buffer Delay - measure of how much the RTT
increases during the actual TCP Throughput test
compared to the Baseline RTT Buffer Delay : 0.006 %

TCP Efficency : 100.000 %

o GL
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Simulate Real-World IP Network
Impairments, Delay, Errors, Loss, Optical, Electrical



Overview
How does GL simulate real-world IP Networks? What is GL’s IPNetSim?

» Lab Testing Solution - application and automation » Real-world network conditions by imposing impairments
« Emulate Full Duplex 1 Gbps and 10 Gbps networks * Multiple streams independently configured

Stream 1 (100 Mbps) A Throttling

Stream 2 (500 Mbps) Reordering

 Stream 3 (1000 Mbps) ! Duplication
1
1
1

Stream N (10Gbps) Delay, Error, Loss

Head Office

Datacenter

Multi-stream WAN
Llnk Emulation

E
o

i
(

Single WAN
Link Emulation

DATA

o GL

Communications



Application Overview

Datacenter

« Test Enterprise and Individual-level applications...
» Audio and video streaming (VolIP, IMS, HDT,
IPTV)
» Storage services (Critical Data Access) N\ oy
» Cloud and web services Head Office
» FTP/HTTP

WAN IP Link Emulator

SESE:ss szz: Multi-Stream

Branch Office

« Simulate backhaul network
» Static and dynamic networks
» Satellite + other long delay networks

» Test Quality of Service (QoS) and Quality of
Experience (QoE)

PacketExpert™ 10GX

» Evaluate the stability of network devices (switches,
VoIP Phones, VolP PBXs, Set-top boxes and VoD
Servers

o GL
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Port 1

P1

S

Stream Definition

(MAC, VLAN, MPLS, IP, UDP)

-

A4

Ex: Dst MAC Addr

A4

2 ]

Ex: VLAN ID

\ & 4

| 1 |
Ex: ANY

s Stream Definition ‘16’

N

Stream” Overview

WAN Emulation

Port 2

Stream 1

Stream 2

Throttling
Reordering

Duplication

Delay
Error
Loss
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Define Streams in Packet Mode

I Stream Definition | WAN Emulation Parameters | Scheduler

P1->P2

Filter Mode
(%) PacketMode () Raw Mode

[?]Mac  [w]vLan  [w]MPLs  [#]IP  [JuCP

Layer (Click to edit) Layer Summary
MAC 00-00-00-00-01-01 - 00-00-00-00-01-02, Len,Type = XX-XX
VLAM VLAMId =0 , VLAMN Stack = 1
MPLS MPLS Label =0 , MPLS Stack = 1
192,168.1.11 - 192.168.1.16 —=> 192.168.2.11 - 192.168.2.16

&ipva 1Pve

Source IP Address

{()Fixed (3)Range () Any

Frum|192.168. 1,11 |Tu |192.168. 1 .16

Destingtion IP Address
(#Fixed (Range () Any

IP Address |192.168. 2 .11 |

o GL
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Define Streams in Raw Mode

| Stream Definition |"I|I|I"A.N Emulation Parameters | Scheduler

P1->P2

Filter Mode
{PacketMode (*)Raw Mode  Offset | 26

Bytes ﬂBYtE5|u|1|z|3|4|5|s|?
Byte 0-7
Byte 8-15 = value |uu |uu |uu |uu |Dl |u:_ |DD |DD
Byte 16-23
Byte 24-31 Mask |FF [FF |FF |FF |FF |FF [FF |FF
Byte 32-39

Byte 48-55 |+

$low |B]

Bytes Value Mask

0-7 00 0o 00 0O 01 02 OO OO FF FF FF FF FF FF FF FF
3-15 00 Qo 00 00 Q0 00 OO0 00 00 Q0 00 00 00 00 Q0 Qo

15-23 00 OO ©0 Q0 00 OO0 OO0 00 OO0 00 Q0O OQ Q0 0O o0 0o
24-31 00 00 ©O0 00 00 00 00 00 OO0 00 0O 00 00 0O o0 00
32-39 00 OO 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00
40-47 Q0 00 Q0 00 00 00 00 00 00 00 Q0 Q0 00 00 00 o0
43-55 00 OO ©0 Q0 00 OO0 OO0 00 OO0 00 Q0O OQ Q0 0O o0 0o
a6-63 00 00 OO0 00 00 OO0 00 00 OO0 00 0O 00 00 0O OO 00
o4-71 00 OO 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00
F2-13 00 OO ©0 Q0 00 OO0 OO0 00 OO0 00 Q0O OQ Q0 0O o0 0o
a0-87 00 OO ©0 00 00 OO0 OO 00 OO0 00 Q0O OQ Q0 Q0O o0 0o
88-95 00 OO 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00
95-103 00 00 Q0 OO0 OO0 OO0 OO 00 Q0 00 Q0 Q0 00 00 00 o0
104-111 00 00 00 00 QO OO OO0 QO QO 00 00 0O 00 OO0 OO O
112-119 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 OO oo

o GL
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Traffic Bandwidth

Stream Definition | WAMN Emulation Parameters | 5cheduler

» Traffic which exceeds the stated rate is silently dropped
» UDP Applications will experience data loss
» TCP Applications should adapt via congestion-

avoidance algorithms

« Simulate WAN Applications where Traffic Policing
Policies may be in effect, i.e. Service Level

Agreements between Provider and Customer

o GL

Communications

WAN Stream Type () Symmetrical (%) Asymmetrical

Parameters |p1->P2 P2->P1
Traffic Bandwidth 10000,00 Mbps 10000.00 Mbps
Latency MNone Mone
Packet Loss Mone Maone
Packet Reordering Mone Maone
Packet Duplication Mone Maone
Logic Error Insertion MNone Mone
P1->P2 P2->P1
Traffic Bandwidth Traffic Bandwidth
10000.000000 Mbps || 10000.000000 Mbps ||
- p— = = == & - = = = Max Rate
W
- - -\ - Max Rate >
» Time 8
i:&p% ‘
————— — - —jm=g - - - Max Rate
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Apply Static Delay, or a Uniform or Exponential distribution between a minimum and maximum

Latency / Jitter

Delay a packet up to 8000 ms in 1ms increments

Stream Definition | WAN Emulation Parameters | Scheduler

WaN Stream Type ) Symmetrical (%) Asymmetrical

Parameters |p1->P2 p2->P1

Traffic Bandwidth 10000.00 Mbps 10000,00 Mbps

Uniform, 0.000 msec - 500,000 msec Single Delay, 100.000 msec

Packet Loss Maone Mone

Packet Reardering Mone Mone

Packet Duplication Mone Mone

Loqgic Error Insertion Mone Mone

P1->P2 P2->P1
Latency Latency
() Single Delay Min | 0.000 msec [V] @ single Delay Mini| 100.000 MSEC [v]
(¥} Uniform Distribution Max| 500,000 msec [v] ") Uniform Distribution Max| 500000000 LSEr
{1 Random Exponential Distribution ") Random Exponential Distribution

69



o GL

Communications

Reorder 1 out of every X packets

Packet Reordering

Stieam Definition | WAN Emulation Parameters | Scheduler

WaN Stream Type () Symmetrical (5 Asymmetrical

Set a minimum time in ms to hold the reordered
packet
Set a maximum time in ms to hold the reordered

packet

Parameters |p1->P2 p2-P1

Traffic Bandwidth 1000000 Mbps 10000,00 Mbps

Latency Unifarm, 0,000 msec - 500,000 msec Single Delay, 100,000 msec
Packet Loss 10,000 % 20,000 %%

Packet Duplication Mone Mone

Logic Error Insertion Mone Mone

P1-»P2 P2->P1

Packet Reordering

(% Periodic () Random

Packet Reordering

(%) Periodic () Random

Reorder 1 packet out of | 10 packets Reorder 1 packet out of | 20
Delay Offset Delay Offset
() Time () Frames (3 Time () Frames
Min | O ms Max| 10 ms Min | O ms Max| 20

packets

ms
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Software Specification

Stream Definition
» Hardware wire-speed filters (up to 16 links)
» Packet Mode (field headers)
» Raw Mode (bit level)
Parameters
* IP Source and Destination Address Range
UDP Source and Destination Port Range
MAC Addresses
VLAN ID
MPLS Label

-NA-

WAN Emulation Parameters
» Bandwidth control — 1 Kbps up to 10 Gbps
Latency/Delay

» 0 milliseconds up to 1.25 seconds (1250 msec) per stream
(for 1Gbps link)

» 0 milliseconds up to 0.5 seconds (500 msec) per stream (for
10 Gbps link)

» single delay, uniform, random distributions
Packet Loss Rate - 0-100%
Packet Reordering Rate - 0-100% with Delay range of up to 2 seconds
Packet Duplication Rate - 0 - 100%
Logic Error Insertion Rate - 10™ to 10™
Maximum Frame Size Supported — 2048 bytes

WAN Emulation Parameters
« Bandwidth control - 10 Kbps up to 1000 Mbps
Latency/Delay

» 0 milliseconds to 8 seconds (8000 milliseconds) (for 1G/10 Gbps
link)

» single delay, uniform, random distributions
» Congestion Emulation with Background traffic (% of total bandwidth)
» Link Utilization Rate —0 — 100%
» Burst Size - 64 — 1,000,000 bytes
» Packet Loss Rate - 0—-100%
+ Packet Reordering Rate - 0-100% with Delay range of up to 8 seconds
» Packet Duplication Rate - 0 - 100%
- Logic Error Insertion Rate - 10" to 107
- FCS Error insertion Rate - 10" to 10™
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Wirespeed Ethernet Packet Capture and Playback
with Hardware Filtering
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Wire-Speed Record/Playback

Network A

J
192.168.1.xxx \

_

Network B

192.168.10.xxx ) '

= 7—/ V

Network C

/ =
192.168.20.xxx ‘_*
o & | Switch |

DAT, HDL,
PCAP, PCAPNG

USB 2.0

Network D

5’7 )
Switch 192.168.30.xxx
10/1 Gbps _
Packet Capture backbone Packet Capture
Network E
- 4—: J
: = L ’ 192.168.40.xxx
- Wi
I I
Packet Playback : : Packet Playback
Network F

-— /
’ 192.168.50.xxx i
g

Al A
I 1
| |

Offline Packet Analyzer
(GL’s PacketScan™, Wireshark®)

o GL

Communications

Tap
S AL IR Filter
jj | R | | 1 - ) Aggregate

Pat Exp;avrtv'ﬂ'rvr'i Harawa re Unit _ _
Following modules are supported in Record/Playback:
» Record Only mode

» Playback Only mode
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] UsB3.0
DAT, HDL, Bl = = = =
PCAP, PCAPNG Stream 182

Offline Packet Analyzer
(GL's PacketScan™, Wireshark®)

- e e ey

oaL

Communications

Working Principle

Aggregation

INTERNAL

MEMORY

<«---€---

Stream 1

€ - - - <~ - -

Stream 2

Filtering
L3/ L4/ Payl
Filters

L3/ 14/ Payl
Filters

o]

o
](

il
-

\ Network traffic
On 10G Ports 1 &2

> 1G Electrical/Optical
Ports 1 & 2
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Wirespeed Packet Filters and Triggers

e ————— |

Port Selection |Port 1 ]
[¥]Enable
# Filter Name Cinor
1 Filter1 Filter Selection Filters -~
2 Fiter2 = @ Layers [Z]Enable RAW Mode i
3 :::::: + @ mac RAW Mode
M F‘I + @ VLAN Layer Offset| 0
iters
6 Filters + gms Layer _— — |
7 Fiter7 @ Bytes | value
8 Filters = @ uop 0-7 00 0000 00 01 0100 00 FF FF FF FF FF FF FF 00
3 Fitero s @& TP ® 515 00 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00
10 Fitert0 + @ Fromesze 1623 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
. 11 Fiter11 v 2431 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
N k 16 Fl|terS eaCh Of 12 Fiteri2 B W RAW Mode 323 0000 00 00 00 00 00 00 0O 00 00 00 00 00 00 00
e Wor 13 Fiter13 ¥ RAW Mode 40-47 00 00 00 00 00 00 00 00 0O 0O 00 00 00 00 00 00
4 14 Filter13 4855 000000 00 00 00 0D 00 00 0O 0O 00 0O 00 00 0O
120 b tes Ien h 15 Filter15 5663 00 00 00 00 00 00 00 00 00 0O 00 00 00 00 00 0O
7 y 16 Filter1s 6471 00 00D 00 00 00 00 0D 00 0O 00 00 00 00 00 00 00
_— 7279 00 00 00 00 00 00 00 00 00 0O 00 00 0O 00 00 0O
8087 00 00D 00 00 00 00 0D 00 00 00 00 00 00 00 00 00 v
< [>

» Filter packets and record only packets of interest

« Capture simultaneously on 2 ports with 120 bytes deep filter per port (for record application) and set filter on any one
of the ports or all ports

» Packet filtering can be based on all Layer 2 (Ethernet), Layer 3 (IP) Layer 4 (UDP/TCP) Headers
« Upto 16 filters can be defined per port. Each filter is up to 120 bytes wide

« Filter can be set to each bit in the packet (Raw mode) or each field (Packet Mode)

« Generates a trigger (1 Microsecond pulse) for each packet that passes the filter

« Filter on various header fields like Source/Destination MAC Address, VLAN Id, MPLS Label, Source/Destination Ipv4
Address, Source/Destination UDP ports

o GL
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Capture Traffic of Interest

—~
Stream 1 () 1 Gbps
Stream 2 O 6 Gbps
1 Gbps
Stream 16 7 Gbps Stream 1
T _

Total Traffic

DAT, HDL,
PCAP, PCAPNG

The network traffic containing n streams of varying data rate is filtered at the PacketExpert™ hardware as per the

filter settings. The overall transmit rate is limited to the USB 2.0 transfer rate.

Transmit rate can go up to 350 Mbps depending on the host PC configuration.

o GL

Communications
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PacketBroker™ — Passive Ethernet Tap

o GL

Communications
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PacketBroker™ in Network

Pass-through Packets
Filter Packets
Aggregate Filter Packets
Modify Packets

Drop Filtered Packets
Trigger TTL Pulses

TRGGER VO "‘ }‘3%‘Q
5‘°__ ﬁ‘j

TTL Signals

DAT, HDL, PCAP, PCAPNG

TS VYLD Oscilloscope

Real-time/Offline Packet Analyzer

/8



Packet Tap, Filter, Modification, and Output

Filtering Tap 1G
~
. t1
== - - l Filters l( )[P"r ](:)
|
: Original
: e Ethernet Packets
: 1G
- - Filters 1€
. ~< l l )[ Port 2]‘:)
b
vy
b
|
I
: I Packet 106
—-:—)—— Modifier “——)————[POVU}'——'I -
]
: \
I
From
: Pack e 16+ Portl Filtered & Modified
ac et >_ lnere odile
-—) - 3 . [PortZ}-———| Packets
> [ Modlfler} v
From

‘Q, GL 1G : Port2 )
nications

Communi



PacketBroker 10G mode

1G
Packet
- —— = -——p———— Portl]‘-——1 )
| Modifier .
| v
1G From
| Packet 10G : Port1 > Filtered & Modified
| - = el PortZ}-———I Packets
I : Modifier
|
| I From
P 10G : Port2
| |
Lo Filtering Tap 10G
: ~
- pornij
Port 1
- - :— (- - l Filters l( h
: Original
: > Ethernet Packets
! 10G
- € - Filters
l )[ Port 2]‘:
Y,

o GL
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Filtering with TTL Generation

1G
Packet
I Modifier > I
|
\
I
1G From . o
I . Filtered & Modified
1 - = Packet Tl {Port 2}. _102 '_P(:m s Packets
P! Modifier v
- TTLl €— !
| I From
TTL2 €= I I 10G : Port2 )
TS <—f : : Filtering Tap 10G
e < : : )r Port 1 a
TS €— """--"—:"(--- Filters < 3 l<—
TTL M6 €— User Defined I
: < Filter to TTL Original
Triggers T ! g : > Ethernet Packets
s <l Mapping : 10G
r-———-—-—-(—- Filters 1€ i
IERE o >} Port 2
TTL10 €— ol
TTL1]
~ TTL12

O GL 81
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Aggregation

1G
== —mm e m e — - — - >» - - Packet r e == e - - - - - : N
A Port 1 o
| jm———m—mmmmm————r == >»- - Modifier 4--»---- I
|
l : 16 Aggn;gate 1¥afﬁc from
10G : Port1 and 10G : Port 2
I . g
: I Packet >  Filtered & Modified
I |———)—- Y — — = — — = — Port 2 --= Packets
I Modifier
| [ 1 \ 4
| 1 From
: : I 10G : Port2 y
| . .
: : I Filtering Tap 10G
- | \
(N Aggregation ) )[P t 1]_’
A geree .--—-—:-——(—— Filters R o
| I . .
l INTERNAL I Original
| MEMORY I > Ethernet Packets
I _d | (BB DDR3 RAM) I . 10G
-—-——-fr—-—-—-- - - Filters 1€
> Port 2
J

o GL
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Filter Configuration Menu

Basic Mode Filtering

S — —_——

T CUPackittxpert - PackatDroker - Untitted

Pa er (Filter Mode
- 355 1Y OUQh POrts

= 10G:Port 1
® Interface

Fiter Confg |

Filter Setup

Packet Modifier Field Config

Port Statistics
10G:Port 2
@ Intertace

Fiiter Config |

Filter Setup

Packet Modifier Field Config

Port Statistics
Packet Modifier Config
=] Qutput Ports
1G:Port 1
@ Interface

Port Statistics
1G:Port 2
@ Interface

Port Statistics

i

u

i

I Start J

CCELLE

Group Mode Filtering

GL PacketExpert - PacketBroker - Untitled

File V¥ew ‘Windows Help
Appkcation: PacketBroker -id
IEl-- PacEetBruEeriEruup Muﬂei I

|_:_|..

=

Pass Through Ports
10G:Port 1
- @ Interface
| Filter Config |
iaraup Config
Filter Setup
Packet Modifier Field Config
Port Statistics
10G:Port 2
- i} Intertace
~-|" Filter Config |
iaroup Config
Filter Setup
Packet Modifier Field Config
Port Statistics
Packet Modifier Config
Output Ports
1G:Part 1
& Interface
" Port Statistics
1G:Port 2
@ Interface
i Port Statistics

Start |
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Filter Configuration

Packet Mode Filtering

Port Selection | 10G:Port 1 .

# | Filter Name

Filter 1 N
Filter2

Filter3

Filter4

Filter5

Filters

Filter7

Filters >
Filterd

Filter 10
Filter 11
Filter 12
Filter 13
Filter 14
Filter 15
Fiter16 _J

| 6 Filters

Grromoee®Nonswn

Packet L Header fields

acket Layers

[InoT 4 Y

Filter Selection / Filters
= &% Layers Enable TCP Source Port
¥ MAC
# VLAM Layer TCP Source Port
¥ MPLS Layer ) Fived (%) Range
¥ 1P
« UDP From | == | 2000 | To | 3000
= W TCP
" TCP Source Port
" TCP Destination Port

@ Framesize
@ RAW Mode
Layer | Layer Summary )
MALC Src MAC = 00-00-00-00-01-02, Dst MAC = 00-00-00-00-01-03, Len/Type = Pac ket
VLAM VLAM Id = 12 , VLAN Priority =0-7
MPLS MPLS Label = 0 - 1048575 > Layer
IPv4 SrcIP = 192.168.1.11, Dst IP = 192.168.1.12, TOS = 0, Protocol = X
LDP Src UDP Part = 400 - 600, Dst UDP Port = 5500 - 5000 Summary
TCP Src TCP Port = 2000 - 3000, Dst TCP Port = 2123 )
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Filter Config

Filter Configuration

Raw Mode Filtering

Port Selection | 10G:Port 1 .

# | Filter Mame

Filtert )
Filter2

Filter3

Filter4

Filters

Filters

Filter7

Filters >
Filterg

Filter 10
Filter 11
Filter 12
Filter 13
Filter 14
Filter 15
Fiteris ~ _J

| 6 Filters

A

ﬂaﬁiﬁmﬁsmmﬂmm-&wml—l\

Offset
Cnot (0 - 15999)
Filter Selection Filters [ﬁ]
= @ Layers [¥]Enable RAW Maode
W MAC RAW Mode
W VLAN Layer Offset
W MPLS Layer -
¥ P Bytes | value | Mask |
% ¥ UDP 0-7 00 0D 0O 00 O1 02 00 00 FF FF FF FF FF FF 00 00 | |=
v TCP > 8-15 00 0D 0O 00 OO OD OO OO 00 OO OO OO0 00 00 00 00
o Framesize 16-23 00 00 00 00 OO OD OO OO 00 OO OO OO 00 00 00 00 120 B
s 24-31 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00 0O OO £ ytes
oge
<|32-39 00 00 00 0D 00 00 00 00 00 00 00 00 00 00 00 00 »p.
40-47 D0 0D 0O 00 OO OD OO OO 00 OO OO OO0 00 00 00 00 Raw Data/Mask
43-55 00 00 00 00 OO OD OO OO 00 OO OO OO 00 00 00 00 ytes
56-53 D0 0D 0O 00 OO OD OO OO 0O OO OO OO0 00 00 00 00
64-71 00 0D 0O 00 OO OD OO0 OO 00 OO OO OO0 00 00 00 00
72-79 D0 0D 0O 00 OO OD OO OO 00 OO OO OO0 00 00 00 00
B0-87 00 00 00 00 00 00 00 00 0D 00 00 00 00 00 00 00) (¥
&l | &)
Layer |Lam’3.ma‘r
MAC Src MAC = 00-00-00-00-01-02, Dst MAC = 00-00-00-00-01-03, Len/Type =
VLAN VLANId = 12 , VLAN Priority =0 - 7
MPLS MPLS Label = 0 - 1048575
IPy4 SrcIP = 192.168.1.11, Dst IP = 192,168.1.12, TOS = 0, Protocol = X
UDP Src UDP Port = 400 - 600, Dst UDP Port = 5500 - 5000
[i] 1 |

o GL
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Group Mode Filter configuration

Port Selection | 10G:Port 1 [v]
« PacketBroker™ includes an option to group the o Confa .
%  Group Name = []Fiters Summary
Configured ﬁlterS éﬂ E::E:i (Filter 1 & FilterS & Filter6 & Filter 10 & Filter 12)
; Sroup3 D Filter 3 .
g ggﬂﬁg [Filters Operation
. .. . &  Groupé [#]Filter5 (&) AND
« Any number of individual filters can be selected to form a 7 o Bl Ocr
H 13 ” (13 ”» : G;EEDQ D Filterd
group. Using “AND” and “OR” operators and any i Gar Dk
roup
13 Groupl3 [Filter11
combination of filter groups can be created 15 Gaps =
16  Groupls D Filter 14
- [z ] [oeeie] [gea ] Elrie e
« The muiltiple filter Groups created can be further grouped Il ]
Hide Super Group
to form Super Groups using “AND” or “OR” operators |
= Liper Lroul ame GI.UUD Selection Lmmary
i gsuppergfoupzN = DL(IEDS " 5
. . . . Lpertaroup. w'| GroL
- The result of all the filters within the group is taken and : Srmennt Heor? | Emetiemee )
5 SuperGroups Group4 peration
. « y “ I . . 6  SuperGroups rou ©
either “OR”ed or “AND”ed and a final single Group result 7 Sopercron? Clgows .
8  SuperGroups G P? ®
9 SuperGroupd roup
- TRUE or FALSE is obtained TR T Clarors
E guﬁergm”ﬁg EGrouplD
Lpertarou Group11
3 S Doz
16  SuperGroupls 0 G::EEE ”
[]Group15
[ Add ] [ Delets ] ’ Clear ] [ Group1s

o GL
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Working Principle of Filter, Group and Super Group

Filter 1 — | NOT | _.‘FHF
L-—-——I mm
AND
_)| Group 1 ! — EALSE ™
: TRUE FALSE

Filera | —— m“TI —

— I F ol S ] FALSE
| Gmupl | : »|  Filter1 I - Dlml TI i

Group3

: | TRUE o] TP
: —:-| Filter 5 |— Disabled
| Packet |—> < _ |
; : NOT | TRUE

—®|  Filter 1 —— | Bisabled

»  Group 2 i

i E - ; FALSE MOT ] FELSE
: 3 Filter & ———

| Super E Q Disabled
Group 16 ; TRLE o
i . MOT FALSE
; Filter 5 hed | ——
| } aF
—)| Group 5 i — TRE

%/—"HH/;—”“'W—"

OGL
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Command Line Interface (CLI)
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MAPS™ CLI Client/Server Architecture

LAN Switches, Routers, Gateways,
MPLS networks

o~ s

System
ku nder Test

Ethernet/IP,
TCP, UDP

APl Users Multiple HD PacketExpert™ 10GX

| 1
Python, C#

¢ ¢ 4
R
- /A IA A\ . SN

- - — —

/ 4 \ SN
M L4 Y Y € ===———— Feature/Functional Testing = = = = =
m m m m < ________ Ethernet based SLA TeSting ________
- . - - C < T D €= mmmm-——-—— loadTesting = = = = = = = = = = = = =

* PacketExpert™ 10GX also supports Command line Interface (CLI) to access all the functionalities remotely such as Bert,
Loopback, RFC 2544, Record Playback, IPNetSim™, ExpertSAM™  PacketBroker™, and Multi Stream Traffic Generator

and Analyzer using Python, C# client APIs and MAPS™ CLI Client/Server architecture
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Working Principle of MAPS™ CLI

R /
\  MAPSCLI Comman d/ Responses over TCP/IP 1
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Working Principle of MAPS™ CLI

Server Command W Server Response
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5] File Edit
O = E

Cli MapsCLD (PacketExpert )

Wien

By x

MAPS™ CLI Server

LS|

[V View Latest Corrnand

2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
£014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
£014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
£014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01
2014-4-24 15:01

v37.799000 ¢
137903000 ¢
133013000
138.123000 ¢
135.231000 ¢
133, 344000
138.455000 ¢
135.564000 ;
133670000
138732000
135.520000 ;
133, 996000
139,105000
139.219000 ;
139,325000
139.435000
139.542000 ¢
139.760000
139872000
139.973000 ¢
140.087000 ¢
140, 199000
40.311000 ¢
v40.413000
140, 524000
40.633000 ¢
40.743000
140, 854000
140, 965000
41.074000 ;

UserEvent 2 "3etEnableMPLS"# "Direction"="Tx","EnableMPL3"="True", "PortIndex"=3;

UzerEvent 2 "SetMPLSMUmStacks"# "Direction"="Tx", "MumMPL3Stacks"=3, "PortIndex"=3;

UserEvent 2 "SekMPLSParameters"# "Direction"="Tx","MPLSCos"=1,"MPLSLabel"=12000,"MPLSStackId =0, "MPLSTTL =128, "PortIndex"=3;
UserEvent 2 "SetMPLSParameters"# "Direction”="Tx","MPLSCos"=2, "MPLSLabel"=13000,"MPLSStackId =1, "MPLSTTL"=128, "PortIndex"=3;
UzerEvent 2 "3etMPLSParameters”# "Direction"="Tx", "MPLSCos"=3, "MPLSLabel"=14000, "MPLSStackId" =2, "MPLSTTL =128, "PortIndex"=3;

» UserEvent 2 "SetSourcelPvdAddress"# "Direction"="Tx", "PortIndex"=3,"SourcelPv4Address"="192, 163, 1,33";

UserEvent 2 "SetEnablelnterfacelPv4Address"# "Direction”="Tx","Enablelnterf acelPw4Address"="True", "PortIndex"=3;
UzerEvent 2 "JetDestinationIPv4Address"# "DestinationIPyv4Address"="192,165,1.22", "Direction"="Tx", "Port Inde:x"'=3;
UserEvent 2 "SetTOSDE"# "Direckion"="Tx","PortIndex"=3,"TO505"=0,

UserEvent 2 "SetIPTTL"# "Direction"="Tx", "PartIndex"=3,"TTL"=128;

UserEvent 2 "SetIPProtocol"s "Direction"="T=","PortIndex"=3, "Protocal'=17;

serEvent 2 "EnablelFIdentificationInce”# “Direckion"="Tx","EnableIPIdentification"="True", "PortIndex"=3;

i UserEvent 2 "EnableIPChecksumCompute"# "Direction”="Tx", "EnableIPChecksum"="True", "PortIndex"=3;

UserEvent 2 "3etIPIdentification# "Direction"="Tx","IPIdentification"="00-00", "PortIndex"=3;

UserEvent 2 "SekIPChecksum®# "Direction"="Tx","IPChecksum"="00-00", "PortIndex"=3;

UserEvent 2 "SetSourcelDPPort"# "Direction="Tx","PortIndex"=3,"Source UDPPort"=30001;

UserEvent 2 "setDestination JDPPort"# "DestinationUDPPort"=20001, "Direction="Tx", "PortInde:x"=3;
U=erEvent 2 "EnablelDPChecksumCompute”# "Direckion"="Tx%","EnableUDPChecksum"="True", "PaortInde:x"=3;
UserEvent 2 "SetUDPChecksum"# "Direction"="Tx", "PortIndex"=3, "UDPChecksum"="00-00"

UserEvent 2 "3etEnablesequenceMumber”# "Direction"="Tx","EnableSequencetum"="True", "PortIndex"=3;
UszerEvent 2 "3etEnablelnvertPattern”# "Direction"="Tx","EnablelnvertPattern'="False", "PortIndex"=3;

» UserEvent 2 "SetPRESPatternType"# "Direction"="Tx","PRESPatternType"="2"9-1","PortIndex"=3;

UserEvent 2 "3etTxFramesize"# "Direction"="Tx","PortIndex"=3,"TxFramesize"=1513;

» UserEvent 2 "SetRake"# "Direction"="Tx", "PortIndex"=3,"Rate"=100;

serEvent 2 "SekRatelnit"# "Direction"="Tx","PortIndex"=3, "Ratelnit"="Percentags";
UserEvent 2 "Getlayer"# "Direction"="T", "PortIndex"=3;

UserEvent 2 "aetSourceMA”address"# "Direction”="Tx", "PortInde:x"=3;

UserEvent 2 "IsInterfaceMAyCAddressEnabled"# "Direction"="Tx","PortIndex"=3;
UserEvent 2 "GetDestinationMACaddress"# "Direction”="Tx", "PortIndex"=3;
UserEvent 2 "aetEthernetLenType"# "Direction”="Tx", "PortIndex"=3;
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Python Client and Scripting

The Python Client consists of following components:

Python API scripts, that provide High Level APIs, using
which all the PacketExpert™ functionalities are accessible

to the users

These APIs in turn use a low level library to communicate

with the PacketExpert™ MAPS™ server

APIs
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Python Client
[ & *Python 3.6.7rc2 Shell*

File Edit Shell Debug Options Window Help

RESTART: C:\Usershglitteam)Desktop\PythonClient3 6%AllPortBertSamplelpplication.py
ALLPortBERT Test
Press any key to continue , 'g' to gquit
a
Running BERT Test
Device Initialised
Module Initialised
Loading Configuration
Load Configuration Done
Start Bert.......
Bert Started

BERT STATISTICS
LR R R R R R R R R R R R R e R R R R R R R R R R R R R R R R R R R

TrafficStatus = No Rx Traffic
Syncitatus = Idle
BitErrorStatus = Idle
OutOfSequencedtatus = Idle
BERT3tatus = No Rx Data
BERTTestTime = 00:00:00
BitsReceived = 0
BitErrorCount = 0O
BitErrorRate = 0.000E+000
BitErrorSeconds = 0O
SyncLossCount = 0
SyncLossSeconds = 0
Q03Count = 0O

005%econds = 0O
ErrorFreeSeconds = 0O

o o o o o o o o o o o o o o o o o o o o

PORT TX STATISTICS

Total Frames
Valid Frames
Nuber of Bytes
Link Utilisation = 0.0
Data Rate = 0.0

Frame Rate = 0.0

Broadcast Frames =
Multicast Frames =
Control Frames = 0O
VLAN Frawmes = 0

I
oo
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M AllPortBert_ConsoleApplication - Microsoft Visual Studic (Administratar)

C# Client

FLE EDIT VIEW PROJECT BULD DEBUG TEAM INCREDIBUILD TOQLS _ TEST ANALVZE WINDOW  HELP

e-0|H-LMH|D-C-

b Stat - ‘Rclease -

xbd \

Progrm.cs™ # X
AllPortBert_ConsoleApplication

¥ ‘ % AllPortBert_ConscleApplication.Program

e, Main(string[] args)

5

Y3 [J  Quick Launch (Ctrl+0) P - B

Sign in

Solution Explorer Zl
@l e-enad

Flusing System;
using System.Collections.Generic;
using System.Ling;
using System.Text;
using System.Threading.Tasks;
|using GL.PacketExpert;

JRi0idxg 1saeg

xoqjoo]

Einamespace AllPortBert_ConseleApplicaticn

ki

Bl class Program

| ¢

B static void Main{string[] args)

1
Console.WriteLine("AllPortBert Test");

| string mapsServerIP = "192.1€8.1.38"; // Server IP Address |
int mapsServerPort = 18824; //Server Port Number
int deviceCount = 1; // Number of devices to ruin test on

List<int> bertPortIndexes = rew List<int> {1, 2, 3, 4 }; //

Port Numbers to run test on

Search Solution Explorer (Ctl+) )

I.
I ] Solution 'AlPortBert_ConsoleAy

IPartBert_ConsoleApplicg

string profileName = “ClientSampleApplication\\AllPoriBert\\AllPortEert”; // the profile (config file name) to be ug

*

[ L Properties
Rebuild | Referenzes
Clean | App.config
View » | Pregam.cs
Analyze 4

& Publih..

IncrediBuild >
Scopete This

= Mew Solution Explerer View
Add »

¥ Menage NuGet Packages...
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PacketExpert™ Integration with LabVIEW using C# Client

PacketExpert™ Integration with LabVIEW

PacketExpert™ 10GX

C# Client API

T3 | P 4
rin
B o l s T

EQRT 10Ghos — 'QRIZ

ORT 1 PORT 2 POR O
i
‘ 100/1000 Mbps. s

Device/Network
Under Test

Notebook PC with LabVIEW

\,
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PacketExpert™ Integration with LabVIEW using G# Client

BERT Statistics

BERT Results

AllPortBert.vi Front Panel *

File Edit View Project Operate Tools Window Help

> & @[] [15pt Application Fort_~ | o~ Fav i~ g9~

o
@

All Port Bert

Configuration | Interface Details ~ Bert Results

Tx Rx Statistics | Report l

BERT Results Port 1 Port 2 Port 3 Port 4
Traffic Status [ Idle ' 1| No Rx Traffic | No Rx Traffic ‘,| No Rx Traffic
Sync Status “ldle IlnSync IInSync {IInSync
Bit Error Status il Idle INo Error INo Error 1| No Error
Out Of Sequence Status [lldle INo Error INo Error “No Error
BERT Status ‘] Idle Isync | Sync Isync
BERT Test Time 100:01:59 } 00:01:59 00:01:59 {| 00:01:59
Bits Received [ 17806884800 ] 111852627 584 | 111861928832 | | 111863056256
Bit Error Count ‘]o IO E!O IO
Bit Error Rate i]o.oooaoo 10.000E+-00 1 0.000€-+-00 10.000E+00
Bit Error Seconds {l 0 IO \l 0 IO
Sync Loss Count ‘Io Io lo Io
Sync Loss Seconds \I 0 10 0 [

Out Of Sequence Count lo Io lo Io

[
Out Of Sequence Seconds Io '|o lo ,IO
Error Free Seconds ||“ 119 \I 119 1 119 1[ 119

Evaluation | <

Communications

Configuration | Interface Detals | Bert Reuits | T R Statistics | Report |

All Port Bert

Theoughput

0-7 0 . > 0 } . 0 7 o}
000200 000D30 000100 000130 000200 000230 000300 0B030 02040 0003

Statistics Names

Port 1

Time

Tistatistics

RiStatistics

o Fiames

o rrmes

e Fome:

[l o ies

ik Uutesson

o e

[Framerate

[oreicet rames

i Type Ot o Fange Frame

64Byte Length Frames

65127 bye LengtsFromes

{12255 yte Lengtn Frames

25551 ye Lengih Fromes

511023 3te Length Fames

[oresced Frames

Tr—r—

s e Frares

| o Stnced VAN Frames

2 Level Stacked VLAN Frames

[ Lo s N Fames

[ Lo ke VLS Frames

[ e stochea s Frames

[ e ke LS Fromes

i Crecim tros

[etpockes

[ puces

[P0 P peckets

[Uo% i e Pacet

[ e peses

JiCo n P Pckes

[ o P Pckes

[P Fackets

Statstics Names

Port 2

Testatistis

o7 " o > o " o o 0 n
000000 000D 0GOLOD 000130 000200 000230 00300 000X 000H00 000432

froaitone

[ronsrame

[iember o e

|k rissen

{fosarore

[Frame e

e et rames

et ype Ot o Renge rames

164 Byte Length Frames.

{57 23y Lo s 0
10241512 Byte Length Frames {55200 fos4600

g

B i

I P

| g

| 0

| g

1 Leve Stacked MPLS Frames I I

2 eve Stackea MPLS Frames B o

I3 ico sacteamistames | I

{1 Checksum Erore [ 0
[[Papackets - o500

76 Packets i

JPin 0 packets - 0
V0P 0 Packets - 60

{70 1P Pockes B 0

Jiciip n P pockets i P

Hisme’ clets i | [

{iGRP in P Packets B 0

o tocol in P Packets I o

[ B i
{foor racie | J
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