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PacketCheck™- Ethernet / IP Test Tool

PacketCheck™
Traffic Generator & Analyzer
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a4 - I 10/ 100 / 1000 Mbps

* PacketCheck™ uses the PC's network interface card to transmit and receive Ethernet or IP packets
* Bit Error Rates (BER) and throughputs and Delay, Impairment (up to 500 Mbps) can be easily tested
* Generates multi-stream Ethernet / IP / UDP traffic as well single-stream physical layer traffic

* Measures end to end performance such as bit error rate, total packets, packet loss, out of sequence packets,
OGL errored packets, Round Trip Delay, and One Way Delay (within the same PC)
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Applications

What is the maximum IP bandwidth between your branch offices?

What is the round-trip delay between two IP addresses with microsecond accuracy?

Between two Ethernet MAC addresses?

Is your LAN switch dropping packets? Introducing errors? Blocking traffic because it's

overloaded?

Is your CAT 5 or CAT 6 wiring deteriorating? Introducing errors?

Need to find out your bandwidth between enterprise locations? Traffic overload?

Throughput? Error rates? Delay?



Testing at Layer 1, 2, 3, & 4 of 0S| Model
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Preamble — 7 Bytes
Start Frame Delimiter — (SFD)- 1 Byte
MAC Header —
» Dest/Src MAC Address — 6 Bytes
» EtherType field — 2 Bytes
(Ox0800) IP
VLAN Header - 4 bytes each
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Framing Representation

MPLS Header - 4 bytes each
IP Header — 20 Bytes

UDP Header — 8 Bytes
Payload — BER Test Pattern
Frame Check Sum — (FCS) —
4 Bytes

x

>

Host B

Ethernet
Payload



Main Features

* Capability to test Ethernet traffic of up to 500 Mbps bandwidth. Supports minimum line rate of 64 Bps

* Generate full duplex traffic at any of the four layers (Layerl, Layer2 (Ethernet) with stacked VLAN/ MPLS, Layer3 (IPv4), Layer4 (UDP))
with on-demand bandwidth

* Create multiple streams of traffic for network testing from layer 2, 3, or 4

* Bit Error Rate Testing for checking networks for dropped packets, out-of-order, non-test frames, and so on. Write packet errors to an
error log

* Determine Round Trip Delay (RTD) between two IP addresses or two Ethernet MAC addresses with microsecond accuracy

* Determine One Way Delay (OWD) between two NIC cards on the test PC with microseconds accuracy

* Record test traffic in binary and/or PCAPNG or NTAR file format

* Playback PCAPNG files for test traffic generation. Either recorded from test BERT traffic or recorded traffic of interest

* Record non-test packets to a PCAPNG file. i.e. Non-BERT traffic related packets

* Provides options to record unidentified network traffic which does not belongs to any user defined stream into a PCAP or HDL file
format and analyze the recorded traffic in Wireshark® or PacketScan™ application

* Generate and verify PRBS patterns such as QRSS, 26-1, 29-1, 211-1, 215-1, 220-1, & 223-1

* Measures bit error rate, synchronization status, throughput, packet loss, out of order packets, round trip delay, etc.

* Impair traffic such as inserting, deleting or changing bytes

* Supports jumbo frames in addition to all normal frame sizes from 64 bytes to 1518 bytes

OGL
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Main Features (Contd.)

Customizable protocol headers like MAC source / destination address, EtherType field, IP source / destination address, and UDP
source / destination port

Create multiple full-duplex streams per PacketCheck™ easily

Each stream can be configured as Transmit Only, Receive Only, or Transmit and Receive

Ability to copy from one stream to another (both one-to-one copy and one-to-many copy) to quickly configure multiple streams
Ability to resolve IP Address to MAC address (based on Address Resolution Protocol (ARP)) for all streams with a single click, so
that all streams are configured properly before starting the test

Populate switch/router MAC tables and routing tables using the Resolve all streams feature before the starting the test to avoid
unnecessary flooding

Independently define each stream to operate as Layer2 (Ethernet) or Layer3 (IP) or Layer4 (UDP)

For Layer3 or Layer4 streams, analyzes the received payload based on the IP or UDP length and ignore any MAC padded bytes added
in transit

Define the frame size/rate to be generated for each stream Independently

Jumbo frames also supported (depending on the NIC card support for Jumbo frames)

Up to 500 Mbps total combined rate (all streams combined) is possible

The transmission rate can be configured to operate in 2 modes — Burst mode or Inter Frame Gap (IFG) mode



Main Features (Contd.)

* |In Burst mode, each stream's rate can be set in Mbps, Kbps, etc.
* In IFG mode, the Inter Frame gap in milliseconds can be configured. The estimated rate achievable based on the IFG and the frame size

is displayed for user convenience

* Burst mode tries to generate traffic with the configured rate, but also as smoothly and evenly distributed so that the Device Under Test

(DUT) node buffers do not overflow due to a temporary spike in the peak traffic
* Frame sizes from 22 bytes up to 1518 supported
* Use a full-featured version or a loopback only version (with address swapping) at node endpoints
* Capability to generate/respond to ARP requests, making it easy to work with Routers
* Provides user configurable Packet Length for OWD and RTD
* Generate reports in XML or PDF formats
* Support to configure IP Protocol Type from 0O to 255

* Multiple Instances — run multiple instances on a single PC to utilize all available NIC cards

oaL

Communications



BER Test Setup at Layer 1

Scenario 1: Source & destination PCs connected using Ethernet cable

PC 2 - Tx_Rx Mode
Or

PC1l-Tx Rx Mode Loopback Mode

Transmit

Test PC#1 Test PC #2

 The PCs are connected using an Ethernet cable. The payload includes PRBS and fixed patterns
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BER Test Setup at Layer 2

Scenario 2: Source & destination PCs on the same LAN, connected by a switch

* The PCs are connected through a switch, which routes the packets based on the MAC address

o GL
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BER Test Setup at Layer 2

Scenario 3: Source & destination PCs located in different LANs connected through multiple switches
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BER Test Setup at Layer 3/ 4

Scenario 4: Source & destination PCs are located within the same IP Network

IP address =192.168.1.1 IP address =192.168.1.2

* Packets route between the source and destination PCs based on both the IP address and MAC address

< GL 11
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BER Test Setup at Layer 3/ 4

Scenario 5: Source & destination PCs located on different IP Networks

Source PC Portl Port2 Destination PC
IP address = 192.168.1.100 IP address = 192.168.2.100 e

MAC address = 11-11-11-11-11-11 MAC address = 22-22-22-22-22-22

[

Network 1 Router (default gateway) Network 2

* Source and destination PCs are located in different IP networks connected via routers

12



Initialization Configuration

B PacketCheck - Initial config — >
Mode Selection
 Hamal " Loopback

I/F Selection

|IntelfR] Ethemet Connection 12174 [192.168.1.23] |

Start Packet Check

M arme |"~D evice\MPF_{C0459574-F48E-46598-97DF-B 237037F 1F3A}

Dezcription |Inte|[F|] Ethernet Connection |217-

MAC Address  [fc-aa-14-Sc-fa-bd

P Address |192.168.1.23

Link Type |Ethemet (802.3)

Current Link Speed |'I 000 Mbps

tax Payload Size |1 500 bytes

Media State ||:|:|nne-:te-:|

* PacketCheck™ operates in normal and loopback mode

* Verify interface, IP and MAC address
* PacketCheck™ PC configuration file is automatically generated containing initial configuration parameters

O GL displayed in the GUI
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Stream Types Selection

2 Mormal Configuration

| S Mot | Stream Mame | Status | Stream Type La_l,lerfDir] P ] MPLS ] IP ] JDP ] F'ayLu:uau:I] Tx F'arameters] R Parameters] Delay Meazurements | Penodic Hepnrts] Irnpairrnents

T ER st |

Stream Type

File B

FileTvpe |FLCAP

File: M arme |I::"'.F'r|:|gram Files [#86]MG L EnmmunicatiulJ

Insert | Add | Delete | Starm|||

Default Stream

Canfiguration | Start | Traffic Generation Mode

{* Burst [Fate value will be uzed) Pesclizd b | Apply

7 IFG [IFG value will be used)

o GL
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File Based Stream Type

« Allows to specify a source file for the stream, this source file can be PCAP or HDL file format
« In File Based option the default mode is set to Tx and all the other configurations will be disabled

as it is not required in File Based option

2 MNormal Configuration

| 51 Mot | Stream Mame | Status | Stream Type lLa_l.Jer.-’Dir] MAL ] MPLS ] IP ] UCF ] Payload | Tw Parameters | Rx Parameters | Delay Measurements | Periodic Reports | Impairments

TN shEE stat |

Stream Type

Type [N

File Based

FileTvpe |PCAP -

File Marme |I::'MF'r|:ugram Files [=361MGL Enmmunicatiulj

rsert | Add | Delete | Starm|||

Default Stream

Configuration | Start | Traffic Generation Mode

* Burst [Fate values will be uzed) Fize e il | Apply

(" IFG IFG value will be used)

o GL
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User Defined Stream Type

» Allows to define the stream parameters such as Layer, Ethernet/IP/UDP Headers, Frame Size, Rate,
Payload etc. and the PacketCheck™ generates/analyzes the stream traffic as per these parameters.

=2 Normal Configuration

| S| Mot | Stream MName | Status | Stream Type ] La_l,lerHDir] hd s ] MPLS ] IP ] LIDP ] Payload | Tx Parameters | Rx Parameters | Delay Measurements | Perodic Reports | Impairmnents
T T G |
2 Stream? Start | Stream Type
3 Streamnd Start |
Type [HESAIETIGE ~
File B azed
FileType |FCAF
File Mame |E:'1F"rn:ugram Filez [xB6)NGL EnmmunicatinlJ
Insett | Add | Delete | Stanal |
Default Stream
Configuration | Ctart | Traffic Generation kMode
o Burst [Rate value will be used] Hzasives Lisive | Apply
" IFG [IFG waluz will be used]

o GL

Communications



o GL

Communications

Layer 1 Single-stream Generation

File View Windows Help

5 PacketCheck (I/F -192.168.1.28) - Normal mode - Untitled

P

@ Normal Configuration

fo&] = |

— — ~
SINoH | Stieam Name Status Stream Type MAC | MPLS | P | UDP | Payload | TxParameters | Ry Parameters | Delay Measurements | Periodic Reports | Impairments
[ Sweaml
Layer 1
i Dir |Te Rx = |
Layer 2 |Ethemet = |
Single Stream Loyer25 [fire ]
Selection Layer 2.5, 3, 4 are
N -]
Layer 3 |Nane set to None
Layer 4 |Hone - I
fnsert || Ad | Deleie | Stopal | '
- Default Stream- |
Configuration | Start | - Traffic Generation Mode
C Burst [Rate valu be used Resolved Status Apply
& IFG (IFG
L
Ef Statisti | (=] = |
Reset | ¥ Show Default Stream PacketCheck Fieset |  NIC CardReset |
Stalistics | Stream1 ~ | Default Stream Statistics | PacketCheck Tx | PacketCheck Ry | NIC card Tx | NIC card x| Cumulative Statistics = [ Rx
Streamld 1 Total Frames 0 0 o 0 Total Frames 221031 0
Stream Name Stream Rate 0.00 bps 0.00 bps 0.00 bps 0.00 bps Rate 101.06 Mbps  0.00 bps
Mode TH_RX Non Test Frames 0 Ma- Na- Né- Non Test Frames 0 0
Duration 00:00:26 IP Frames 0 0 0 0 IP Frames 0 0
Tu Total Frames 221025 UDP Frames 1] 1] o 1] UDF Frames 0 1]
Tx BERT Frames 221025 TCP Frames 0 0 0 0 TCP Frames 0 0
TxRate 101.07 Mbps ICMP Frames 0 0 a a ICMP Frames 0 0
TxRTD Frames 0 L. IGMP Frames 0 0 1} ] IGMP Frames 0 0
Tx OWD Frames 0 ——=> Test Statistics Other L4 Protocol Frames 0 0 1} 0 Other L4 Protocol Frames 1] 0
Fx Total Frames 1] ARP Request Frames 1] 1] o 1] ARP Request Frames 0 o
R BERT Frames 0 ARP Response Frames 0 0 0 0 ARP Response Frames 0 0
FRxRate 0.00 bps Other Frames L] 1] o 1] Other Frames 22103 L]
R RTD Frames 0 Broadcast Frames 0 0 0 0 Broadcast Frames 0 0
Fix OWD Frames 0 Unicast Frames 0 0 a 0 Unicast Frames 221032 0
Lost Frames 0 Multicast Frames 0 0 a a Multicast Frames 0 0
Out OF Order Frames 0 64 Length Frames 0 0 a i} 64 Length Frames 0 0
Pattern Ermor Frames 0 65_127 Length Frames 0 0 1] a 65_127 Length Frames 0 0
Good Frames 0 128_255 LengthFrames 0 0 a i} 128_255 LengthFrames 0 0
Mon Test Frames Received 0 256_511 Length Frames 0 0 1] 0 256_511 Length Frames 0 0
Bit Error Rate 0.00E+00 512_1023 Length Frames 0 0 0 a 512_1023 Length Frames i} 0
Eror Status NO R DATA 1024_1518 Length Frames 0 1] 1} 1] 1024 1518 Length Frames 221032 0
Syncloss Count 0 > 1518 Length Frames 0 0 1] a > 1518 Length Frames 0 0
Bit Ermor Count 0 Status Idle - |dle -
RTD Ma- Duration 00:00:00 00:00:00
WD [Average) M- File Recording Status Idle |dle
OWD [Min) Ma-
WD (Max) -
UDP Checksum Eror Frames 0
Zeto UDP Checksum Packet 0 w | < » | < >
Ready NUM |
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Laver 2 / 3 / 4 Multi-stream Generation

View Windows Help

@ PacketCheck (I/F -192.168.1.28) - Normal mode - Untitled

@ Normal Configuration

e =

A
SINott | Stream Name Status Stream Type | Layer/Dir | MAC | MPLS | IP | UDP | Papload | TxParameters | Rx Parameters | Delay Measurements | Periodic Reports | Impaiments
NSTESTHI Start
NSHESHZN Start - Stream Type
NNSHESTENN Start
l Type |User Defined  +
Multi SI (- File Based
ulti Stream
. FileType [FCAP ~]
BERT Testing oAb
File Mame IC:'\nglam Files (x86)\GL Comrmn'l;alinl_l
Inset | Add | Delete | Statan |
Default Stream
Configuration | Start -~ Traffic Generation Mode
(" Burst(Rate value wil be used) | _Tiesoived Status |
@ IFG (IFG value will be used)
v
B Statistics o @] =
Reset | 7 Show Default Stieam PackelCheck Reset | NIC Card Reset |
Statistics | Steami | Defaul Stream Statistics | PacketCheck Tx | PacketCheck Rx | NIC card Tx | NIC card| Cumulative Statistics [ Ta | Rx
Streamld 1 Total Frames 0 0 0 1] Total Frames 5566872 1]
Stream Name Stream] Rate 0.00 bps 0.00bps 0.00 bps 0.00 bps | Rate 0.00 bps 0.00 bps
Mode TH_RAX Non Test Frames 0 Na- NA- Na- Non Test Frames 1] 1]
Duration 00:11:19 IP Frames 0 0 0 0 IP Frames 0 0
T+ Total Frames 5566872 UDP Frames 0 0 0 0 UDP Frames 0 0
TxBERT Frames 5566872 TCP Frames 0 0 0 1] TCP Frames 0 0
Tx Rate 0.00 bps ICMP Frames 0 0 1] 1] ICMP Frames 1] 1]
T RTD Frames 1] IGMP Frames i} 1] 1] 1] IGMP Frames 1] 1]
Tw 0WD Frames 1} Other L4 Protocol Frames 0 0 1] 1] Other L4 Protocol Frames 1] 1]
Rix Total Frames 0 ARP Request Frames 0 0 0 0 ARP Request Frames 1] 0
Rx BERT Frames 1]} ARP Response Frames ] 1} 1] 0 ARP Response Frames 1] 1]
FxRate 0.00bps Other Frames 0 0 0 0 Other Frames 5566872 0
Rz RTD Frames 0 Broadcast Frames 0 0 0 1} Broadcast Frames 0 0
R OWD Frames 0 Uricast Frames 0 0 0 0 Unicast Frames 5566872 0
Lost Frames 0 Multicast Frames 0 0 a 1] Multicast Frames a a
Out OF Order Frames 0 B4 Length Frames 0 0 1] 1] 64 Length Frames 1] 0
Pattern Emor Frames 1} 65_127 Length Frames 0 1} 1] 1] 65_127 Length Frames 1] 1]
Good Frames 1] 128_255 LengthFrames i} 1] 1] 1] 128_255 LengthFrames 1] 1]
Non Test Frames Received 0 256_511 Length Frames o 1] 1] 1] 256_511 Length Frames 1] 1]
Bit Error Rate 0.00E +00 512_1023 Length Frames 0 0 1] 0 512_1023 Length Frames 0 0
Error Status ND RX DATA 1024_1518 Length Frames 0 a 1] 1] 1024_1518 Length Frames ~ 55E6872 1]
SyncLoss Count 0 > 1518 Length Frames 0 0 0 0 > 1518 Length Frames 0 0
Bit Eror Count 0 Status Idle - Idle -
RTD NA- Duration 00:00:00 00:00:00
OWD (Average) Na- File Recording Status Idle Idle
OWD (Min) Na-
OWwD (Max) M-
UDP Checksum Eror Frames 0
Zeto UDP Checksum Packet 0 < » ¢
Ready [NUM |

18



Add / Insert / Delete Streams

a PacketCheck (I/F -192.168.1.31] - Mormal mod
File View Windows Help
= Mormal Configuration
Sl Mof | Stream Name | Statuz |
1 Stream 1 Start |
Added Stream 2 Stream 2 Start |
3 Stream 3 Start |
_ 4 Stream 4 Start |
Inserting Stream —————{ | EIIGteam 5 | Stat |
Insert | Add | Delate | Start Al |

* PacketCheck™ allows for multi-stream generation

* Each stream can be configured to Tx, Rx or both Tx_Rx in layer 2, layer 3, and layer 4

o GL
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Copy and Paste Streams

@ PacketCheck (I/F -192.168.1.31) - Mormal
= File View Windows Help
@ PacketCheck (I/F -192.168.1.31) - Marmal r
SIND#' Stream Mame | Statusg |
= File View Windows Help 1 Streamm 1 Start
2 Stream 2 Start
SIND#I Stream Mame | Statusz | 3 She oo
DNSHESN Gtart |
DSteamEn  Stat Paste
Copy |
Iset | 4dd | Delete | Statall |
Inset | Add | Delete | Startal

* Provides options to copy from one stream to another (both one-to-one copy and one-to-many

copy) to quickly configure multiple streams

oGL
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MAC / IP / UDP Configurations

Stream Type] Layer/Dir | MAC |MF'LS | P

Layer 2

| UDP | PayLoad |

Source MAC Addr [h:-aa-1 4-9¢c-bf-99

Use |/F Addr

Destination MAC Addr [FC-44-14-9C-BF-39

EtherT 00-00
Layper sType |

User defined

Drir
Stream T_l,lpe] La_l,.len"Dill b

Layer 2 |Ethemet "I — T
/ MPLS #1
Layer 25 |MF'|_5 i l—" Labal |5s4564 Cos | 1 m | 128

P ] UpP ] Pa_l,lLoad] Tx Parameters | Rx Parametels] Delay Measurements] Periodic Heports] Impairmentsl

Layer 3 ||F' }\ MPLS #2 MPLS #3
Label | 765765 Cos |5 | 128 Label [ 234234
Layer 4 |L|DF' "|

Cos |7 TTL | 128

Stream Typs | Layer/Dit | MAC | MPLS

JupP ] F'ayLoad] Tw Parameters | Rx Parametersl Delay Measurementz | Periodic Flepnrts] Impairments]

Source Drestination [ Increment |dentification
Source [P Address | 192 162 . 1 . B8 Use I/F Address Destination 1P addresss | 192 168 . 1 . 17R | Imitial W alue
0
Subnet Mask | 2502, 25 .0 Default Gateway | 0 .0 . 0 . 0 [ Enable |
IP Spoofing
- Shart |D Eng [0 TOs/D5 |00 TTL [128  Protocal |17

[~ Build MAC Header Automatically

Stieam Type | Layer/Dir| MaC | MPLS | 1P | UDP  |Payload

Source Port | 4000
Destination Port | 5000
™ Configure Checksurs| 00 00

21



Payload

Stream Type | Layer/Dir | MAC | MPLS | 1P | UDP

 Source

-

Source Type |Fixed Pattem +| Fized Pattﬁ

Papload | Ty Parameter&] Fx Parameters | Delay Measurements | Pernodic Reparts Impairments]

[v Enable Sequence Mumber

* Up Count

PRES Patterm [OR55 AB LD EF|

" Up and D'oven Count

[¥ Enable Magic Pattern
|?a-39-EE-4?-34-52-4|:|-5f-4?-4C-DD-DD-DD-DD Default

[v Enable Payload Length

Stream Type | Layer/Dir | MAC | MPLS | 1P | LDP

~ Source

Source Type |[EEEEN R

Fixed Patteﬁ

Papload l Tx F'arameters] Rx Parameters | Delay Meazurements | Penodic Reparts | Impairments

[v Enable Sequence Mumber

* |Up Count

PRES Pattern |QRSS
[ Invert Pattern

j ab cd ef

" IUp and Diowen Count

[+ Enable Magic Pattern
|?a-3EI-E8-4?-34-52-4b-5f-4?-4C-DD-DD-DD-UD Detault

[+ Enable Payload Length

OGL

Communications

Payload Source Types —

* Fixed Patterns — pattern repeats throughout
the packet’s payload. Configure test pattern
of 2 bytes. Eg: AB-CD, BD-EF, and so on to

achieve pattern sync

* PBRS Patterns - generates PRBS patterns
e.g. QRSS, 2'6-1, 2°9-1, 2"11-1, 2°15-1,
2°20-1, and 2723-1

22



* Tx streams can be set to transmit frame with
fixed / random sizes, specific duration, count,

IFG, and rate

* RXx streams can be set to generate Binary, HDL
(GL proprietary), PCAP (Wireshark®) file
formats, and BERT log files

* Stop conditions to limit the fixed / PBRS
pattern file transmission and logging of the

received patterns to a defined file

oaL
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Tx and Rx Parameters

Stream Type | Laper/Dir | MAC | MPLS | IP

] (nl s ] Payload | T= Parameters | FBw Parameters | Delay Measurements] Periodic Hepu:urts] |mpairments

Frame Size Stop Condition
* Fived Size * Continuous
" Random [Min-tdaz] & " EOF
{
" Diuration
~
Min [1514  Max [1514

kit Frame Len |70

b aw Frame Len 8996

Bandwidth Tope | R ate -

Rate 10000 |2 ~|

IFG |5 mzec |

1] ZEC

" W Mo of Frames |0

Traffic Generation Mode

" Burst [Fate value will be uzed Hiesalved Sz | Apply

* |FG [IFG value wil be used)

Stream Type | Layer/Dir | MAC | MPLS | IP

[¥ Record To Binary File | C:\Program Files (x36)\GL Communicz ...

[¥ Generate Bert Log | C:\Program Files (x86)\GL Communicz ...
Record To File

" Mone

{* HOL |C:'|,F‘r|:|gram Files (x38)\GL Communications Inclt ...

" pcap | J

] DR ] F'a_l,lLu:uau:I] Tu Parameters | R Parameters | Delay Measurements | Periodic Reports | Impaiments

Stop Condition
" Continuous

360000 SeC
" M Mo of Frames | 0

{* Duration

Traffic Generation Mode

" Burst [F ate value will be used) szl Sy | Apply

* |FG [IFG valug wil be used)

23



Loopback Mode

PacketCheck (I/F -192,168.1.23) - Loopback mode - Untitled

File View Windows Help

= &)=

« PacketCheck™ can operate in Loopback mode. @ Loopback Cenfigurstion

—L Select
PacketCheck™ can perform loopback at the Aysr sEeEien
Layer 2 |Ethemet -

Ethernet, IP and UDP levels Layer 3 [IP

Layer 4 |LDF -

Stop

Reset |
Statiztic |
Streamld ]
Stream Mame LoopbackStream
bode Loopback,
R Frames 199
Fx Rate 0.03 Mbpz
Tw Frames 133
T« Rate 0.02 Mbpz
Frames Dropped ]

oaL
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Statistics

Normal Mode Loopback Mode

| ¥ Shaw Default Stream

Statistics | Stream] | Shreams | Streams | Streamd Streamb m - I DI }Cl
Streamld 1 2 K] 4 3]

Stream Mame Stream] Stream2 Stream3 Streamd Streamb -
Mode R R R R R | Fezet —
Druration 000025 00:00: 25 0000 25 00:00:25 00:00: 25

Tx Total Frames 1] 1] 0 1] 1]

T« BERT Frames 0 0 i 0 i stream Name

T« Rate 0.00 bpz 0.00 bps 0.00 bpz 0.00 bpz 0.00 bpz

Tx RTD Frames 0 0 0 0 0 Streamld 1]

Tx 0D Frames 1] 1] 0 1] 1]

Fix Tatal Frames 2072 2072 2072 2072 2072 5 tream H ame LDDI:IIIIEIEk.S treamm

Fx BERT Frames 2072 2072 2072 2072 2072 Mode Loopback,

Fix Rate 978 73kbps  978.V3Kbpe  57EFIKbpr  AVBY3IKbps 97B.V3IKbps

Fix ATD Frames 0 0 0 0 0 R« Frames Frak

R WD Frames 0 0 1] 0 0

Lost Frames 0 0 il 0 I H:': HatE-' DD3 I"-"”:ll:lS

Qut OF Order Frames 1] 1] 0 1] 0 T= Frames= TrhRE

Pattern Error Frames 1] 1] 0 1] 1]

Good Frames 1] 1] 0 1] 0 T:': HatE! DD3 I"-"”:ll:lS

Man Test Frames Received 0 0 il 0 I F D d |:|

Bit Emor Rate 0.00E +00 [0.00E +00 0.00E-+00 0.00E +00 0.00E-+00 rames LIroppe

Error Statuz SYMC STMC SYHC SvYMC SYHC

Synclozs Count 0 0 1] 0 0

Bit Error Count 0 0 il 0 I

RTD M- - Ha- - M-

D [Average] M- M- M- M- M- F!.Ealj

D [Min) M- M- Ma- M- M- ¥ “":':E
0D (b am) M- M- Ma- B M-

UDP Checksum Eror Frames 0 1] 0 1] 1]

Zero UDP Checksum Packet 0 1] 0 1] 1]

HOL/PCAR File Recording ... 1dle Idle |dle Idle Idle

Binary File Fecording Status  1dle Idle |dle Idle Idle

* Receive (Rx) and Transmit (Tx) statistics in normal and loopback modes
* Options: Tx & Rx frames, bit error rates, sent frames, lost frames, out of order frames, pattern error, good
frames, non-test frames received, error status, error count, sync loss count, frames dropped, impairments

OGL introduced into the outgoing traffic, UDP checksum error frames, and zero UDP checksum packets
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Delay Measurements

* PacketCheck™ can measure One-Way Delay (OWD), calculating the delay at the receiving end in pusec

* Also, PacketCheck™ can be configured to measure the average Round Trip Delay [RTD] value of each

packet in pusec

* OWD and RTD provides user configurable frame length, minimum frame length, maximum frame length

or can define any value within the range between 68

=2 Mormal Configuration

| S| Mok | Stream Mame | Status |
T TEST G |
2 Streams Start |
3 Stream3 Start |
Insert | add | Delete | Stama |
Drefault Stream
Configuration | Start |

Stream T_I,Ipe] La_l,ler.-"Dir] & C ] MPLS ] P ] DR ] F'a_l,lLu:uau:I] Tx Parameters] Rx Parameters

Measurement Type |One Way Delay j

MD Framelength | 134

Range from 35 to 5996

Delay Measurements

Periodic Reportz

Impairments

Traffic Generation kMode

" Burst [Fate value will be used) zsulies Bl Apply

* [FG [IFG value will be uzed)

26



One Way Delay (OWD)

=2 MNormal Configuration
| S Moft | Stream Mame | Status | Stream T_l,lpe] La_l,lers'Dir] kA ] MPLS ] IF ] JDP ] P'a_l,an:nad] Tx Parameters] R Parameters  Delay Measurements | Perindic Reparts | Impairments
I SHES ciat |
2 Streamnd Start | Measurement Type |One Way Delay ﬂ
3 Stream3 Start |
v Enable Tx Tx OWD FrameLength ] 58 : User defined |
 Ensble R Range from 35 to 8996 Minimurm Length
Maximum Length
Uzer Defined
lrs=t | Add | Delete | Start Al |
D efault Stream
Canfiguration | Start | Traffic Generation Mode
" Burst [Fate value will be uzed) Mol ves SUslive cpisly
& |FG [IFG value will be used)
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Round Trip Delay (RTD)

Transmit

Receive

Test Setup #1 Test Setup #2

e Calculates the average Round Trip Delay with microsecond resolution
* RTD is the time taken for a packet to travel to the remote end and back to the source

* RTD calculated using 2 PacketCheck™ applications - one at the local end running in Tx_Rx (Transmit

and Receive) mode and another at the remote end running in loopback mode
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Round Trip Delay (RTD)

=2 MNormal Configuration

| S| Mot | Streamn M ame | Status |

I S |

2 Streams Start |

3 Stream3 Start |
Insert | Add | Delete | Start Al |

Default Stream

Configuratian | Start |

Stream T_I,Ipe] L-EI_'.-'E[.-"Di[] kAL ] MPLS ] P ] OP ] F'a_I,ILu:uau:I] T= F'arameters] R Parameters  Delay Measurements | Periodic Reports | Impaiments

Measurement Type FLnund Trip Delay

=
=

Tx RTD Framelength | 58 User defined

Range from 28 to 8996

Traffic Generation Mode
" Burst [Fate value will be used)
* |FG (IFG value will be uzed)

Rezolved Status Apply

29



o GL

Communications

Run-time Impairment Generation

Stream Type | Layer/Dir | MAC | MPLS | IP | UDP | PayLoad | Tx Parameters | Rx Parameters | Delay Measurements | Periodic Reports

Impairment Type l _'__,l 3
Options Impairment Duration ,IS\,SDER TEVTES
Bytes toinsert |4 € Repeat | 1 SCF;R
Byte Offset |0 (¢ Continuous

Skip Before Impair |1 Activate |

Impairments can be introduced in outgoing traffic using various impairment types and duration. Supports
various types of impairments - DELETE BYTES, INSERT BYTES, AND, OR, & XOR. Impairments can

be introduced at specific intervals or can be set to continuous insertion on each stream
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Impairments (Contd.)

The following Impairment Types are supported in PacketCheck™:

Delete bytes: Insert bytes
Deletes ‘X’ number of bytes at specified offset for every Insert ‘X’ number of bytes at specified offset for every
‘Y’ packets sent out for the stream. Repeat this for ‘Y’ packets sent out for the stream. Repeat this for
limited number of times or repeat continuously. limited number of times or repeat continuously.
E.g. : 20 bytes being deleted from every 11th frame E.g.: “ABCD” being inserted within the frame at an
sent at an offset of 18 bytes which will be repeated 500 offset of 14 bytes in every alternate frame, which will be
times repeated 500 times.
Impairment Type |DELEFE BYTES ﬂ Impairment Type |IN5EF1T BYTES j
Options Impairment Duration Options Impairment Duration
Byte count | 20 (+ Repeat |5|Jn Bytes to insert | ABCD {* Repeat |5E"I'
Byte Offset | 13 (" Continuous Byte Offset | 14 (" Continuous
Skip Before Impair | 10] Activate Skip Before Impair | 1| Activate |

oaL
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Logical AND

Modify a byte at specified offset for every Y’ packets sent
out for the stream. Modification is done by doing logical
AND with the user specified Hex byte. Repeat this for

Impairments (Contd.)

limited number of times or repeat continuously.

E.g.: 56th byte of every 17th frame being ANDed with 00

which will be repeated 20 times.

Impairment Type |.-5.ND
Options

B

AND with | 00

Byte Offset | 56

Skip Before Impair | 156

Impairment Duration

{+ Repeat |3':'|

{" Continuous

Activate |

OGL

Communications

Logical OR

Modify a byte at specified offset for every Y’ packets
sent out for the stream. Modification is done by doing
logical OR with the user specified Hex byte. Repeat
this for limited number of times or repeat continuously.

E.g.: 21st byte of every 6th frame being ORed with FF
which will be repeated continuously.

Impairment Type |c]|:1 j
Oplions Impairment Duration
OR with | FF " Repeat |3':'
Byte Offset | 21 * Continuous

Skip Before Impair |5 Activate |
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Impairments (Contd.)

Logical XOR

Modify a byte at specified offset for every Y’ packets sent out for the stream. Modification is done by doing
logical XOR with the user specified Hex byte. Repeat this for limited number of times or repeat continuously.

E.g.: 36th byte of every 22nd frame being XORed with 55 which will be repeated 30 times.

Impairment Type |.1{£]R ﬂ
Options Impairment Duration
XOR with | 55 + Repeat | 30|
Byte Offset | 35 (" Continuous

Skip Before Impair |11 Activate |

o GL
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Default Stream Configuration

All incoming Ethernet frames not belonging to any of the user defined streams are treated as default
stream

File View Windows Help
| o |l= | =
~
S| Mot | Stream Name Status Stieam Type l Laper/Dit I MALC } MPLS ] IP ] UDP I PayLoad ] T Parameters | Rx Parameters | Delap Measurements ] Periodic Reparts ] Impairments
Start
2 Stream? Start Strsam Type
3 Stream3 Start
Type |User Defined
File Based
FileType| Default Stream Configuration x
File Mame| PacketCheck statistics (Record To File) NIC card statistics (Record To File)
Inzert | Add | Dielete | Start All | = Mone " Mone
~ Default St
efault Stream Corol | J Coro | J
Configuration Start Traffic Gener
| " Burst [Ra * pCAP |C:\Program Files (x86)\GL Cnmmunlceﬂ * pcap |C:\Program Files (x86)\GL Cnmmunlczﬂ
* IFG [IFG
v
E = | = | ==
Reset ¥ Shaw Default Stream PacketCheck Reset | NIC Card Reset ‘
Statistics | Stream] Detault Stream 5tatistics | PacketCheck Tx | PacketCheck Ry | MIC card Tx | NIC card | Curnulative Statistics | TH | R
Streanld 1 Total Frames 0 0 0 0 Total Frames BEREE72 0
Stream Mame Stream1 Rate 0.00 bps 0.00 bps 0.00 bps 0.00 bps | Rate 0.00 bps 0.00 bps
Mode Ti_Fx Man Test Frames a HA- M- MA- MNon Test Frames a a
Duration 0o:11:19 IP Frames 1} 1} 0 1} IP Frames 1} 1}
T Total Frames S6EES72 UDP Frames 0 0 0 0 UDP Frames 0 0
T« BERT Frames S6EEST2 TCP Frames 0 0 ] 0 TCF Frames 0 0
Tx Rate 0.00 bps ICMF Frames a a 0 a ICMP Frames a a
T« RTD Frames 0 IGMP Frames 1} 1} 0 1} IGMP Frames 1} 1}
T 04D Frames 0 (Other L4 Protocol Frames 0 0 0 0 Other L4 Protocal Frames 0 0
Rx Total Frames 0 ARP Reguest Frames 1] 1] 0 1] ARP Request Frames 1] 1]
A= BERT Frames 0 ARP Response Frames o o 0 o ARP Response Frames o o
R« Rate 0.00 bps Other Frames 1] 1] 0 1] Other Frames BREERTZ 1]
Ru RTD Frames 0 Broadeast Frames 0 0 0 0 Broadcast Frames 0 0
Ry OWD Frames 0 Unicast Frames 0 0 0 0 Uricast Frames BEREET2 0
Lost Frames 0 Multicast Frames o o 0 o tulticast Frames o o
Out OF Order Frames 0 B4 Length Frames 1] 1] 0 1] E4 Length Frames 1] 1]
Pattern Ermor Frames 0 B5_127 Length Frames 1] 1] 0 1] B5_127 Length Frames 1] 1]
Good Frames 0 128_255 LengthFrames 1] 1] 0 1] 128_255 LengthFrames 1] 1]
Mon Test Frames Aeceived 0 256_511 Length Frames 1] 1] 0 1] 256_511 Length Frames 1] + 1]
Bit Error Rate (0.00E+00 512_1023 Length Frames 0 1] 0 1] 512_1023 Length Frames 1] B 0
Error Status MO R DATA 1024_1518 Length Frames 0 1] 0 1] 1024_1518 Length Frames ~ BBEEETZ 1]
Syncloss Count 0 » 1518 Length Frames 1] 1] 0 1] > 1518 Length Frames 1] 1]
Bit Error Count 0 Status Idle - Idle -
RTD M- Duration 00:00:00 (00:00:00
0w [Awerage) Ma- File Recording Status Idle Idle
0wD [Min] M-
OwD [Max] M-
UDP Checksum Error Frames 0
Zem UDP Checksum Packet 0 < » | < >
Ready NUM
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Default Stream Statistics
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B PacketCheck (I/F -192.168.1.28) - Normal mode - Untitled - O X
File View Windows Help

32 MNormal Cenfiguration EI 3

A
SIMott | Stream Mame Status Stream Type l Layer/Dir ] MALC ] MPLS ] IP ] UppP ] Payload | TxP. b RxP. b Delay Meaz tz | Periodic Reports | Impairments
NS Stan
Stream2 Start Stream Type
Stream3 Skart
Type |User Defined =
File Bazed
FileType |FCAFP
File Mame |E:\F'rogram Files [=BE]\GL CommunicatiolJ
Inset | pdd | Delete | Stanal |
— Default Stream
Canfiguration Traffic Generation Mode
| | " Burst [Rate value will be used) esoled it | Apply
* |FG [IFG value wil be used)
v
B o | 3| &=
Reset ¥ Show Default Stre:am PacketCheck Reset | MIC Card Reset |

Statistics | Stream1 | Default Stream Statistics | PacketCheck Tx | PacketCheck Rx | MIC card Tx | NIC card Rx Curnulative Statistics | Tu | Rx

Streamld 1 Tatal Frames a 1255391 4 224511 Total Frames BhEEET2 ]

Stream Mame Stream] Rate 0.00 bpz 3.92 Mbps 0.00 bps 5.89 Mbps Rate 30,95 Kbps 0.00 bps

Mode TR Mon Test Frames 1] M- M- Ma- Mon Test Frames 1] 1]

Duration 00:11:19 IP Frames a 0 a3 a3 IP Frames 1] ]

T« Total Frames BEEEAT2 UDP Frames 0 a 33 33 UDF Frames 0 1]

T« BERT Frames EEREST2 TCF Frames 0 a 1] ] TCF Frames 0 ]

T=Rate 0.00 bps ICMP Frames 0 1] 1] ] ICMP Frames 0 1]

T« RTD Frames a IGMP Frames 0 1] 1] 1] IGMP Frames 0 1]

T 0D Frames 0 Other L4 Protocol Frames 0 a ] ] Other L4 Protocol Frames 1] ]

R Tatal Frames i} ARP Request Frames 1] i} i} i} ARP Request Frames 1] i}

Fi= BERT Frames 1] ARP Response Frames u] 1] a a ARP Responze Frames 1] i}

RxRate 0.00 bps Other Frames 0 125592 1 224478 Other Frames 5066372 1]

Rx RTD Frames a Broadcast Frames 0 1] 1 1 Broadcast Frames 0 1]

R= 00D Frames 0 Unicast Frames a 125592 1 224477 Unicast Frames BhEEET2 ]

Lost Frames a Multicast Frames 0 1] 32 33 Multicast Frames 0 ]

Out OF Order Frames i} E4 Length Frames 1] i} 1 1 B4 Length Frames 1] i}

Pattern Emar Frames 0 B5_127 Length Frames 0 0 1] 1] B5_127 Length Frames 0 1]

Good Frames i} 128_255 LengthFrames 1] i} 33 it} 128_255 LengthFrames 1] i}

MNon Test Frames Received 0 256 511 Length Frames 0 0 1] 1] 286511 Length Frames 0 1]

Bit Error Rate 0.00E+00 512_1023 Length Frames 0 1] 1] ] 512_1023 Length Frames 0 1]

Error Status NO R DATA 1024 1518 Length Frames 0O 125892 i} 224472 1024 1518 Length Frames ~ B5EES7Z2 i}

SyncLoss Count 0 » 1518 Length Frames 0 0 1] 1] » 1618 Length Frames 0 1]

Bit Errar Count 1] Status Running - Rurning -

RTD N Diuration 00:08:15 00:07:51

OWwD [Average) N File Recording Status Idle Idle:

04D [in] M-

0D [Max) M-

UDP Checksum Emor Frames 0

Zero UDP Checksum Packet 0 < <
Ready NUM
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Report Generation

(*.pdf, *. csv file formats)

Reports

Choose Format |PDF

Title CsY
\

User Comments | Test conducted ormrsu\

Header | Test against PacketExper

Footer | L2 Test

User Logo | C:\Program Files\Gl Comn |

File name | C:\Program Files\Gl Comm .,

Save Cancel

’? Name - \OeviceNPF_{SAMAIDE- 1ABS M8 ATTOFACF242T2204)

PacketCheck

A PC Based Ethernet/ IP BERT and Throughput Test Tool

PacketCheck

TestOate - 080410
Start Time = 144731
End Time . 142051

PacketCheck Initial Configuration

Mode Selection = Nomat
UF Selection - 1

Description - inte(®) PRO/I000 PM Network Connecton
MAC Address - 0-13.20-g5-00-84
P Address - 192168150
Lirk Type - Edwenwt (502.3)
Current Link Speed - 100 Mips
Max Payload Size - 1500 bytes
Mecia State - Connectes

& GL Communications Inc.

BELS L ve—— 1 |
WCOUKHI IR L MNCE QRS T U VVAY I AVMADMCAIALAIAKAAAGA AR | AS AT AL BA ll

penst PachelE rpmt

PacketChecI;

A PC Based Ethernet / IP BERT and Throughput Test Tool

PacketCheck™
;v Test Dave
‘.' Saant Time
t £nd Time
u
# PacketCheck Initial Configuration
‘!? Mode Selacuon toor=al
.|': ¥ Selecten 0
:.' Name DwaceNPF_IDE 300262-37DI497E SDEA AZTLACDEOMEE)]

Descripion | Realek RTLA1IVEY0x Famdy Fast Ethemet NC
MAC Address 0-13-20-0c-40-65

:

N W Address | 192140196
:‘l Link Type Ehamet (302 3
'u; Currens Link Speed 1 100 Mops

z Max Payboad 1500 Bytes

H Meda State Comnectes

:r Usar Comments

Tost conducted on 16t stream

" & GL Communications Inc.
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Thank you!
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