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MAPS™ 5G N12 Interface
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Main Features

Emulate Authentication Server Function (AUSF) and Access and Mobility Management Function (AMF)
elements

Supports AKA (Authentication and Key Agreement) and Authentication Result Removal with 5G AKA method
services via the Nausf service-based N12 interface

Services use REST APIs based on HTTP and JSON data format

Supports TLS and TCP transports

Supports scripted call generation and automated call reception

Supports customization of call flow and message templates to create valid and invalid scenarios
Ready-to-use scripts for quick testing

Provides Call Statistics and Events Status

Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via
Python APIs

Automation, Remote access, and Schedulers to run tests 24/7



Protocol Stack Specification

ISON Supported Protocols Standard / Specification Used
N12 Interface
H-|_|_P/2 N12 Interface (AUSF - AMF) TS29.509
TCP TLS JavaScript Object Notation (JSON) IETF REC 8259
IETF RFC 7231
|P HTTF/2 IETF RFC 7540/RFC 7541
TLS IETF RFC 8446
Ethernet TCP IETF RFC 793
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MAPS™ 5G N12 Interface Procedures

« Nausf_UEAuthentication (Authentication and Key Agreement)

* Authentication Result Removal with 5G AKA method



MAPS™ 5G N12 User Cases

*+ MAPS™ can emulate any one node (AUSF/AMF) or both AUSF and AMF nodes
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Testbed Setup (AUSF)

MAPS AUSF (N12 RELEASETT ) - [Testbed Setup -TestBedDefault] — O >
[#" Configurations Emulator Reports Editor Debug Tools Windows Help - 0 X
cHETENY T EX FYEETIE
H R 0
Config Value Iv¥ Enable
B AUSFConfigurations
H=l ALSF 1
L= AUSF 1
—  AUSFIP Address 192.168.12.37
—  AUSFPort GEEE
—  URI 5cheme HTTP
—  AUSF UE Authentication API Version vl
—  AUSF SoR Protection APl Version vl
—  AUSF UPU Protection Service APl Version w1
U=] UE Simulation Parameters
Type Of UE Simulation Profiles

End User Configuration

Auto Generated Users Info

Mo Of Users To Be Simulated
Starting IMS5I
Auto Generated End User Configuration

LE_Profilesacml

4000
001013012041631

AutoGeneratedUser_Profilesxml

Start Edit |

Initialisation Errors | @ Er
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Testbed Setup (AMF)

MAPS AMF (N12 RELEASETT ) - [Testbed Setup -TestBedDefault] - d >
[8" Configurations Emulator Reports Editor Debug Tools Windows Help - 8 X
AL EENY T IEXY FREEIOI
HE 9
Config Value [v Enable
B AMFConfigurations
H=l AMF 1
L=l AMF 1
AMF IP Address 182.168.12.35
URI Schermne HTTP
AMF Client Name AMFClient1
AUSF Parameters
L= Ausk 1
L= AUsF1
AUSF IP Address 182.168.12.37
AUSF Port 6666
AUSF UE Authentication AP| Version 1
U=l UE Simulation Parameters
Type Of UE Simulation Profiles
End User Configuration UE_Profiles.xml
Auto Generated Users Info
Mo Of Users To Be Simulated 4000
Starting IMSI 001013012041831
MSIN 3012041631
Auto Generated End User Configuration AutoGeneratedUser_Profilexml
start | Edit |

@ |Initialisation Errors

| @ Error Events &




Profile Editor (AUSF)

MAPS AUSF (M12 RELEASETT ) - [Profile Editor -UE_Profiles] — O
[8" Configurations Emulator Reports Editor Debug Tools Windows Help -
e . . 0 £
LS EANY ] IEXY FRIEETCN:
HE . L]
[ # | Profies (Edit+2) |~ |Config Value ¥ Enable
1 MSIMN3012041631 B MSIN3012041631
3 MSINIO12041532 = Subscriber Info
L supl 001013071 2041631
3 MIN3012041833 =l Authentication Parameters
4 MSIN3012041634 - Authentication Type 5G_AKA
£ MSIN3012041535 - Algorithm Type 3G AKA Tuak
- KEY 001122334455667788%%abbccddeeff
6 MSIN3D12041836 - Operator Variant Parameter Type OPc
7 MSIN3012041637 - 0P 01020304030607020910111213141516010203040...
8 MSIN3012041538 = OPc 01020304030607020910111213141516
~ 50N 00000000007
9 MSIN3012041639 L AMF 2000
10 MSIMN3012041540
11 MSIN3012041541 Add I Insert Delete
12 MSIM3012041642 W Properﬁesl
Insert | Delete Clear
@ Initialisation Errors | @ Error Events | @ Captured Errors 2
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Profile Editor (AMF

MAPS AMF (M12 RELEASETT ) - [Profile Editor -UE_Profiles]

[87 Configurations

Emulator

Beports

Editor

Debug Tocls  Windows Help

- F

»

Q& =
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Profiles (Edit-F2;

UEProfilenoo2
UEProfile0003
UEProfile0004
LUEProfile000s
UEProfile00oe
UEProfile0007
UEProfile00os
UEProfile000g
UEProfile0010
UEProfile0o11
UEProfileno12
UEProfile0013
UEProfileno 14
UEProfile00 15

LUEProfilenn 16

Inzert Delete

Clear

Config |Va|ue
=] UEProfiledD01
H=l Subscriber Info
L supl 001013012041631
- AMF Client Name AMFClient1
H=) PLMN ID
I: MCC 001
MMNC 01
L=] Authentication Parameters
- Algorithm Type 3G AKA Tuak
- KEY 0011223344556677588...
- Operator Variant Parameter Type  OPc
- Op 010203040506070209...
- OPc 010203040506070809...
- 50N 000000000079
- AMF 8000
L=l Sync Failure
I-—E\ Simulate Sync Failure False
Re synchronization Info
RAND 1111111111111,
AUTS 2222272222727292

@ Initialisation Errors

¥ Enable

Add I Inzert Delete

Properties |

| @ ErrorEvents

P
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Call Generation

MAPS AMF (W12 RELEASE1T ) - [Call Generation -CallGenDefault] — O *
|ﬁ. Configurations Emulator Reperts Editor Debug Tools Windows Help - 8 %
ey ) ; i & . Y ® n

53 PN oE m@@ﬁ'&‘@‘o

L) HH B

| Sr.. | Script Mame | Prafile | Call Info

| ScriptExecu...l Status | Events | Eventz Profile | Fesult I ~

. None (I

LE Frofile0on guci-0-007-01-0-0-0-3071 20471631 Start

Authentication 5.

Start I Hone I Unkrown

2 blaief &hAF LIE Auibhanbie sbine Plamaet Al L IF PraFilannm Chark | Ml | | Tl maie

Nausf_AMF_LIEAuthentication_Request.g
2 MWausf_AMF_UEAuthentication_Requestgls  UEProfile0002

Add | Delete | mnsert | Refiesh | start | swrtal| siop || swpan | sbot | Abortan

Save I Colurn width —— |F——— [ Show Latest

Fird
AMF ALISF n
DOST http://1l52.162.12 327:&€c€/nausf-auth/vl/ue—authentics
content—-type : application/json
accept : application/3gppHaltison,
201 CREATED 16:19:10.859000 application/problemtjson
PUT /nausf-authy 1 ue-authenticationsAAuthCxt_007107 307 2041637 /90-akg. {
k’ 16:13:10.861000 "servingNetworkWName" :"5&:mnc00]l . mec00] | 3gppnetwork .org™,
200 0K "supifrSuci™:"suci-0-001-01-0-0-0-3012041e31"
16:15:10.883000 }
< >

Scripts ),\Ilmage Seq.lence!( Event Config ).\ Script Flow /

@ Initialisaticn Errors | @ Error Events | @ Captured Errors | @ Link Status Up=0C ¢
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Call Reception

MAPS AUSF (W12 RELEASE1T ) - [Call Reception] - O *
# Configurations Emulator Reports Editor Debug Tools Windows Help -8 x
ey ) | i & Y Y Y 1] ]
D5 E»B BN & msm'z'a|@‘u
Sr Mo | Script Hame | Profile | Call Info | Script Execution | Statuz | Events | Events Profile | Results |

1 ALSF_HTTRZ Connectlon M oniitar, als AUSF Server Clients : AMF [0SR Moritoring HTTF'2 Connection Status  Mare | Urik i

) ; : -0-0071 -0 -0-0-0 4153 Completed Authertic i Mone |
3 Mausl_Control.gls AuthCxt_00707130012041631 Completed | BG_AkA, CDnhrmatmnFlesponseSent MHone |

I Stop Al | Abort | Abort Al | ¥ ShowRecords | Select Active Call [~ Auto Trash  Trash |

Save l Calumn width  — ———— [ Show Latest

AMF ALSF Find
Status: 1
imethod @ BPOST
path : /nausf-auth/vl/ue-authentications
Lol :scheme : http
|-IE'-IB'1EI'BEDEIIJD authority : 192.1€5.12_37:€€6€
content-type : application/json

accept - application/3gppHal+json,
application/problemtjson
content-length : 1032

{

"servingNetworkName" : "5 :mncl0l .moccl0l . 3gppnetwork.ozxg™,
"supiOrSuci™:"suci-0-001-01-0-0-0-3012041631"

t

£ >

Scripts },\Ilmage Seq.lencel(/ Event Config >\ Script Flow ‘./

@ Initialisation Errors | @ Error Events | @ Captured Errors | @ Link Status Up=0 Dow _~
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MAPS™ 5G N12 Interface Procedures

UE Authentication Service

£3 o (2

POST.../ue-authentications (AuthenticationInfo)

< 201 Created (UEAuthCtx)

o X[5xx (ProblemDetails) ]
PUT.../ue-authentications/{AuthCtxId}/
Sg-aka-confirmation(ConfirmationData)

200 0K

.‘:_ _________________________________________________________

4xx/5xx (ProblemDetails)

.‘:_ _________________________________________________________
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MAPS™ 5G N12 Interface Procedures (Contd.)

Authentication Result Removal with 5G AKA Method

E 5GC Network -
AUSF

DELETE../ue-authentications/{authCtxld}/5g-aka-confirmation

204 No-Conten}
{ ____________________________________________________________

4xx/5xx(Problem Details)
{ ____________________________________________________________
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MAPS™ APl Architecture
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Under Test/

» API wraps our proprietary scripting language in standard languages familiar to the user:

» Python

* Clients and Servers support a “Many-to-Many” relationship, making it very easy for users to develop complex

test cases involving multiple signaling protocols

o GL
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- GLI/API' Support

| & Python 3.7.9 Shell - m] P4

File Edit Shell Debug Options Window Help

Type "help™,
23>
= RESTART: C:\Program Files\GL Communications Inc\MAPSSG-N12\MAPSCLI\PythonClient\examples\AMF\N12 PlaceCall.py

"copyright™,

N12 Serwver Connection... True
N12 Testbed Starting True
N12 Profile Loading... True

N1z HNausf AMF UEAuthentication Request.gls Script Started...
Starting N12 script True

Zuthentication Reguest Initiation ... True

Zuthentication Response Status... Authentication Successful
ConfirmationResponse = Authentication Successful

MAZP MsgCount: 4

Fdawd MAP Message Flow ¥&aas

"credits™ or "license()" for more information. ]

Time Stamp Route Message

18:00:21.826 - POST - /nausf-auth/vl/ue-authentications

18:00:21.826 - POST - /nausf-auth/vl/ue-authentications

{"servingNetworkName":"5G:mnc00l.mcc001. 3 network.org", "supiOrSuci”: "suci-0-001-01-0-0-0-3012041631"}

Lsi00ian sae . o o MAPS™ CLI Server

18:00:21.846 201

{"5ghuthData": &7C1E0025C3E200030FDTE2003705000", » CIf MapsCLI AMF (N12 RELEASETT ) — | =
B2052AD387221301ACB5BF2"}, "_links": {"5g-aka”: {"href":"AttE _ _ o

 001013012041631/5g-aka-confirmation”}}, "authType”: "56 | axp B File Edit View -8 %
18:00:21.848 - BUT - /nausf-auch/ [ 2 [ | Bn | ).(|

on

18:00:21.848 PUT - /nausf-auth/vl/us-authencics ™ View Latest Command

{"resStar":;"TClOFCS59A44E0TT1A4ES96TB4EES3988"
18:00:21.867 200
18:00:21.867 200
{"authResult": "AUTHENTICATION SUCCESS",
"imsi-001013012041631"}
Stopping Script... True
N1Z Server Disconnecting...

) = 1:: 2024-1-8 18:00:09.400000 : LoadProfile "UE_Profiles, xml”
<=
"kseaf":"ATFES12255|1 1 2024-1-9 18:00:21.822000 : UserEvent 1 “UE_Authentication™

1:: 2024-1-9 18:00:21,932000 : UserEvent 1 "GetCallStatus™;

11 2024-1-9 18:00:23.031000 : UserEvent 1 "GetMessageCount”™;

1:: 2024-1-9 18:00:23. 142000 : UserEvent 1 "GetMessageInfo™# “Index™=0;
1:: 2024-1-9 18:00:23.252000 : UserEvent 1 "GetMessagelnfo™# "Index™
1:: 2024-1-9 18:00:23.474000 : UserEvent 1 "GetMessagelnfo™# “Index™=2;

True

1:: 2024-1-9 18:00:23.577000 : UserEvent 1 "GetMessagelnfo™# "Index"=3;
1:: 2024-1-9 18:00:23.680000 : StopScript 1;
I|Ser\-'erLog:errCode = (,err5tring = connection has been gracefully dosed for Clientld =1

1:: 2024-1-9 18:00:06.656000 : Start "TestBedDefault.xml™ # ~_AMF[0]. AUSF[0]. AUSFIPAddress™="

1:: 2024-1-9 18:00:11, 702000 : StartScript 1 Mausf_AMF_UEAuthentication_Request.gls™ "UEProfile0001" 1 # "IMSI™={ binarystring J001013012041631, "AuthenticationAlgType™="Tuak", "CallFlowDebug™=1

192,168.12..35 7, "_TypeOfUESimulation™="XML",”_DefaultProfile"="UE_Profiles. xml";

[ Nom[
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