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5G Network Diagram
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MAPS 5G N12 Interface
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• Emulate Authentication Server Function (AUSF) and Access and Mobility Management Function (AMF) 

elements

• Supports AKA (Authentication and Key Agreement) and  Authentication Result Removal with 5G AKA method 

services via the Nausf service-based N12 interface

• Services use REST APIs based on HTTP and JSON data format

• Supports TLS and TCP transports

• Supports scripted call generation and automated call reception

• Supports customization of call flow and message templates to create valid and invalid scenarios

• Ready-to-use scripts for quick testing

• Provides Call Statistics and Events Status

• Supports Command Line Interface (CLI) through a client-server model, enabling users to control all features via 

Python APIs

• Automation, Remote access, and Schedulers to run tests 24/7

Main Features
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Protocol Stack Specification

Supported Protocols Standard / Specification Used

N12 Interface

N12 Interface (AUSF - AMF) TS29.509

JavaScript Object Notation (JSON) IETF RFC 8259 

HTTP/2
IETF RFC 7231

IETF RFC 7540/RFC 7541 

TLS IETF RFC 8446

TCP IETF RFC 793

IPv4
IETF RFC 791 [5]

IETF RFC 2460 [6] 
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MAPS 5G N12 Interface Procedures

• Nausf_UEAuthentication (Authentication and Key Agreement)

• Authentication Result Removal with 5G AKA method
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MAPS 5G N12 User Cases
•   MAPS  can emulate any one node (AUSF/AMF) or both AUSF and AMF nodes
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Testbed Setup (AUSF)
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Testbed Setup (AMF)
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Profile Editor (AUSF)
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Profile Editor (AMF)
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Call Generation
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Call Reception
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MAPS 5G N12 Interface Procedures
UE Authentication Service
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MAPS 5G N12 Interface Procedures (Contd.)
Authentication Result Removal with 5G AKA Method
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MAPS API  Architecture

• API wraps our proprietary scripting language in standard languages familiar to the user:

➢ Python

• Clients and Servers support a “Many-to-Many” relationship, making it very easy for users to develop complex 

test cases involving multiple signaling protocols
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CLI/API Support
Python Client

MAPS  CLI Server
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Thank you
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