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Overview

5G System as a service-based architecture, includes a set of Network Functions (NFs) providing services as defined in 3GPP TS 23.501.
The service-based interfaces use HTTP/2 protocol with JavaScript Object Notation (JSON) as the application layer serialization protocol.

GL’s MAPS™ emulates Equipment Identity Register (EIR) within the 5G core offering services to the Access and Mobility Management
Function (AMF) via the N5g-eir service based N17 interface. The figure represents the service based interfaces, with focus on the EIR
and AMF.

The EIR and AMF support N5g-eir_EquipmentldentityCheck Service. In N17 interface, EIR acts as NF Service Producer and AMF acts as
NF Service Consumer as per N5g-eir specifications 3GPP TS 29.511.

Besides emulating EIR and AMF, it also supports error tracking, regression testing, load testing. It can run pre-defined test scenarios
against 5G interface test objects in a controlled and deterministic manner. Easy to use script syntax allows user to create conformance
test cases based on their test plan.

MAPS™ 5G N17 emulator supports powerful utilities such as Script Editor and Profile Editor which allows new scenarios to be created or
existing scenarios to be modified using messages and parameters.

For more information, refer to MAPS™ 5G N17 Interface Emulator webpage.

Main Features

e Emulates EIR and AMF network elements

e Supports Equipment Identity services via the N5g-eir service based N17 interface
e Services use REST APIs based on HTTP and JSON data format

e Supports TLS and TCP transports

e Supports scripted call generation and automated call reception

e Supports customization of call flow and message templates using Script Editor

e Ready-to-use scripts for quick testing

e Provides Call Statistics and Events Status

e Emulates Multiple Subscribers using CSV Profiles

e Automation, Remote access, and Schedulers to run tests 24/7
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Testbed Configuration

The testbed setup window allows user to setup the required test configurations in N17 interface. It includes a list of variables that are
declared and assigned before starting the script. Testbed Setup defines the MAPS™ parameters which communicates with the rest of
the test network. End user configuration profile is used to configure MAPS™ 5G N17 interface with the supported AMF and EIR
parameters.

MAPS AMF (N17 RELEASE15 ) - O X

Configurations Emulator Reports Editor DebugTools Windows Help
I VS ENY 1 IEXE FEIEE IR
I —
; # | Testbed Setup -TestBedDefault [r | E | S |

HE

Config Value [V Enable

— AMF IP Address 192.168.13.92
—  AMF Port 6667
—  URI Scheme HTTP
H=] N3G EIR Configuration
— N5g EIR IP Address 192.168.13.99
| NSgEIR Port 6668
— N5g EIR API Version vl
U=] UE Simulation Parameters

—  Type Of UE Simulation Profiles

—  End User Configuration UE_Profilesxml

H=] Auto Generated Users Info

No Of Users To Be Si... 4000

Starting IMSI 001013012041631
Starting IMEI 359877068325248
Auto Generated End ... AutoGeneratedUs...

Start Edit

Figure: Testbed Setup
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Pre-processing Tools

SCRIPT EDITOR - he script editor allows user to create/edit scripts and access protocol fields as variables for the message template pa-
rameters. The script uses pre-defined message templates, to perform send and receive actions.

& ScriptEditor - [C:\Program Files\GL Communications Inc\MAPS5G-N17\MAPS\N17\RELEASET5\AMP\Scripts\N53g-eir_AMF_Centrol.gls] — O *
¥ File View Edit Shortcuts Tools Help - 8 x
34 ~
DS P x = Z || ?

Command Window x| 4 N5g-eir_AMF_Control Ppox X
& 1 ~l 2
- Conditional & Flow Control 2 IMFScriptId="N3g-=ir RMF"; a
[+ Variable 3 CFHame="RMF"; g
[#]-Maps CLI 4 StartChildScript (AMFScriptld, "", "HSg-=ir RMF.gls", LoadedProfileName, CFNar —
[#-Logs / Comment 5 starttimer InitTimer 1 msec:

[ Init & KeyIdentifier:IMEI;
[#- Child Script 7 wait;
[+ DataBase 8
- Send Report G "InitTimerExpiry":
- Resume 10 PEI="imei-";
- Return 11 RppendInfizscii (PEI,IMEI):
- Indude 12 SUPI="imsi-";
- Exit 13 //PEI=IMETI;
[#- Utility Functions 14 J/PEI=IMEISV;
[#- Traffic Commands 15 bppendInfiscii (SUPI, IMSI);
le GPSI="msis=dn-";
17 AppendInfscii (GPSI,MSISDN):
18 (RMFScriptId) goto "Reguest N5g EIR EgquipmentIdentityCheck":PEI, SUPI, GPSI
149 resumes;
21f "OnNSg EIR EquipmentIdentityCheckResponse” (EgquipmentStatus):
22 Status = SEgquipmentStatus; W
< >
Ready |Line Count-44 | Line: 1 Col: 1 MUM A

Figure: Script Editor

PROFILE EDITOR - This feature allows loading profile to edit the values of variables using GUI, replacing the original value of variables
in the message template. An XML file defines a set of multiple profiles with varying parameter values which allows users to configure
call instances in call generation to receive calls. The UE_Profiles includes 5G parameters which is required to configure multiple UEs
to emulate Signaling and Traffic.

MAPS AMF (N17 RELEASE15) - m] X
Configurations Emulator Reports Editor Debug Tools Windows Help
# .~ .~ n ¥y
VIS EINE N IR FRIEE NIk
1] Profile Editor -UE_Profiles
HER .

[ = | Profies (Edit-F2) [ Config Value [V Enable

1 UEProfile0001 B UEProfile0001

2 UEProfle0002 =) Subscriber Info

IMEI 359877068325248

3 UEProfie0003 IMEISV 1234567890123001

4  UEProfile0004 IMSI 001013012041631

5 UEProfile000s MSISDN 3012041631

Include SUPI or GPSI Equipment Check Request None

6 UEProfile0006

7 UEProfile0007

8 UEProfile0008

9 UEProfile0009

10 UEProfile0010

Add | Insert | Delete
Properties
Insert Delete Clear -

Figure: Profile Editor
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Call Generation and Reception

In call generation mode, MAPS™ is configured for the outgoing messages, while in call receive mode, it is configured to respond to
the incoming messages. Tests can be configured to run once, multiple iterations and continuously. Also, allows users to create
multiple entries using quick configuration feature.

The editor allows to run the added scripts sequentially (order in which the scripts are added in the window) or randomly (any
script from the list of added script as per the call flow requirements). The test scripts are started manually at call generation, and
at the call reception, the script is automatically triggered by incoming messages.

MAPS AMF (N17 RELEASE15) - [Call Generation -CallGenDefault] - [m] X
‘ﬂ;_c_onfiguraticms Emulator Reports Editor Debug Tools Windows Help - || & %
) . . ] '3 w i e n

DE R PR &E ooef’a‘@”f)‘

J | H B S Bfé

Profile Call Info

Script Execution Status Events Profile | Result Completed .. A
Stat WHITELISTED None L[ Pas [ 1] 1]
Start WHITELISTED None | Pass 1 1 Vi

Script Name

N5g ontrol.gls

g e
NS5g-eir_AMF_Control.gls 359877068325249

2

<

[ Add | Delete | mnsert | Refresh | start | startal| siop [ stpal fw| abort |Aborta
Save | ColumnWidth ———}—— [ Show Latest
AMF EIR Find

‘l Status: 200

16:44:44.367000 ||| :sTatus : 200

content-type : application/json
I content-length : 24

| GET /nBg-eir-eic/v1/equipment-status ?pei=imei-35987 7068325248

{
"status":"WHITELISTED"

}

< >

} Scripts ;MeuageSquence/( Event Config )\ Script Flow /

@ Initialisation Errors | @ ErrorEvents | @ Captured Errors | @ Link Status Up=0 Down=0 7
Figure: Call Generation
MAPS EIR (N17 RELEASE15 ) - [Call Reception] - [m] X
% Configurations Emulator Reports Editor Debug Tools Windows Help -] %
) oy i i s LS s 8 . n P
R5Bssv@uv¥[sseZL0C
| SrNo l Script Name | Profile | Call Info I Script Execution | Status j Events | Events Profile I Results ]
NEg-eir_Control.gls imei-359877068325245 Completed | WHITELISTED None (DN T
2 N5g-eir_Control.gls imei-35987 7068325249 Completed I WHITELISTED None | Pass
]
|_stoo | stopar | abort | Abortal| ¥ showRecords I~ SelectActive Call I~ AutoTrash Trash |
Save |  ColumnWidth ~——— F——— T Show Latest
AMF EIR (o
= . Status: 200
[ GET /nBg-eir-eic/v1/equipment-status 16:44:44. 379000 content-type : application/json
{
"status":"WHITELISTED"
}
< >
; Scripts },MmageSetpenoe/( Event Config >\ Script Flow /
@ Initialisation Errors | @ ErrorEvents | ® Captured Errors | @ Lir A

Figure: Call Reception
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N5g-EIR_EquipmentldentityCheck Service

MAPS™ for N17 interface emulates services between EIR and AMF network functions. MAPS™ supports N5g-eir to check the
Permanent Equipment Identifier (PEI) status of the subscribers if it is blacklisted, grey listed, or whitelisted. The PEl is obtained from
the UE during the initial registration.

In this procedure, the AMF sends a request to EIR to check the equipment status through PEI using the HTTP GET method , and
determine the subscriber is allowed to use the equipment or not.

ac Nework ’
EIR
[

GET.../equipment-
status?pei={pei}&{supi}={supi}&gpsi={gpsi}

\ 4

200 OK (EirResponseData) or
4xx/5xx (ProblemDetails)

N

e AMF sends a GET request to the EIR access to check the equipment status of subscribers

e On success, "200 OK” the Equipment status of the subscriber is returned

o [f the PEl is not known the EIR responds with HTTP Status Code "404 Not Found " and the problem error message
“ERROR_EQUIPMENT_UNKNOWN” is returned

e When receiving the response from the EIR, the NF Service Consumer (AMF) shall check the equipment Status and the detailed
problem. Depending upon the result, the NF Service Consumer will decide its subsequent actions (e.g. sending a Registration
Reject if the 5G-EIR indicates that the PEl is unknown or blacklisted)

Supported Protocols and Specifications

JSON Supported Protocol Standard/ Specification
N17 Interface (EIR) 3GPP TS 29.511V17.2.0
HTTP/2
JavaScript Object Notation (JSON) IETF RFC 8259
TLS
TCP IETF RFC 7231
HTTP/2
IETF RFC 7540/RFC 7541
IP
TLS IETF RFC 8446
Ethernet TCP IETF RFC 793

REST IPv4 IETF RFC 791
IETF RFC 2460

© GL Communications Inc.
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Supported Protocols and Specifications

JSON
HTTP/2
TCP TLS
IP
Ethernet
=]
Supported Protocol Standard/ Specification
N17 Interface (EIR) 3GPP TS 29.511V17.2.0
JavaScript Object Notation (JSON) IETF RFC 8259
IETF RFC 7231
HTTP/2
IETF RFC 7540/RFC 7541
TLS IETF RFC 8446
TCP IETF RFC 793
IPv4 IETF RFC 791

IETF RFC 2460
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Buyer’s Guide

Item No Product Description

PKS502 MAPS™ 5G N17 Interface Emulator (Prerequisite base license for all service-based (Open API)
interface emulations)

PKS305 MAPS™ 5G multi-Interface Emulator

Item No Related Software

PKS500 MAPS™ 5G N1/N2 Interface Emulator

PKS501 MAPS™ 5G N4 Interface Emulator

PKS503 MAPS™ 5G N8 Interface Emulator (Requires PKS502)

PKS504 MAPS™ 5G N10 Interface Emulator (Requires PKS502)

PKS505 MAPS™ 5G N11 Interface Emulator (Requires PKS502)

PKS506 MAPS™ 5G N12 Interface Emulator (Requires PKS502)

PKS507 MAPS™ 5G N20 Interface Emulator (Requires PKS502)

PKS508 MAPS™ 5G N20 Interface Emulator (Requires PKS502)

PKS509 MAPS™ 5G N21 Interface Emulator (Requires PKS502)

PKS510 MAPS™ 5G N22 Interface Emulator (Requires PKS502)

PKS511 MAPS™ 5G N29 Interface Emulator (Requires PKS502)

PKS511 MAPS™ 5G N51 Interface Emulator (Requires PKS502)

For complete list of MAPS™ products, refer to Message Automation & Protocol Simulation (MAPS™) webpage.

For more details on supported MAPS™ 5G interfaces, refer to 5G Core (5GC) Network Test Solution webpage.
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